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PART 1

Does the source MAC address match your PC interface?
Yes, the mac address matches my RealTech NIC.

Does the destination MAC address in Wireshark match your team member MAC address?
Yes, they match.

How is the MAC address of the pinged PC obtained by your PC?

It is obtained through an ARP request.



PART 2
Record your reflection: 



IP address for www.yahoo.com

87.248.100.216

MAC address for www.yahoo.com

B8:08:d7:bd:79:9e



IP address for www.cisco.com

104.84.247.6

MAC address for www.cisco.com

B8:08:d7:bd:79:9e



IP address for www.google.com
172.217.20.132

MAC address for www.google.com

B8:08:d7:bd:79:9e


What is significant about this information?

The mac address of all 3 websites are the same.

How does this information differ from the local ping information you received in Part 1?
A ping to a localhost, returns the mac address of the PC’s NIC. A ping to a remote host returns the mac address of the default gateway’s interface. 

Why does Wireshark show the actual MAC address of the local hosts, but not the actual MAC address for the remote hosts?
Only the mac address of local hosts are known on the local network, but remote hosts mac address are not know, so the mac address of the interface of the gateway is used instead. When the packet reached the default gateway, the layer 2 information is stripped from the packet, and a new layer 2 header is added to the packet with the destination mac address of the next hop router.



PART 3

What is significant about the contents of the destination address field?

All hosts on the LAN will receive a broadcast. The default gateway (192.168.1.1) will send a reply unicast reply to the PC. The reply will contain the mac address of the interface of the default gateway. 

Why does the PC send out a broadcast ARP prior to sending the first ping request?
It needs to know the mac address of the device, before it can send a ping. It cannot ping a machine, without the mac address.

What is the MAC address of the source in the first frame?
30:46:9a:99:c5:72 


What is the Vendor ID (OUI) of the Source NIC in the ARP reply?

Netgear 


What portion of the MAC address is the OUI? 

30:46:9a:


What is the NIC serial number of the source?

99:c5:72


PART 4

What is the IP address of the PC default gateway?
192.168.1.1

What is the MAC address of the PC NIC?
48:4d:7e:dc:f3:ef

What is the default gateway’s MAC address?
B8:08:d7:bd:79:9e

What type of frame is displayed?
IP v4 frame

What is the source IP address? 

192.168.1.11


What is the destination IP address?
192.168.1.1

What do the last two highlighted octets spell?
Hi

What device and MAC address is displayed as the destination address?
Hauwei 

B8:08:d7:bd:79:9e


In the first echo (ping) request frame, what are the source and destination MAC addresses?

Source Mac address:
48:4d:7e:dc:f3:ef


Destination Mac address:
B8:08:d7:bd:79:9e


What are the source and destination IP addresses contained in the data field of the frame? 

Source: 
192.168.1.11


Destination:
104.84.247.64

Compare these addresses to the addresses you received already. The only address that changed is the destination IP address. Why has the destination IP address changed, while the destination MAC address remained the same?

Level 2 frames never leave the LAN, when pinging a remote host. The interface of the default gateway is used as the destination mac address. The layer 2 header of the packet is stripped when it reaches the default gateway and is replaced with another layer 2 header, which contains the mac address of the next router on the hop. This continues from router to router until the destination ip address is reached.

Wireshark does not display the preamble field of a frame header. What does the preamble contain?
[bookmark: _GoBack]The preamble contains seven octets of alternating zeros and ones, and one octet signals the beginning of the frame.

