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1. Introduction

As society has advanced through the
information age, networking has provided a
foundation for progress. Virtually all modern
technology has become embedded in
networks for exchange of data and resources.
But with the advancement in networks comes
the increase of network threats. Such threats
can target any area of a network’s
infrastructure. From physical hardware
devices and virtual machines to software
applications and network services,
continuously evolving to match the expansion
of information technology.

It is imperative that information security
matches the ever-developing threats with
advancement of its own, and one means of
defence has remained pertinent, to think like
the enemy.

Penetration testing is not a new method, but
it has maintained significance by simulating an
attack before it has occurred and is applicable
to any security system.

With Microsoft still dominating the market for
desktop operating systems, it is a prominent
target for cyber threats. Correspondingly, its
Windows Server OS makes an admissible
target for penetration testing.

2. Proposed Research

Research will be primarily conducted on
several aspects of white-box penetration
testing.

2.1 Preparation of
Penetration Test

The initial preparation will be to attain
approval of the project supervisor for the
chosen methods and the scope of testing,
including the use of any tools, the targeted
areas of the system, and the documentation
of results [1].

2.2 The Five Phases of
Penetration testing

The correct process shall be applied as
outlined by The EC Council. This will involve a
five-stage approach as follows [2].

* Planning & Reconnaissance

The initial gathering phase to
accumulate as much target
information possible, including
network topology, operating systems
& features, and user accounts,
conducted in a combination of passive
and active reconnaissance by
researching available resources and
system interactions

e Scanning

This stage involves tools and methods
for checking open ports and network
traffic to identify vulnerabilities

e Vulnerability Assessment

Using a combination of the previous
stages to determine a specific method
of system attack

As the potential for vulnerabilities in a
server is vast, the scope of the project
will be limited to a maximum of three




areas of the server identified during
the vulnerability assessment phase

* Exploitation

Implementing the penetration phase
by attempting to access the system.
This will require adequate back up of
testing system as a contingency
measure for any adverse effects.

e Reporting

Specific documentation of the testing
results.

The report will include established
vulnerabilities, detailed methods and
difficulties of attack, and strategic
recommendations.

2.3 Penetration Testing Tools

Several tools have been identified for
further research before being chosen for
use. Any tool/software used will be
consulted with the project supervisor
before selection

e Kali Linux

Used as the base operating system, Kali
Linux features most of the tools required
for testing. Optimized for offensive
purpose, Kali is not suitable for any use
further than penetration testing as it has
weak defensive features [3].

e Nmap

This tool used for scanning network
vulnerabilities and has the capabilities of
checking all 65,536 TCP ports, making it

impossible to conceal a network service in
an unusual port number [4].

Nmap’s port scanning identifies ports in
six different states. Beyond being open or
closed, it will also determine whether it is
filtered or unfiltered, and a combination
of these make up the six states of open,
closed, filtered, unfiltered, open |filtered
and closed |filtered [5].

¢ Wireshark

An open-source network protocol
analyser that sniffs packets across a
network connection, capturing data that
displays detailed protocol information,
indicating whether aspects of the network
are secure or vulnerable [6].

e John The Ripper

Password cracker that can crack encrypted
passwords by using brute force and dictionary
attacks. This tool can exploit insecure
passwords [3].

e Zed Attack Proxy (ZAP)

A free, open-source software that can provide
man-in-the-middle attacks on proxy servers. A
more simplified version of the more expensive
Nexxus or Burp Suite, it canberunona
variety of operating systems and is suitable
for beginners and professionals [7].

2.4 Virtual Pen Test Lab

Research will be conducted on building an
appropriate virtual network for testing. Oracle
VirtualBox will be used due to it being free,
open-source software capable of running on a




variety of operating systems and providing an
extensive virtual environment [8].

Windows Server will be chosen for network
operating systems and services to conduct the
testing [9].

3. Aims & Objectives

The project intends to improve the standard
security of Microsoft Server operating
systems. This may be achieved by identifying
weaknesses in the security measures by
exploiting the network services provided by
the server.

The results of the testing will be analysed to
develop an optimal form of defence against
any weaknesses that are exposed during
testing.

The objectives are as follows.

e Build a suitable virtual network using
type 2 hypervisors that can be used to
analyse the security strengths of the
network server

e Both internal & external network
penetration testing of Windows
Server OS

e Identify and analyse any flaws found
on the virtual network during the pen
test

e Address security weaknesses

s Re-test the network and evaluate the
results

¢ Establish an improved network
security system

4. Project Design

4.1 Outline of Project Ideas

The targeted network will be built on a type 2
hypervisor, ideally hosted by a Cisco labs
computer at the SA1 campus. The virtual
network will comprise a server using Windows
Server 22 and at least two hosts using the
Windows 10 & 11 0S. The network will then
be pen tested using a Kali Linux VM to
determine any vulnerabilities.

The project will target three different network
services provided by the server. These
services are Active Directory, DNS and DHCP.

4.2 Data Collection

Attempts to penetrate the network will be
documented with as much detail as possible.

The results of each test will be collected to
identify security strengths & weaknesses
posed by the server’s network services.

4.3 Data Evaluation

Investigation will be conducted to establish a
security solution for each breach found. The
networks security strengths will be profiled by
the information gathered in failed penetration
attempts and successful fixes to established
flaws.

4.4 Risks & Limitations

The risks associated with pen testing should
be conducted in a sandboxed environment,
restricted to the virtual network on type 2
hypervisors.

To reduce the risk of project failure, the pen
test will target three different aspects of
server features. These will consist of Active
Directory, DNS, and DHCP. In the event of
penetration failure, the targeting could also
be switched to network hosts running
Windows 10 or 11.




The limitations of testing will be restricted to
virtual network infrastructure, both internally
and externally.

Adequate software will be needed to perform
the pen testing, which may be limited in terms
of accessibility by complexity, qualifications,
and associated costs.

4.5 Ethical Issues

Ethical issues should be eased by the fact that
all pen testing will be carried out in a private
sandboxed environment. There will be no
external permissions necessary to conduct the
tests.

The tools chosen for testing will need to be
authorised by the project supervisor before
use.

No social engineering will be conducted,
reducing any ethical issues posed by individual
or group entities.

5. Resources & Planning
5.1 Resources Required

5.1.1 Hardware Resources

The project will be primarily conducted on
UWTSD computers in the Cisco lab rooms at
SA1 Waterfront Campus. The computer lab
machines will host type 2 hypervisors that
provide a controlled and isolated environment
for experimentation and testing.

Research will be conducted using personal
devices such as home computers, laptops and
mobile devices

5.1.2 Software Resources

Software required for experimentation and
testing are listed as following;

e Oracle Virtual Box
s Windows Server 2022
s Windows Server 2019

e \Windows 11
e \Windows 10
e Kali Linux

e Wireshark

e Nmap

* Pentesting tools

5.1.3 Other Resources

UWTSD library resources are a fundamental
requirement for research purposes. The
online library would be more widely used but
also the Y Fforwm building would be utilised.

The project supervisor would also be relied
upon for guidance and expertise in the field.

5.2 Planning Chart




5.2.1 Literature Review

Vulnerability 30/1/2023 | 2/1/2023
Assessment

Exploitation 3/2/2023 5/2/2023
BREAK 6/2/2023 7/2/2023
Reporting 8/2/2023 17/2/2023

5.2.4 Final Report Stage One

Timetable
Research Start Date End Date
Topic
Research 28/10/2022 | 11/11/2022
processes of
penetration
testing
BREAK 12/11/2022 | 14/11/2022
Research Pen | 15/11/2022 | 29/11/2022
testing tools
BREAK 30/11/2022 | 2/12/2022
Research 3/12/2022 | 10/12/2022
virtual lab
requirements
CONTINGENCY | 11/12/2022 | 21/12/2022
PERIOD
BREAK 22/12/2022 | 27/12/2022

5.2.2 Virtual Lab
Implementation

Task Start Date End Date
Final Report- | 19/2/2023 | 29/2/2023
Findings

BREAK 1/3/2023 2/3/2023
Final report— | 3/3/2023 10/3/2023
Proposed

Solutions

BREAK 11/3/2023 | 12/3/2023
CONTINGENCY | 13/3/2023 | 22/3/2023

5.2.5 Implement Solutions

Task Start Date End Date
Implementation

Build Virtual 28/12/2022 | 3/1/2023
Network

Configuration

Deploy 4/12/2022 | 11/1/2023
Network

Services

Create Interim 12/1/2023 | 16/1/2023
Viva

BREAK 17/1/2023 | 19/1/2023

5.2.3 Conduct Penetration

Task Start Date | End Date

Implementation

Patch Any 23/3/2023 | 28/3/2023

Vulnerabilities

Test Results 29/3/2023 | 2/4/2023

Break 3/4/2023 4/4/2023

CONTINGENCY | 5/4/2023 | 2/4/2023
5.2.6 Final Stages

Task Start Date End Date

Complete 13/4/2023 21/4/2023

Final Report

BREAK 22/4/2023 | 23/4/2023

Final Viva 24/4/2023 | 1/5/2023

Exhibition | 2/5/2023 5/5/2023

Poster

Exhibition | 6/5/2023 7/5/2023

Materials

Testing
Task Start Date | End Date
Implementation
Planning & 20/1/2023 | 25/1/2023
Reconnaissance
Scanning 26/1/2023 | 29/1/2023
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fic problem to be investigated; Well
-defined aims and SMART objective
s; Explaining why this project is wor
/1 OO th doing; Discussion of what the pr
oject needs todoin ordertobeas
uccess; Description any deliverable

s that will be produced at the end o
f the project

20 15

Appropriate title. Introduction coul
d do with some referencing. Need

appropriate aim; not written as an

aim. The objectives are ok.

Background to the Project / Literature Review
(400 words)

Description of how the worktobed |20 | 16
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ew; Discussion of any ethical issues
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at has already been done within th
e field; Topic familiarity; Brief literat
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ts




Brief background/Lit review done s
atisfactorily but need to utilise peer
reviewed articles.

Project Design (500 words)

Clear statement of which developm
ent methods are to be used and wh
y they are appropriate; Clear state
ment of which tools are to be used
and why they are appropriate; Clea
r description of how data collected
will be analysed

Satisfactorily done. A diagram coul
d enhance this area more.

30

23

Resources / Planning (200 words)

List of any deliverables; Clear diagr
am showing both timing and resour
ce use; Completed ethics form; Limi
ted and relevant appendices

Project planning done with the use
of tables.

15

11
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Correct spelling, grammar and pun
ctuation; Flow of narrative/fluency;

Coherence; Word processed ; Corre
ct use of referencing with bibliogra
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Presentable work, could do with so
me formatting alignment and avoid
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