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Dragon Security Limited (DSL) have been tasked with analysing and appraising the current cybersecurity posture at TG Enterprise (Trans Global Enterprise) (TGE).  TGE are a multinational company with headquarters in Swansea.  They have three sites globally, and operate 24/7:
· Boston, America.
· Swansea, Wales, Britain.
· Mumbai, India

Each site employs 100 staff.  They plan to extend their operations to Brisbane Australia within the next year. 
TGE have several critical issues with its current security infrastructure and have tasked DSL to provide expert advice on the best security solution framework.  
The aim of this report is to:
1. Analyse the effectiveness of the current security system  
2. Propose two potential solutions to address issues currently faced by TGE
3. Design and implement the best solution to enhance the security posture and provide a single solution across all sites, allowing for future expansion.



2. [bookmark: _Toc166922653]Current security posture analysis at TGE

TGE has grown over the past 15 years, through mergers and acquisitions. Each site has retained its own network infrastructure which has never been fully integrated due to interoperability issues.  This has caused several network problems, as IP Addressing schemes overlap and regularly cause routing/firewall policy issues.
Current Network Security infrastructure at each site: 
Boston: Palo Alto: PA-500
Swansea: Juniper SSG-550M 
Mumbai: Cisco ASA5555
These firewalls are now End of Life (EoL) and do not receive firmware updates from the manufacturer. They are also no longer under a support/maintenance contract.  If the firewall became faulty the site would be in a very precarious position.  Currently, TGE utilise static routing between sites which needs to be constantly maintained.  Figure (Fig) 1, illustrates the current TGE network.
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[bookmark: _Toc166922713]Figure 1: Current TGE network. IP Addressing non-standard, duplications at some sites.
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[bookmark: _Toc166922656]Current Issues regarding TGE infrastructure

See Table 1 for a detailed summary of the issues currently being experienced by TGE’s infrastructure.
and the impact they are having on their cybersecurity posture. In addition, see Appendix 1 for more in-depth information on the issues identified.







[bookmark: _Toc166922739]Table 1: Current issues identified following analysis
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[1] [2] [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] [27]
See Appendix 2 for initial recommendations on issues identified.
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3. [bookmark: _Toc166922657]Possible security solutions for TGE
The Gartner magic quadrant, see Fig.2 and Fig.3 [28], has been used as a metric of identifying the most suitable cybersecurity solutions to ensure that TGE are provided with the best security framework that meets their requirements.  
Palo Alto (PA), and CheckPoint (CP) have been chosen for TGE as the viable security solutions as they are two of the market leaders in the field.  
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[bookmark: _Toc166922714]Figure 2: Gartner Magic Quadrant–explanation [29]
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[bookmark: _Toc166922715]Figure 3: Gartner Magic Quadrant for network firewalls. [30]
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[bookmark: _Toc166922659]Proposed CP Solution
CP security architecture has three distinct parts, see Table 2 and Fig.4 [16]: 
[bookmark: _Toc166922740]Table 2: CP Architecture
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[bookmark: _Toc166922716]Figure 4: CP Illustration [16]

[bookmark: _Toc166922660]Security Gateway
The 6900 Security Gateway (SG) has been selected as the firewall solution for TGE, see Table 3 and Fig.5 [31] [32]. 
[bookmark: _Toc166922741]Table 3: Features of the 6900 [31] [32]
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[bookmark: _Toc166922717]Figure 5: CPs Quantum SG6900 [32]
[bookmark: _Toc166922661]Security Management Server (SMS)
As TGE have multiple sites, the 6000-L was selected as it allows multi-domain management.  The SMS stores a local copy of the configuration of the local domain.  A standby copy of the other domains will also be stored being synchronised over the Virtual Private Network (VPN). See Table 4 and Fig.6.
[bookmark: _Toc166922742]Table 4: 6000-L Features [33]
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[bookmark: _Toc166922718]Figure 6: 6000-L and 6000-XL side by side [33]
[bookmark: _Toc166922662]Smart Console (SC)
This is a domain joined Windows PC sourced locally. 
[bookmark: _Toc166922663]Solutions to Issues raised

See Table 5 for CPs solutions to the issues raised during the analysis of TGE’s infrastructure.  
See Appendix 3.1 for additional information.
[bookmark: _Toc166922743]Table 5: CP Solutions to issues raised.
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[bookmark: _Toc166922664]Proposed Palo Alto Solution
[bookmark: _Toc166922665]Firewall
The PA Strata PA-3410 firewall as a security solution see Table 6 and Fig.7.  
[bookmark: _Toc166922744]Table 6: PA3410 Features [68]
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[bookmark: _Toc166922719]Figure 7: PA Firewall [69]
[bookmark: _Toc166922666]PA Central Management System
PA provide the Panorama solution to centrally manage firewalls to maintain uniformity across all Next Generation Firewalls (NGFWs) across multiple sites [15]. See Table 7 and Fig.8.   
[bookmark: _Toc166922745]Table 7: 600-M Features [70] [71] [72]
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The M600 in Panorama mode (Over Management only or Log Collector) is advised, so that firewalls can be managed, and logs collected simultaneously [70].
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[bookmark: _Toc166922720]Figure 8: PA Panorama M600 [73]
[bookmark: _Toc166922667]Solutions to Issues raised

See Table 8 for CPs solutions to the issues raised during the analysis of TGE’s infrastructure:
See Appendix 3.2 for additional information.

[bookmark: _Toc166922746]Table 8: PA Solutions to issues raised
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[bookmark: _Toc166922670]Local Area Network Connectivity

A new IP Address schema will be utilised for each site, providing standardised addressing across all sites see Appendix 5. 
Four new security zones will be created see Table 9 [16]: 
[bookmark: _Toc166922747]Table 9:  Security Zones
[image: A yellow and white text
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Virtual Routing and Forwarding (VRF), which can be thought of as a Layer 3 (L3) VLAN, CP have their own terminology for VRF Virtual System Extension (VSX) to run a virtual firewall for the untrusted traffic. 
VSX will be utilised for the DMZ and Untrusted zones, so this traffic is kept entirely separate to the traffic in the trusted zone.  A VSX Gateway will be configured on each SG so untrusted traffic can be contained within the virtual network at L3 [89]. IoT devices have been placed on a new untrusted zone, comprising of wired and wireless networks, so that IoT traffic can be kept segregated from sensitive internal traffic. 

The American site network, will be replicated across the organisation, see Fig.9.
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[bookmark: _Toc166922721]Figure 9: Illustration of American site with Security Zones and IP Addressing
Two SGs will be placed in High Availability (HA) to provide firewall redundancy by using either Cluster XL or VRRP (Virtual Router Redundancy Protocol).  The cluster will be configured in Active-Active and will appear to the administrator as a single SG connected via a Virtual IP (VIP) address [90] [91].



[bookmark: _Toc166922671]Wide Adrea Connectivity
Software Defined-Wide Area Networking (SD-WAN) enables each site to connect to multiple Internet Service Providers (ISPs) simultaneously and distribute traffic over both equally.  This provides a resilient internet connection for each site and doubles the bandwidth.  Each SG HA will be configured in Active-Active mode utilising BOTH ISPs simultaneously.  In the event of an issue with one of the ISPs, the traffic will automatically be re-routed to the working ISP, see Fig.10 [92] [93].
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[bookmark: _Toc166922722]Figure 10: CP deployment all sites with HA

As the IP Address schema has been standardised, it is proposed that the Open Shortest Path First (OSPF) routing protocol is adopted for inter site routing.  This will reduce administrative overhead and potential errors while providing consistency with routing.  
See Appendix 6 for details on migration to proposed CP solution.
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[bookmark: _Toc166922723]Figure 11: Inter-Site VPN mesh topology
An inter-site mesh VPN topology, known as a VPN Community, will be adopted, see Fig.11.  The VPN Community will be configured with an implied firewall rule to allow inter-site communication. The traffic will be routed between sites utilising domain-based VPNs.  Each site will be configured in split-tunnel mode so that any internet traffic will leave directly from each site, see Fig.11 [16].
[bookmark: _Toc166922672]Multi-Domain deployment
A new domain will be created tge.tech with four subdomains: 
· america.tge.tech
· austratlia.tge.tech
· india.tge.tech
· wales.tge.tech


A multi-domain deployment will need to be adopted. CP can support this configuration by utilising Multi-Domain Security (MDS) management databases [94] [95]. Each subdomain has a separate database to store local policies, however, global policies and objects can be shared across all sites. Fig.12 shows the multi-domain option while configuring the SMS.
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[bookmark: _Toc166922724]Figure 12: SMS Configuration Multi-Domain Server option [16]
Each SMS stores a Local Active copy of the MDS, while storing a Standby Remote MDS for the other domains which is synchronised, this provides both redundancy and backup, see Fig.13.  
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[bookmark: _Toc166922725]Figure 13: CP Multi-Domain deployment [95]

[bookmark: _Toc166922673]Backup regime
A regular backup regime is advised utilising the Grandfather, Father, Son approach with incremental backups carried out during the week and a full backup carried out over the weekend.
It is also advised that the 3-2-1 method of backups is used, so that data is kept secure in the event of a cyberattack. It is recommended that three copies of critical data are made, stored on two separate devices with one offsite [96].  
See Table 10 detailing the three backup locations:
[bookmark: _Toc166922748]Table 10: Backup regime
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[bookmark: _Toc162295142][bookmark: _Toc162297086][bookmark: _Toc166922674]Industry Standards Benchmarking.
Benchmarking is crucial for ensuring cybersecurity systems are designed to be secure from the outset.  It is a process whereby cybersecurity systems are assessed to evaluate their effectiveness [97] [98] [99].  
There are several industry standards that cybersecurity systems are benchmarked against.  
The cybersecurity benchmarks listed below were all researched as they are internationally recognised and are used by UK Government departments such as the Ministry of Defence (MoD), see Appendix 7.
1. National Cybersecurity Centre (NCSC) Cybersecurity design principles
2. Secure by design principles
3. National Institute for Standards and Technology (NIST) Cybersecurity Framework (CSF)
4. Centre for Internet Technology (CIS) Benchmark configuration standards.

For the purposes of this report the NCSC design principles have been used as the recommended cybersecurity industry benchmark.  The NCSC provide advice and guidance to industry based in the UK.  Cybersecurity professionals use this benchmarking standard when designing cybersecurity systems to ensure that they are resilient and robust, meeting the high standards set by the UK Government.  
See Table 11 which outlines the NCSC industry benchmark and how the recommendation in this report not only meets but exceeds the benchmarking industry standards.  The proposed security solution meets the requirements of each of the 5 points of the benchmark in multiple ways therefore providing a robust defence in depth approach in the proposed design.  The proposed solution has been designed with future proofing from the outset, allowing for network expansion and for a secure and resilient system.
The NCSC benchmark was also cross referenced with the Cybersecurity and Infrastructure Security Agency (CISA) guidance notes [100] [101] [102] [103]: 


[bookmark: _Toc166922749]Table 11: NSCS Principles/Benchmarks and Recommendations
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5. [bookmark: _Toc166922675]Recommendations for future improvements
5 [bookmark: _Toc162295145][bookmark: _Toc162297089][bookmark: _Toc162380033][bookmark: _Toc162460273][bookmark: _Toc162461222][bookmark: _Toc162540415][bookmark: _Toc162596635][bookmark: _Toc164081838][bookmark: _Toc164098534][bookmark: _Toc164246784][bookmark: _Toc164247353][bookmark: _Toc164523285][bookmark: _Toc166246493][bookmark: _Toc166247607][bookmark: _Toc166502106][bookmark: _Toc166513889][bookmark: _Toc166566606][bookmark: _Toc166566815][bookmark: _Toc166606044][bookmark: _Toc166616571][bookmark: _Toc166616636][bookmark: _Toc166765933][bookmark: _Toc166766124][bookmark: _Toc166766189][bookmark: _Toc166766254][bookmark: _Toc166766368][bookmark: _Toc166921408][bookmark: _Toc166922388][bookmark: _Toc166922676]
[bookmark: _Toc166922677]Cybersecurity monitoring
Continual cybersecurity monitoring is crucial for maintaining good security posture.  DSL recommend the monitoring services listed in Table 12.

[bookmark: _Toc166922750]Table 12: Definitions of XDR/EDR, SIEM and SOAR [104] [105] [106] [107] [108]
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[bookmark: _Toc166922678]Cybersecurity Reviews (Penetration Testing)
Annual penetration testing to be conducted so that any vulnerabilities can be identified, and countermeasures advised.
[bookmark: _Toc166922679]Additional Bandwidth
Overprovision is the concept of requesting more bandwidth than required in case of high network utilisation.  It also provides protection against Denial of Service (DoS) attacks whereby attackers attempt to utilise all available bandwidth [5].
To achieve overprovision, the CP 6900 Gateway can currently provide connectivity 2 x 1Gbps connections via two ISPs that is sufficient for current requirements.  However, this bandwidth can be easily increased to 10Gbps, by purchasing the 10G Small Form Factor Pluggable (SFP) interface card (CPAC-4-10F-C) [32] and associated fibre modules.
[bookmark: _Toc166922680]Rolling replacement programme
To ensure that infrastructure equipment is maintained, a rolling replacement policy should be implemented so any devices nearing its EoL date are replaced to ensure that firmware updates are available. 
[bookmark: _Toc166922681]Cybersecurity training for staff.
It is recommended that staff receive regular and ongoing cybersecurity training to make them aware of tactics used by hackers.  Regular cybersecurity drills are also advised, to test the cybersecurity systems in place and highlight any potential issues.  Utilising schemes such as the NCSC’s “exercise in a box” [109].  
[bookmark: _Toc166922682]Incident Response (IR) and Disaster Recovery (DR) plans
Both IR and DR plans to be written and regular IR/DR exercises to be taken so that staff are aware of what is required of them in the event of a cybersecurity attack.
[bookmark: _Toc166922683]Adopt the Cybersecurity Framework (CSF)
The NIST have developed the Cybersecurity Framework to assist organisations to identify sensitive data and systems and put procedures in place to protect them.  See Appendix 7.





6. [bookmark: _Toc166922684]Personal and Technical reflection
[bookmark: _Toc153020426]On reading the assignment brief I knew that this was something that I would enjoy researching, as this is a subject that I have a great interest in.  Whilst I was familiar with some of the concepts contained within this report, I gained more in-depth knowledge from researching these systems.  I enjoyed studying/researching for this module but found remote access to the lab problematic.  However, I feel it has not hindered my ability to complete this assignment. One thing I did struggle with was the word count as my enthusiasm for the subject resulted in me finding it challenging to stick to the word count as there were so many fascinating aspects to this research.
Although I was aware of CP and PA before researching this assignment, I was not familiar with their systems and the functionality they provide to their customers.  I found comparing these two leading cybersecurity technologies interesting as they not only provide NGFWs, but a whole range of services designed to secure, infrastructure, devices, and users.  In my opinion, CP provided a more holistic solution for TGE, the main reason for this was that CPs systems can provide more automated services to their customers.  Providing services such as CPUSE that can automatically update the GAIA Operating System (OS).  It is also possible to configure automatic licensing so that licences are synchronized.  This approach ensures that systems are kept secure and free from vulnerabilities without any human intervention or administrative overhead.  I found this feature very useful as TGE did not maintain updates which left them vulnerable to potential threats.
I was unaware of CP’s Three-Tier Architecture prior to researching for this assignment. This is beneficial to organisations as it allows for scalability so that they can easily expand their business requirements.  This facilitates centralised management of multiple firewalls across geographically dispersed sites.  
Whilst researching for the design phase, it was found that many governmental organisations advise utilising a defence in depth approach.  I discovered that CP provide an all-encompassing cybersecurity solution with a defence in depth strategy at its core, offering protection for users, endpoints, and network devices at all layers of the Open Systems Interconnection (OSI) model [5] [110].
I found CPs threat prevention techniques fascinating, as it protects users from cybersecurity risks even before they are aware of them.  Examples of this is Access Control, Data Loss Prevention (DLP) and Content Disarm and Reconstruction (CDR) see Fig.14.
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[bookmark: _Toc166922726] Figure 14: Feature provided by CP [111]

See Appendix 9 for additional information on Data Security and Threat Prevention.
7. [bookmark: _Toc166922685]Conclusion
TGE’s current cybersecurity posture is not fit for purpose.  Two viable cybersecurity solutions, namely PA and CP, have been scrutinised to both address the issues and vulnerabilities highlighted. Both provide advantages over the current system. After careful consideration, CP’s offering was found to be better suited to meet TGE’s requirements over PA.  
CP allows for better resilience, automated updates, threat prevention techniques such as CDR that proactively protect end users, and the SmartOptimize system allowing configurations to be maintained.  As TGE is a global concern CPs system can be used across all sites is a major advantage. 
To offer enhanced security measures that exceed the benchmark industry standards it is proposed that:
1. Devices are placed in HA wherever possible. 
2. SD-WAN is enabled for multiple ISP connectivity at each site. Allowing for both resilience (diverse routing) and increased bandwidth.  
3. MDS to be implemented allowing the configurations of multiple sites to be stored as configuration backups at all other sites.  
4. Inter-site mesh topology to allow multiple routes.
5. Backup regime including offsite and immutable backups. 
6. OSPF Routing to dynamically update routing tables.

The recommendations above will provide TGE with an enhanced cybersecurity posture rectifying the issues raised meeting the requirements and allowing for future expansion. All of which results in stable network infrastructure with good cybersecurity posture.
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[bookmark: _Toc166922688]Appendix 1: Current issues regarding TGE Current Security Posture.
[bookmark: _Toc166922689]A1.1 Irregular Security audits 

TGE’s most recent cybersecurity audit was in 2021. Regular cybersecurity audits are crucial to maintaining a good cybersecurity posture and identify vulnerabilities.  They also provide advice and guidance on best practices and highlight any unknown flaws in security [1].  
ISO/IEC 27001 and 27002 were introduced to standardise the approach to cybersecurity and information security, provide resilience and maintain data Confidentiality, Integrity, and Availability (CIA), see Fig.2 [2] [3] [4]. 
During an audit a company’s policies on passwords, user accounts, patching/backup regimes, Change Control (CC), firewall rules, will be scrutinised.  Incident Response (IR), Disaster Recovery (DR) procedures, and Business Continuity (BC) plans are also examined  [5] [6] [7] [8].   
The areas covered during the audit are [8]:
· Network Security: Backup regimes, Firewall rules etc.
· Operational Security: This covers policies and procedures.
· Data Security: How data is stored, accessed, and secured.
· System Security: Firmware upgrade regimes, access management and privileged account management, Multi Factor Authentication (MFA).
· Physical Security: Physical Locks, CCTV, Security staff, power supplies, and backup power supplies. 

There are three forms of System and Organisation Control (SOC) Audits, see Table 13 [5] [6]:
[bookmark: _Toc166922751]Table 13: SOC Audits
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See Fig.15 and illustration of the CIA triad.
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[bookmark: _Toc166922727]Figure 15: Example (CIA and DAD TRIAD)
Regular cybersecurity audits are crucial to maintaining a good cybersecurity posture and identify any potential vulnerabilities.  An audit can provide advice and guidance on cybersecurity best practices and highlight any unknown flaws in security [1].  To standardise the approach to cybersecurity and information security the ISO/IEC 27001 and 27002 were introduced to provide resilience and maintain data Confidentiality, Integrity, and Availability (CIA) [2] [3] [4]. The auditor will check the companies for their policies on passwords, user accounts, backup regimes, network change logging (implementation of a change advisory board).  Also, the following procedures would be scrutinised incident response, disaster recovery procedures, and business continuity plans.   [5] [6] [7].   


[bookmark: _Toc166922690]A1.2 Irregular Security updates
According to European Network and Information Security Agency (ENISA), unpatched systems are one of the top ten threats to cybersecurity, see Fig.16 [9].  
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[bookmark: _Toc166922728]Figure 16: ENISA illustration of cybersecurity risks for 2030 [9]

Regular security updates are recommended, so any potential vulnerabilities and bugs are resolved [10] [11] [12].  
TGE however, have decided not to carry out regular updates as they are concerned that updating systems would require planned downtime to carry out the security update and can cause disruption to services if there is an issue with the update.  This is a risky strategy, as vulnerabilities and exposures are discovered on a regular basis [13].


[bookmark: _Toc166922691]A1.3 Single points of failure (SPOF)

TGE’s current network includes several SPOFs.  SPOFs are devices on the network whereby if a failure occurs, there is no backup device to allow the traffic to continue flowing.  
Each site is served by a single firewall which is an example of a SPOF.   If the firewall develops a fault, that site loses network connectivity, until it is repaired or replaced.  Additionally, the current Firewall has a single power supply unit (PSU), connected to mains power [14]. 
If a failure of the PSU or mains power occurs that site loses connectivity.
[bookmark: _Toc166922692]A1.4 Inconsistencies and errors 
According to Palo Alto, “Misconfigurations are a major cause of firewall breaches”. [15]. 
TGE has implemented multiple firewall policies that carry out a similar function.  This is likely due to two administrators adding rules at different times whilst working on different projects leading to inefficient firewall ruling. 
Rule sequencing issues were identified where more general statements being placed at the top of the policy and more restrictive rules at the bottom.  Therefore, the more restrictive rules are never matched [16].  This gives the administrator the impression that the network is secure, when in fact the systems can be vulnerable and open to attack.
There were inconsistent IP addressing scheme at each site, causing both routing and firewall rule issue.
[bookmark: _Toc166922693]A1.5 Licensing structure
TGE use static routing and do not require the licenses for Border Gateway Protocol (BGP) and Interior Gateway Routing Protocol (IGRP).  This is an oversight on TGE’s part as they are unfamiliar with the licensing structure. This oversight also resulted in unnecessary licensing and increased cost. 
Each firewall manufacturer has its own licensing structure to enable certain features depending on the license purchased.  A default license is applied to the firewall. If extra features are required, additional licenses can be purchased separately and applied to the firewall [17] [18]. 
[bookmark: _Toc166922694]A1.6 User roles and permissions 
TGE have inconsistent user roles and permissions.  Some user accounts have been found with Amin level permissions, this is so that the user could access a particular system required for their role, but unintentionally, they also had full read/write access to other all systems.  This was a quick fix to provide the user with access to the services to allow them to carry out their duties.
This can lead to security breaches whereby an unauthorised user could access classified data [5] [6] [19]. A compromised account could provide an attacker access to critical services or sensitive data leading to a data breach, or a Denial of Service (DoS) attack. 
[bookmark: _Toc166922695]A1.7 Overlapping and conflicting policies
As mentioned in A1.4, conflicting firewall policies and rule sequencing are in place. TGE’s network has grown, so has the complexity of the firewall policies making it difficult to manage [20]. 
[bookmark: _Toc166922696]A1.8 Lack of control over application usage 
TGE do not have application usage control (such as allow or block lists).  This enables users to install whatever software on their PCs.  This raises a severe security issue where a user could install malware onto their PC, i.e. Ransomware, which could then spread to other machines on the network [5] [6].  It also allows users to store corporate data via unsanctioned software such as Dropbox or personal OneDrive that could become compromised. 
[bookmark: _Toc166922697]A1.9 Intrusion Prevention System (IPS) rules are outdated
IPS rules have not been maintained when additional services were implemented.  The IPS is unaware of potential threats and vulnerabilities and unable to block malicious traffic.
IPS rules need updating regularly according to emerging threats highlighted via threat identity feeds, from manufactures, and leading cybersecurity organisations [21] [22].
[bookmark: _Toc166922698]A1.10 Challenges posed by Internet of Things (IoT) devices
TGE do not segregate the IoT traffic and are at risk of becoming compromised.
“IoT devices” is a term that applies to any technology that connects to the network. IoT devices have network systems embedded and are sold as “smart” devices.  
IoT devices do not have security at the forefront of the design, firewalls, or Anti-Virus (AV).  They also do not receive regular patch updates and can become vulnerable to cyber-attack [5] [6] [23] [24] [25]. 
Recent UK legislation was enacted to ensure that manufacturers of IoT devices abide by stringent security requirements to improve their cybersecurity posture. [26] [27], see Appendix 8.


[bookmark: _Toc153020456][bookmark: _Toc166922699]Appendix 2: Initial Recommendations from Analysis of TGE Current Security Posture.
Table 14 contains the initial recommendations from the analysis of TGE’s security posture carried out in Section 2.0 of this report.
[bookmark: _Toc166922752]Table 14: Initial Recommendations from initial analysis of TGE
	Section
	Issue Identified
	Rec #
	Recommendation

	2.1.1
	[bookmark: RANGE!B2]Irregular Security audits
	1
	Cybersecurity Audit carried out annually, although other factors can increase the frequency, such as the size or nature of the organisation [3]

	2.1.2
	[bookmark: RANGE!B4]Irregular Security updates
	1
	A regular patching regime to be implemented, so that all infrastructure and end user equipment are maintained.  

	 
	 
	2
	It is advised that an organised rollout is carried out, for example if upgrading the firmware on network infrastructure a test switch should be upgraded first with the latest stable firmware version and tested thoroughly to ensure that no issues are present. Once satisfied that the firmware does not contain any bugs, then the roll out can begin.  Generally, on a switch that only serves a small number of users, and then rolling out to other areas of the network.   

	 
	 
	3
	Microsoft Endpoint Manager to be utilised, which is a cloud-based service to maintain the software of Microsoft Servers and PCs [40].  Microsoft release their patches on patch Tuesday, which is the second Tuesday of every month.  It is recommended that Windows devices are patched via the organised roll out approach, if all being well, a mass roll out to be carried out on the last Tuesday of every month.

	 
	 
	4
	For non-Microsoft devices the Microsoft Intune suite of Endpoint Manager can be used to maintain devices such as Apple, Android and Linux which provides Mobile Device Management (MDM) and Mobile Application Management (MAM) features.

	2.1.3
	Single points of failure
	1
	Two firewalls are installed at each site in HA mode so that from an administrator’s perspective they will appear to be a single firewall, in the event of an outage the network connectivity will continue. 

	 
	 
	2
	Two internet connections to be supplied at each from different Internet Service Providers (ISP) preferably with internet connections to different Points of Presence (POP).

	 
	 
	3
	Diverse Routing to be implemented.

	 
	 
	4
	Replacement firewall to be sourced with TWO PSUs

	 
	 
	5
	Uninterruptible Power Supply (UPS) to be installed in each location. (Room UPS preferable)
Two Power Distributions Units (PDU) to be installed into each cabinet.   One PDU connected to Mains power the other to the UPS.

	
	
	        6
	Support Contract to be put in place for onsite replacement within 24 hours.

	2.1.4
	Inconsistencies and errors 
	1
	Standardisation of naming conventions

	 
	 
	2
	Standardisation of IP Addressing scheme to avoid clashes and to make routing tables more concise, and simplify Firewall rules

	 
	 
	3
	Standardise firewall policy naming conventions

	 
	 
	4
	Change control to be implemented, Change Advisory Board (CAB) so that any changes to firewall policy can be reviewed and agreed before making major changes.  If any issues should arise, then a roll back procedure is to be documented within the CAB request

	 
	 
	5
	Regular contact / meetings between the IT staff at each site so that all IT staff are aware of any work currently taking place, and future upcoming projects. 

	2.1.5
	Licensing structure
	1
	Plan to implement a single cybersecurity system across all sites, so that licensing structure can be standardised

	 
	 
	2
	Removal of unnecessary licensing

	 
	 
	3
	Licensing to be periodically reviewed by senior members of the IT Department

	2.1.6
	User roles and permissions 
	1
	The replacement network security system (Check Point or Palo Alto) be integrated with Active Directory (AD) so that roles and permissions can be centrally managed. 

	 
	 
	2
	Administrators will have both an Admin and User account, only utilising the admin account when carrying out administrative tasks

	 
	 
	3
	As a failsafe, a non-AD break glass super user account will be configured locally on the security system, which will be heavily monitored.  This account would only be utilised if there was a severe issue with AD

	
	
	4
	Microsoft Privilege Identity Management (PIM) to be configured, to temporarily provide administrators the necessary permissions to carry out administrative tasks on Microsoft services for a set period of time and provides an auditable trail  [112].

	
	
	5
	Multi Factor Authentications (MFA) to be implemented to ensure that the user attempting to authenticate is genuine.  This will be done via the Microsoft MFA Application on the users’ corporate mobile phone. 

	2.1.7
	Overlapping and conflicting policies 
	1
	Review of current policies to be carried out

	 
	 
	2
	Standardisation of Policies across all sites

	 
	 
	3
	Change Control (CC) to be implemented so that any large changes are approved prior to be carried out.

	2.1.8
	Lack of control over application usage 
	1
	Application Control to be implemented 

	 
	 
	2
	Block list to be applied, this will restrict users from utilising specified applications.

	2.1.9
	Intrusion Prevention System (IPS) rules are outdated
	1
	IPS rules to be reviewed 

	 
	 
	2
	IPS rules to be periodically inspected and updated according to emerging threats highlighted via threat identity feeds, from manufactures, and leading cybersecurity organisations.

	2.1.10
	Challenges posed by internet of Things (IoT) devices
	 
	As a result, to mitigate these risks it is proposed that IoT devices are put on their own “Untrusted” network and heavily restrict their access to other devices on the network [1] [2]












[bookmark: _Toc166922700]Appendix 3: Proposed Security solutions to issues raised by Analysis of TGE infrastructure

[bookmark: _Toc166922701]A3.1 CheckPoint Solution to issues raised by Analysis of TGE infrastructure

A3.1. Security Audits
CP have an installation history feature which records all changes made on the system. This can be viewed as an audit log or via the “CloudGuard” system. This is useful for security audits, fault finding, and change control allowing configuration rollback [16] [34].   
CP has Security Best Practices Compliance functionality that can monitor the security infrastructure ensuring it complies with best practices and legal compliance [35].  See Fig.17.
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[bookmark: _Toc166922729]Figure 17: CP practice compliance monitoring [35]
A3.1.2 Security Updates
CP provides an upgrade service with the Gaia OS called the CheckPoint Upgrade Service Engine (CPUSE), that can apply both minor fixes and major version upgrades.  Tests are carried out automatically prior to the firmware upgrade to avoid issues.  If the upgrade fails, there is an auto roll-back feature to maintain service [16].
Firmware can be upgraded from the SMS package repository or the CP cloud. Using the SC, it is  possible to schedule the upgrade from the SMS repository [36] [37] [38].
The CP GW can receive scheduled security updates automatically.  Updates can also be carried out on the Anit-Virus, Anti-Bot, Threat Emulation and IPS blades [39].  
To maintain security updates for edge devices, it is recommended that Microsoft Endpoint Manager for Windows devices and Intune for non-Windows devices are used [40] [41].  
A3.1.3 SPOF
SPOFs have been removed by selecting devices with multiple Power Supply Units (PSUs). The sourced SMS has Hard Disk Drives (HDDs) that can support Redundant Array of Inexpensive Disks (RAID).  RAID 1 (Mirror RAID) to be utilised in this occasion [5].  
Both the SG and SMS will be placed in a High Availability (HA) ClusterXL configuration.  There will be a Primary and Secondary SMS configured at each site, see Fig.18.  
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[bookmark: _Toc166922730]Figure 18: Configuring SG, illustrates the option of ClusterXL and Defining the SMS as Primary/Secondary [16]
The SGs placed in Active-Active mode so both network connections can be utilised simultaneously.  A standby SMS to be installed in-case the primary SMS fails. Backup power should also be installed as outlined in Appendix 2.
This is known as redundancy, allowing another path for network traffic to flow and overprovision of hardware [42] [43] [44].
Two Domain Controllers (DC) will be installed at each site in a Primary / Secondary topology. 
A3.1.4 Inconsistencies and Errors
A full standardised IP Address schema has been designed to avoid clashes, see Appendix 5. A standardised naming convention for devices and policies will be adopted across all sites to avoid inconsistencies.
Any rules/policies that apply to more than one site, should be global policies to maintain standardisation. 
During the policy installation process, the CP system will run heuristic verification, to ensure that the rules are consistent, and no outdated rules are installed [16].
Annual security audits should be carried out to identify any potential errors. Change Control (CC) process should be adopted, that includes a roll back plan.  
Finally, the CP “smartoptimize” system will be beneficial to maintain configurations and log analysis can be used to identify inconsistent or misconfiguration [45] [46] [47] [48]. 

A3.1.5 Licensing Structure
The CP license structure is modular in approach allowing the administrator to request only the licences required see below.
Some licenses do not expire and are known as perpetual licenses whilst others have an expiry date [16] [49].  A central license can be installed on the SMS to cover all SGs and needs to be budgeted for.  
It is recommended that TGE purchase the “SandBlast” Prevent zero-day threats Software bundle along with the following options to provide full cybersecurity protection see Table 15 [17] [32] [50]. 
[bookmark: _Toc166922753]Table 15: Licensing for the SG6900L [32]
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A3.1.6 User Roles and Permissions
The preferred solution is to integrate CP with Active Directory (AD), which CP term as User Directory, providing a central point for all authentications [16] [51].  
The principle of least privilege should be applied. Security User Groups will be configured so that permissions can be applied as appropriate using Role Based Access Control (RBAC).  Regular audits will be carried out to ensure that users do not accrue permissions from previous roles that they no longer require [5] [52] [53].
Local Super Admin accounts will be created on the CP devices, so administrators have a “break glass” account if an issue were to arise with AD.  This will be heavily monitored [54].  
The IEEE 802.1X protocol can be enabled to authenticate both the user and device [55]. 
It is also possible to utilise Application Control (AC) to allow or deny access to applications and resources based on user ID or device [56] [57]. 
A3.1.7 Overlapping and conflicting policies
Some items covered in section A3.1.4 will also apply here.
Policies are managed within the SC, which has an in-built revision control mechanism which allows the administrator to compare revisions and roll back if required.   
Policies should be configured in layers (sets of rules) making it easier to manage.  It is possible to re-use layers in multiple policies to organise firewalls avoiding conflicting policies.  Ordered Layers are sequential, so if there are two layers, Layer one (Network) and Layer two (Applications) then the traffic would need to pass through the Network layer first then onto the Application layer [16]. See Fig.19.
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[bookmark: _Toc166922731]Figure 19: Policy layering [16]

A3.1.8 Application Control (AC)
AC can be implemented to permit or deny access to applications or resources based on the user’s user account or group, The application can be recognised using CPs App Wiki.  A User can also be denied access to a URL (Universal Resource Locator) that has been listed as malicious via URL Filtering (URLF).   URLs can be categorised with headings such as “gambling” or “spyware”.  It can employ the UserCheck feature to inform users on malicious websites  [16] [57] [58] [59] [60] [61]. 

A3.1.9 IPS Rules
CPs IPS service offer a weekly or monthly subscription service providing updates as well as configuration advisories against the latest attack vectors [62].  This is to ensure that IPS rules are continually up to date and provide protection against emerging threats.  It is also possible to import threat intelligence feeds directly into the SG so that emerging threats can be countered [63] .
A3.1.10 IoT Devices
CP provide an IoT protection blade, that is a subscription service, that will automatically identify IoT devices and protect them from unauthorised access by using the zero trust principle [16] [64] [65] [66] [67].   


[bookmark: _Toc166922702]A3.2 Palo Alto Solution to issues raised by Analysis of TGE infrastructure

A3.2.1 Security Audits
The Panorama Management software maintains an audit trail of administrator’s activities on both the Command Line Interface (CLI) and the web Graphical User Interface (GUI) which can be provided to auditors [74]. 
A3.2.2 Security Updates
PA offer dynamic updates. The NGFW can retrieve these automatically depending on the subscriptions purchased. Alternatively, the administrator can view the latest updates and schedule these at a convenient time [75].
A3.2.3 SPOF
The SPOF solution will be as outlined in section A3.1.3.  The only drawback is that the PA-3410 Solid State Drive (SSD) cannot be placed in a RAID configuration [68].
A3.2.4 Inconsistencies and Errors
Standardisation, CC, and annual audits will be advised as in section A3.1.4. 
A3.2.5 Licensing Structure
PAs licenses are modular, so only required features are enabled. Most licenses allow for dynamic content updates, so if a new feature is enabled on a firewall it can update that feature only and not the whole OS or configuration [76] [77] [78].
A3.2.6 User Roles and Permissions
The PA system can integrate with AD to identify users and then map users to groups so correct permissions can be applied for that user.  Role Based Access Control (RBAC) can be configured so users are granted the correct level of permissions [79] [80] [81] [82]. 
A3.2.7 Overlapping and conflicting policies
It is possible to perform configuration audits so any inconsistencies can be highlighted.  Two different configurations can be compared side by side to ensure that inconsistent policies can be removed, this would be a manual process [83].  
A3.2.8 Application Control
PA’s Application Command Centre (ACC) can block applications not only on the port number, but also on the application itself by using the AP-ID process [84].  See Fig.20.
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[bookmark: _Toc166922732]Figure 20: Palo Alto ACC [84]
ACC also provides further details to the administrator on the application itself, and provide a category/risk value, see Fig.21:
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[bookmark: _Toc166922733]Figure 21: ACC providing additional details on applications [84]

A3.2.9 IPS Rules
PA does not provide a similar service as CP whereby ISP updates are provided to their customers or the IPS configuration advisory service.  During research it appears that PA host a “LIVEcommunity” forum that administrators would post their queries to receive advice [85].  
Palo Alto provide threat Intelligence in the form of PA’s Coretex which can integrate with Threat Prevention technologies such as IPS. Coretex also incorporates Extended Detection and Recovery (XDR) as well as Security Orchestration Automation and Response (SOAR) [86].  

A3.2.10 IoT Devices
According to PA 57% of IoT devices ship directly to the customer with existing vulnerabilities. [87] [88] PA’s solution is to offer a Zero Trust approach in relation to IoT, so that the devices are restricted to only access what they need to function. 


[bookmark: _Toc166922703]Appendix 4: Check Point and Palo Alto Scoring Matrix.

Both potential systems have been researched in section 3 of this report has been put forward to the CTO and senior management team (SMT) for them do decide on the preferred security solution.  To assist the managers to make an informed decision the scoring matrix in Table 16 has been put forward to illustrate the strength and potential weaknesses of each solution. 
The CP offering is preferred as the Content Disarm and Reconstruction (CDR) system can intercept and remove malicious content from emails before they are received by the end user and therefore proactive [113]. PA’s equivalent system Coretex XDR will scan on destroy malicious files, but this is retrospective meaning that the file was already downloaded.
[bookmark: _Toc166922754]Table 16: CP and PA Scoring Matrix
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[bookmark: _Toc153020457]

[bookmark: _Toc166922704]Appendix 5: New Proposed IP Addressing Schema for TGE
Table 17 shows the overall schema which comprises of all three private IP address ranges:  
[bookmark: _Toc166922755]Table 17: Overview of New IP Address Schema
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1. Standardised IP Address Schema across all sites, so that IP Address clashes can be avoided. 
2. Routing tables between sites can be kept to a minimum size
3. Firewall rules can be simplified between sites.
4. Devices are easily identifiable from their IP Address range (Trusted, Untrusted Wired, Untrusted Wireless or Infrastructure).  This will be beneficial if administrators need to go through the firewall / router / switch logs, for fault finding or for identifying cybersecurity issues. 
5. Each type of device is then placed onto a separate VLAN and IP Address range so that network traffic can be monitored and restricted as required. (The IP Address and VLAN have matching numbers to make it easier to identify.
6. Placing devices within set VLANs / Subnets it will be beneficial in the event of a cybersecurity issue.  It will be more difficult for malware to traverse the network.  Lateral movement would be more difficult for an attacker. It will be quicker to identify a machine that has become infected from its IP Address (i,e, 10.1.1.99 would be an example of an IP Address of a workstation PC at the Boston office.
7.  A specific VLAN & IP Address subnet has been allocated for Administrators to use if required that will provide them with Super User network access.  This network is not designed for everyday use, only for fault finding or carrying out administration tasks.  It is advised that Administrators use the general Workstation IP Address Range for everyday work. 	

Tables 18 and 19 set out the IP Address Schema for each of TGE’s sites.
[bookmark: _Toc166922756]Table 18: Proposed IP Address Schema for Boston and Swansea
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[bookmark: _Toc166922757]Table 19: Proposed IP Address Schema for Mumbai and Brisbane
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Table 20 provides additional detail of the IP Address Schema, and how it can be used by Administrators to quickly identify the location and the type of device.  
This information is crucial when detecting a potential cybersecurity attack, for example if a PC were to be compromised then the PC could be tracked down much quicker by its IP Address.  
Also, rogue devices can also be identified from their IP Address, for example if a rogue device were to be placed on the Server network the addressing schema can be used to track down its location.
[bookmark: _Toc166922758]Table 20: Explanation of IP Addressing in relation to site location
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[bookmark: _Toc166922705]Appendix 6: Proposed Network Rollout plan

There are several options available to installing a brand-new network alongside an existing one.  The main challenge is to maintain connectivity for end users thought the upgrade process.  This can be achieved in several ways. 

Big Bang: This is a switch over to the new system at the same time.  This is quite risky and could have a high-end user impact, see Fig.22.
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[bookmark: _Toc166922734]Figure 22: Firewall Migration - Big Bang approach

Firewalls placed in series: The new firewall is placed in series with the existing firewall with minimal policies to begin with, just enough to keep it secure and allow traffic to the end users.  Gradually over time, the policies are transferred over to the new firewall until the old firewall is simply passing traffic, at this stage the old firewall can be removed and retired, see Fig.23. 
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[bookmark: _Toc166922735]Figure 23: Firewall Migration - Firewalls in series

New network built in parallel:
As there is a second ISP connection for each site, then the most suitable method would be to build a secondary network in parallel connected to the secondary ISP.
New Cisco switching has been installed within the last two years and is still serviceable, the best approach to adopt to roll out the new system would be to:
1. Configure the new VLANs onto these switches

2. Configure the switches for 802.1x port authentication

3. Switchports will are already manually configured with the existing VLAN, therefore interruption will be minimised.

4. Once tested, the roll out process will consist of reconfiguring the port so that Untrusted VLAN 601 will be the default and 802.1x authentication is enabled.

The rationale is that if the user is unknown to the organisation, they will be placed automatically on the untrusted wired network.  If they are trusted, then they will be accepted via the 802.1x authentication system and placed on the correct VLAN i.e. VLAN 101 for workstations, see Fig.24. 
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[bookmark: _Toc166922736]Figure 24: Firewall Migration - Firewalls in parallel (Preferred Option)










[bookmark: _Toc166922706]Appendix 7: Industry Standards Benchmarking
[bookmark: _Toc166922707]A7.1 NCSC Cybersecurity design principles
As can be seen in Table 10 of section 4.5, the NCSC Cybersecurity design principles are used to assist cybersecurity professionals on how best to design and implement cybersecurity systems.  During research it was found that the NCSC principles are utilised by both Government departments and enterprise within the UK, demonstrating this is a valid benchmark.  
One of the key benchmark principles from NCSC is to use trusted vendors when designing a cybersecurity system.  CheckPoint systems meet the stringent International Cybersecurity standards for both Government and Enterprise achieving industry recognised certification for their systems [114].  
Which include: 
· ISO 27001 
· SOC2 
· NCSC’s Cyber Essentials (CE) Plus

This ensures that CP systems have met the very high standards under rigorous testing and are deemed to be  [115].  
[bookmark: _Toc166922708]A7.2 Secure by Design principle for designing a cybersecurity system

The Secure by design principle has been adopted by several governments across the globe, including the UK’s MoD and the US’ Cybersecurity Infrastructure Security Agency (CISA).  It is a set of ten principles that are outlined in Table 21 [103] [116]:
[bookmark: _Toc166922759]Table 21: Secure by design principles
	#
	Principle/Benchmark
	Description
	Recommendations to meet/exceed benchmark

	1
	Risk Ownership
	Assigning an owner to a risk, so they are responsible to managing that risk.
	IT administrators at TGE will be assigned risks they are responsible for managing.

	2
	Source equipment from trustworthy vendors
	Ensure that vendors are trustworthy and have the relevant accreditations (i.e. ISO27001)
	CheckPoint has met the required accreditation.

	3
	Risk-Driven approach
	Risk /Assessment/Management.  Survey the risk appetite of the organisation.
	Once the recommendations have been followed are in place, it is recommended that DSL conduct a risk assessment for TGE to identify any residual weaknesses and provide recommendations.  This risk assessment should be reviewed regularly. 

	4
	Usable Security controls
	Ensure that user interaction is carried out, to ensure that security controls a practical and do not hinder daily tasks.  This is to avoid users ignoring security controls or finding a work around.
	Once the recommendations are in place, it is advised that feedback is sought from TGEs staff on any usability issues so that adjustments can be made if required. 

	5
	Detect and respond to vulnerabilities and incidents.
	Logging, monitoring, and alerts should be incorporated into the design so that any vulnerabilities/incidents are detected early.
	*The CheckPoint system provides logging and monitoring, via the Security Gateways and SMS. 
* It is recommended that additional monitoring is put in place in the form of XDE, SIEM and SOAR.

	6
	Flexibility
	* Ensure that new security protocols can be implemented as they are introduced.  *Legacy components can be secured.
*Changes are made securely.
	*The proposed system is designed to be flexible and allows for future expansion and new protocols to be used. 
* Legacy components will be placed on the appropriate VLAN, and access restricted via policy.
* Change control process to be implemented, with roll back procedure in case of any issues.

	7
	Reduce Attack Surface
	Configuration hardening, any unnecessary services/systems are disabled if not required to reduce potential vulnerabilities.
	*This relates to the CIS configuration hardening process.
* Any services/systems that are no longer required are disabled. Any services that are EoL and no longer receive updates should be replaced.

	8
	Defence in Depth
	Create a layered approach to cybersecurity, so that if one system is compromised, then another system is in place to protect against attack / exploitation of a vulnerability.
	*The proposed system is designed with defence in depth as its core principle so that if one element fails to stop an attack then additional systems will step in.
* For example, URL Filtering will stop a user from visiting a malicious website stopping them from downloading a malicious file.  
*If the attacker attempts to email them the file then CDR will remove the executable malicious file.
* If the user were then able to download the file somehow, and attempt to install it on their computer then Application Control can be used to block this.
* If they were able to install the malware, then IPS, Anti-Virus, Anti-Bot will be able to detect the malicious traffic and put countermeasures in place.

	9
	Continuous Assurances
	Testing cybersecurity systems is carried out regularly.  Systems are regularly maintained and updated to reflect changes in the threat landscape.
	*Incident Response and Disaster Recovery exercises to take place every 6 months.
* Penetration Testing to be conducted annually to detect vulnerabilities.
* Systems to be maintained ensuring that firmware is kept up to date and firewall policies/rules are updated regularly.

	10
	Change Control
	Ensure that changes are made securely, and that rollback procedures are in place.
	* Change Advisory Board (CAB) to be setup, so that Change Control requests can be reviewed by senior technical managers.  
*If approved work can be implemented at a suitable time/date, ensuring roll back procedure in case of any issues. 






[bookmark: _Toc166922709]A7.3 Cybersecurity Framework (CSF)

The CSF 2.0 is a framework that provides guidance to organizations to identify weaknesses and threats so that these can be addressed, see Fig.25.  It is a framework designed to assist organisations to manage their cybersecurity risks and provides functions that can be used to identify and manage risks, countermeasures, forms of monitoring, how the organisation will respond to an incident and finally how it will recover [101] [117] [118].  
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[bookmark: _Toc166922737]Figure 25: CSF Functions 

See Table 22 that gives more information and how it relates to TGE [117] [118].



[bookmark: _Toc166922760]Table 22: NIST Cybersecurity Framework (CSF)
	#
	CSF Function
	Description
	Recommendations to meet/exceed benchmark

	1
	Govern
	Risk Management strategy, including vendor supply chain
	DSL recommended that Risk management strategy is put in place and that devices are sourced from reputable vendors.

	2
	Identify
	ID Assets, and conduct Risk Assessments 
	A full inventory of devices should be carried out, with asset tagging. Regular risk assessments should be conducted.

	3
	Protect
	*Access Control, Authentication
*Data and Device security
*Cybersecurity Training
* Resilience
	* Access Control implemented by CP, and Authentication via AD.
* DLP to be implemented to secure data, IEEE 802.1X to be implemented to secure devices.
* Regular cybersecurity training and exercises to take place as advised.
* Devices to be put into HA as advised in this report.

	4
	Detect
	Monitoring and Event Analysis.
	* Monitoring of logs will be carried out via the CP system using the SC and IPS.
* It is advised that XDR, XIEM and SOAR are configured in the future.

	5
	Respond
	Incident Management, Response.
	*Incident Response plan is advised
* IR & DR exercises to be carried out every 6 months

	6
	Recover
	Disaster Recovery Plans, 
	Disaster Recovery and Business Continuity plans are advised.




[bookmark: _Toc166922710]A7.4 Centre for Internet Security (CIS) Benchmark example

The CIS publish best practices for configuring IT devices, in co-operation with cybersecurity analysts and professionals [119].
CIS is an industry recognised body that holds over 140 separate benchmarks from over 25 different vendors.  These are used by cybersecurity experts to ensure that devices are configured correctly to protect against vulnerabilities [119] [120] [121] [122]. 
See Table 23 below which is an extract of the CIS guidance notes on configuration benchmarking specifically for CP [123] [119]..
[bookmark: _Toc166922761]Table 23: Centre for Internet Security Benchmark for Check Point [123]
	Benchmark Recommendations
	Examples
	Notes

	Firewall Secure Settings
	Enable FW Stealth rule
	Protects the gateway from unauthorised connections. 

	 
	Configure Default deny (Cleanup Rule)
	Any packet that doesn't match a rule, is dropped automatically.

	 
	Enable hit count for rules
	Can highlight any rules that are unused and can be removed.

	 
	NO Allow rule with ANY in the destination or source
	Specifying Source and Destination provides greater control

	 
	Enable logging for all firewall rules
	Assists with Fault finding or forensic investigations

	 
	Enable anti-spoofing
	Attempts to stop hackers from using IP Address spoofing to gain access 

	 
	Enable disk space alert 
	To ensure that issues are avoided due to low diskspace.  

	
	Disable Accept Domain Name Zone transfers and Queries
	To avoid DNS Poisoning

	 
	Disable ICMP
	To Avoid Denial of Service (DoS) Attacks

	 
	Enable logging for track options
	Logs specific events: Including VPN events, IP Drop events, Suspicious Activity

	 
	 
	 

	Password Policy
	 
	These recommendations are designed to make guessing / cracking the password more difficult.

	 
	Minimum password length
	 

	 
	Password Complexity
	 

	 
	Password History
	 

	 
	Password expiration date
	 

	 
	Update password
	 

	 
	 
	 

	Device Configurations
	
	Best practices can be configured.

	 
	Configure Login Banners
	Used to give a potential attacker warning that they are about to break the law before they attempt to login.

	 
	Configure Message of the Day
	Can be used to display a message after login. 

	 
	Ensure unused Interfaces are disabled
	Stop opportunist attacker from connecting to a network

	 
	Disable IPv6  if not in use
	Disable unused services to harden config

	 
	Set Hostname
	Assist in log analysis

	 
	Disable unsecure protocols
	Avoids security risk

	 
	 
	 

	SNMP
	Disable SNMP if not in use
	Reduces Attack surface

	 
	Enable SNMP v3
	Most secure form of SNMP

	NTP
	Configure NTP is set with Primary and Secondary servers
	Accurate timestamps are crucial for log analysis

	 
	 
	 

	Backup
	Configure Scheduled backups
	Crucial for service restoration in the event of an issue

	 
	 
	 

	Authentication 
	Configure CLI & Web GUI Time out
	Stops an opportunist attacker from accessing the system

	 
	Configure RADIUS or TACACS+ Service
	Provides AAA Authentication, Authorisation and Accounting feature

	 
	 
	 

	Logging
	Enable logging
	Assist with fault finding or Incident Response





[bookmark: _Toc166922711]Appendix 8: Internet of Things (IoT) UK Legislation

The UK Government’s Product Security and Telecommunications Infrastructure (PTSI) regime came into effect on the 29th of April 2024.  The PTSI law was enacted in recognition of the lack of cybersecurity provision by manufacturers for their Internet of Things (IoT), smart devices.
The legislation requires manufacturers ensure that [26] [27] [124]:
Password: Passwords are unique for each device.  So that default passwords such as “Password123” are no longer used.
Vulnerability reporting: Manufacturers are required to provide details on how any cybersecurity issues can be reported by the customer to the manufacturer.  It also lays out requirement that the customer will receive status updates until the resolution of the reported cybersecurity issue.
Firmware Update Availability: Finally, the PTSI legislation requires the manufacturer inform their customer of the minimum period that firmware updates will be available along with an end date.  Similar to the EoL date used with industrial grade devices such as switching.












[bookmark: _Toc166922712]Appendix 9: Additional information on Data Security and Threat Prevention.

Data Security can provide Data Loss Prevention (DLP) whereby data movement is tracked and any files containing sensitive details can be quarantined [125].  IPS system can detect and prevent attempted exploitation of weaknesses.
Threat Prevention techniques like threat extraction, Content Disarm and Reconstruction (CDR) protects against inbound malicious content by removing any executable content, such as macros or embedded objects within a document, making the document safe for users [126]. 
Endpoint Harmony systems that can detect malicious emails or attachments by leveraging Artificial Intelligence (AI) in the ThreatCloud and take appropriate action to maintain the safety of the user and network infrastructure. 
Stateful inspection, originally patented by CP, allows for deep packet inspection, from L3 to L7 of the OSI model.  This monitors active connections and places the information into a state table.  This provides a lot more detail to the firewall which is better placed to permit/deny access [16]. The INSPECT engine is used which, sits between the Network Card and the GAIA OS, to intercept and analyse traffic enabling state information to be extracted from packets, see Fig.26  [127].
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[bookmark: _Toc166922738]Figure 26: CPs INSPECT Engine [127]
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1, 10, 25, 40, 100 Gbps supported speeds
[2 X 480GB SSD RAID 1 for further high resiliance
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|Check Point [6000-L _|Security Management Server |1|Two PSUs for high resilience

[Centrally manages all sGs

[Must be able to manage over 4G, the 6000-L can manage over 75

[Supports Multi Domain (This is required to support multiple sites)

[The Local domain is stored on the SMS, while the remote domains are stored on each SMS as a backup.
5[6000-L can be placed in HA with another 6000-L._Proposed that two SMS servers are installed at each site in HA
[HDDs can be placed in RAID for High Availability

o

=

e
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[Sectionfissue raised byanalysis ProposedCPSolations
- Installation history. recording changes made on system.

[3.0.4.1 |Securiy Audit - SecurityBest Practices Compliance.

161341351

~ GheckPoint Upgrade Service Engine (GPUSE).

- Firmuare updatesvia the SMS pacage repository.

- Gateways o receive scheduled updates automatically.

- Windows devices to be updatesvia Micrasaft Endpoint Manager.

= Non-Windows devicesto be updated via Microsoft ntune.

[16136K37138 139 40141)

- Both SG.and SMS will be placed n High Availabilty (HA) ClusterXL configuration

- 56 tobe placedin Active-Active mode, o that fne G fails, the secondary willcontinue to function.

-SMS to be placed n Primary/Secondary topology.

[3:0.4:3 |Single Point o Failure (SPOF) |+ Both SMS and SG have multiple Hard Dk Drives (HDD), these willbe lacedin a Redundant Aray of nexpensive Disks (RAID)

| Confguration. tis advised that RAID 0 (Mirrored RAID s used onthis occasion.

- Tuwo Domain Controlers (DC)s o be nstalled at achsie placed in rimary/Secondary topology.

lsiep4213144)

-+ Standardised P Address Schema has been developed or TGE

- tandardised naming comvention fr devices and poicies

- Global pliciestobe implemented acrossalites.

- Ghane Control process tobe implemented

[3.0.44 |inconsistencies and Erors - Annual Security Audit to be carried out

- CP systemill run euristc verifcation o ensure firewall ules are consistent and upto date.

- GP'ssmartoptimize systemill b utlsed to maintain configurations.

- Loganalysis o be carred aut toIdentiy inconsistencies or misconfgurations.

lspasie147I4E]

~CPslicensing stucture s modular.

- itis recommended that TGE purchase the “SandBlast" software bundle a5t provides th highest evel of protection.

- Automatic Licensingto be enabled sothat lcensing and verification can be carried outwithout System Administratorntervention.

l16117352149350]

~ Active Directory (AD) to b used o provids Authentication.

- CPterm tis as User Directory

- Rote Based Access Control(RBAC) will b applied to grant th correct evel of permissions.

s advised tht permissions are reviewed periodically aspart o the Cybersecurity Audt.

“Principl of Least prvilge should be applied. So that usersare only granted the permissions necessary to cary ou their fole.

[sX16513525305455 156157

- CPS SC has an -l evision control mechanism that allows aGministrators to compare revsions and rllback Frequired.

- Policiescan be configured n Layers, making them easier to manage.

13:0.4.7 |Overlapping and Conflcting Policie] - olicy Layers e seauential, o that a user would need tobe granted access at cach Layer. For xample the user would need tobe.

lsranted accessto aNetwork Loyer an then an Application layer bfore being granted access toaparticular system.

261

~ Application Conrol (AC) can be implemented to permit ery access applications based on user | User 610UP.

-+ AC can aiso deny accessto specific URL usingthe URL Fiter (URLF)

3.0 |Appiication Control -« The URLF blade inspects each URL sotha t can be matchedwith a s of categories such as gambling r spyware. ThisURL st s

storedinthe CP Cloud.

1657056 40360061

~ GP ofer a service whereby IPS rules can be updated automatically and also provides confguration aGvisaries.

[3.049 |iPsutes -« Threat nteligence feeds can aiso be used to ensure the emerging threats can be countered.

ls263]

 CP ofer 3107 bade, thiswil automatically ety ToT Gevices and pevents Unautorised 3CoEss USing 3 2270 tust pincipe.

6764365165167

[3:1.42 [security updates

13:0.45 |LicensingStructure:

13:0.4 |User Roles and Permissions

[3.0.410{ 10T devices
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Make

[Model

Device

[#]

Features of device

Palo Alto

pA-3410

Firewall

[Two PSUs for high resilience

Can be placed in High Availability (HA) with another 6300. So that both appear s a single firewall.
Placed in Active-Active mode 5o that both can be utilised at the same time.

Supports Virtual Router Redundancy Protocol (VRRP) - Increases availability and reliability

Supports Virtual Routing and Forwarding (VRF)

Supports SD-WAN. Itis possible to connect to more than one Internet Service Provider simultaneously

Out of Band (O0B) Management - Another method of accessing the FW remotely in the case of a network issue|

12.5,5,10,25 Gbps

[NO ABILITY TO RAID SDD
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Palo Alto PA-3410/ 3420

Interfaces 5. HAT-A und HAT-B Ports 10. LED-Statusanzeige

1. Ethernet-Ports 6. Management-Port 11. Systemlaufwerk

2. SFP-Ports 7. Konsolen-Port 12. Fach fir Abluftventilator
3. SFP28 Ports 8. USB-Port _ 13. Erdungsbolzen

4. HSCI-Port 9. Micro USB Konsolen-Port 14. Stromversorgungen
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Palo Alto_|M600__|Management Appliance 1[Two PSUs for high resilience
2|Centrally manages all FWs.

3[Must be able to manage over 456, the 600-M can manage over 5,000
4[supports Multi Domain (This s required to support multiple sites)
5|
5|

[600-M can be placed in HA with another 600-M. Proposed that two 600-M servers are installed at each site in HA
HDDs can be placed in RAID for High Availability
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3.2.3.1

PA's Panorama Management software maintains aut

ies. [74]

3:2.3.2 [Security Updates PA provide dynamic updates, the NGFW can retrieve these automatically and can be scheduled. [75]
y R - [SPOF solution outlined in Section3.1.4.3.

3:23:3 |Single Point of Failure (SPOF) |One drawback of the PA-3410 - Its Solid State Drive Disk Solid State Drive (SSD) cannot be placed in RAID configuration [68]

- Inconsistencies and Error solution outlined in Section 3.14.3. - Standardisation (IP Address ranges, Naming Conventions and
3.2.34 [Inconsistencies and Errors
3.2.35 |Licensing Structure
[3:2.36 [User Roles and Permissions User Rolled and Permissions solution outlined in Section 3.1.4.6.PA can integrate with AD. RBAC to be implemented.

PA allow administrators to perform configuration audits so that any incons s can be hignlighted. Acomparison can be

3237 Imade between two different configurations side by side so that inconsistent policies can be removed.

* The drawback of this is that

s a manual process. [63]

5238 |Application Control PA's Application Command Centre (ACC) can be used to categorise the application for example "file-sharing’, and it can give that
application a risk value. The ACC can then block or allow applications via the port number or via an Identifying number. [4]
* One drawback of the PA system is that it does NOT provide a comparable service to CP, whereby IPS updates and advisories

ided to the customer.

3.23.9 |IPS rules strator would need to visit PA's LIVEcommunity forum to receive advice.
*PA do offer a Threat Intelligence feed in the form of Coretex which is integrated with Threat Prevention technologies such as IPS.
[851186]
*PAoffer a Zero Trust approach to IoT devices so that they are restricted to only access the ser

3.2.3.10{ T devices * According to PA - 57% of IoT devices ship to the customer with existing vulnerabil

approach. [67](88]
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Security Zone |Description
Trusted The trusted zone will be used for domain connected devices, such as workstations, corporate mobile devices and CCTV..
Untrusted | Untrusted zone will be reserved for devices such as loT and guest wireless devices.

DMZ Demilitarised zone (DMZ) will be used for services that need to be accessible externally such as webservers.

\mmutable | 1€ mmutable zone willbe reserved for local backups, this zone willstore read only copies of data so that n the event of

aransomware attack, the data cannot be changed.
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Local A local backup server will be configured at each sit, for day to day recovery tasks to reduce latency and bandwidth
issues.

Cloud The cloud will provide offsite backups so that in the event of a local network compromise, then critical data can be
restored.

\mmutable The immutable backups will store read only copies of critical data so that in the event of a ransomware attack, this
data cannot be changed. It should ensure that this data is available in the event of a ransomware attack.
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(create a
baseline

[Analysis of current cybersecurity
posture. To determine weaknesses
in the system and identify area that
require improvement

[This is covered by section 2 of this report

(compromise

Design the cybersecurity system, to
|safeguard data from compromise.

~MFA is advised to reduce the l1kelihood of User account compromise.
- Utilise vendors that are trustworthy. CheckPoint systems have governmental/enterprise.
|eypersecurity accreditation.

-Attachments are checked via COR, any malicious executable files will be removed
automatically.

- Anti-Virus / Anti-Bot / IS in order to safeguard against device compromise.

- Application Control, to ensure user's are protected from installing malicious software.

- URL Filtering, to safeguard users from visiting malicious websites.

- CIS Benchmark configurations will be used for all Systems to ensure system hardening,
|whereby insecure services are disabled in favour of secure ones and encryption is enabled
|wherever possible.

Disruption

Ensuring that systems are designed
[t be resilient to both failure and
attack.

- The countermeasures advised for SPOF apply here:

- Infrastructure devices placed in HA
- Multi-Domain topology, so that each site has some degree of autonomy and will not be
impacted by an other site becoming unavailable. Also each SMS databases will be backed
up to a1l sites.

- Diverse routing

- Diverse power supplies, UPS and Generator.

- Backup regimes to provide  method of accessing data in the event of an issue.

- The immutable backups will store read only copies of critical data 50 that in the event of
= ransomware attack, ths data cannot be changed. It should ensure that this data is
available in the event of a ransomware attack.

Detection

|systems to be put in place so that in
[the event of a compromise, these
|can be detected early so that they
lcan be resolved quickly.

- Cps Threat prevention technologies will be implemented to aid in detection, such as:
-Anti-Bot to detect Botnet infections and Command and Control (C2) traffic

-Anti-Virus will detect and block malware. *Threat Extraction (CDR) will detect and remove
executable, potentially malicious attachments.

* Threat Emulation, to detect and run software in a sandbox environment to test for
malware.

* 1PS can detect and prevent malicious activity, proactively protecting the network and user.
- Further detection is advised in future recommendations (phase 2), where additional
|detection and monitoring is aduised. These are namely:

- Extended Detection and Response (XDR) - This will detect malicious activity on the user's
PC o device.

- Security Information Event Management (SIEM) this is a process of collecting log
information from various sources through the organisation. Correlating them to alert
aaministrators to suspicious/malicious activity.

- Security Orchestration and Response (SOAR) This is closely linked to SIEM, and provides
automated response to any malicious activity.

Reduce impact
lof cyversecurity.
artack.

Network and cybersecurity system
|should be designed to that in the.
event of 2 oyberattack, the severity is

minimisea.

- Network segmentation has been designed to stop the propagation of  potential attack.
- Backup regimes to be put in place as advised
- IR/DR plans to be implemented and regular exercises to be taken.
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Extended Detection and Response (XDR)

[This is an updated versions of Endpoint Detection and Response (EDR) whereby data is
[collected and analysed from endpoints, such as PCs, and mobile devices for any signs of
|compromise. It centres around Endpoint Monitoring, Threat detection and Remediation.

IXDR takes this a step further, widening the scope beyond Endpoints, incorporating other
senvices at the organisation that provide authentication, cloud applications, email to name a
few.

[Security Information Event Management (SIEM)

Collects data from various sources across the organisation and alerts IT staff of any attacks

|security Orchestration and Response (SOAR)

[SOAR is able to run automated tasks, when a cybersecurity attack has been identified. Sumo

Logic runbooks are then used to determine what action should be taken.
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soc1 Financial Audit

Cybersecurity audit describing the security measures in place to maintain CIA and avoid

50C2: Type 1 |Disclosure, Alteration and Denial (DAD). Offers the auditor's opinion on their suitability.
As type 1 above, but auditor also provides the result of the effectiveness of the

50C2: Type 2 |measures. Neither SOC2 audits would be released external to the organisation.

s0c3 Cybersecurity audit, meant for publication available on request.
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Application Information

Name:  bittorrent

Description:  BitTorrent is a peer-to-peer file sharing (P2P) communications protocol. BitTorrent is a method of distributing large amounts of data
widely without the original distributor incurring the entire costs of hardware, hosting and bandwidth resources. Instead, when data is
distributed using the BitTorrent protocol, each recipient supplies pieces of the data to newer recipients, reducing the cost and burden
on any given individual source, providing redundancy against system problems, and reducing dependence on the original distributor.
The protocol is the brainchild of programmer Bram Cohen, who designed it in April 2001 and released a first implementation on 2
July 2001. It is now maintained by Cohen's company BitTorrent, Inc.Usage of the protocol accounts for significant traffic on the
Internet, but the precise amount has proven difficult to measure. There are numerous compatible BitTorrent clients, written in a
variety of programming languages, and running on a variety of computing platforms, include uTorrent, BitComet, Deluge, TurboBT,

and Transmission.
Category: general-internet
Standard Ports: tcp/dynamic, udp/dynamic Subcategory: file-sharing
Capable of File Transfer: yes Technology: peer-to-peer
Used by Malware: yes . Risk: [N \

Excessive Bandwidth Use: yes Widely Used: yes
Evasive: yes Has Known Vulnerabilities: yes
Tunnels Other Applications: no Prone to Misuse: yes

Depends on Applications:  unknown-tcp, web-browsing Session Timeout (seconds): 1200

Additional Information: Wikipedia Google Yahoo! TCP Timeout (seconds): 3600

UDP Timeout (seconds):
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[Solution [Check Point [Palo Alto [Notes q0[8est Possible Solution
Categories 9|
[The Quote provided by the supplier of the Palo Alto
Cost of Solution g 4Jsolution, was more expensive that the Check Point solution 8|
Both manufacturers, are in the Magic Quadrant of the
Reputable Manufacturer 7 5|Gartner graph, Palo Alto are currently, slightly ahead. 7
Central Management of NGFWs 10 10[PA's Panorama and CPs SMIS 9
Integration with MS 365 10 10 5[Neutral
[Application control 10 10 4|
[Threat Prevention 10 10 3|
sandboxing 10 10
Dynamic Updates 10 10
(CPs CDR is proactive. PA's Coretext XDR system is reactive,
Content Disarm and Reconstructi meaning the file woule already have been downloaded. Worst Possible solution
[Total 85| 73]
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[This is used for internal trusted devices. Servers, domain joined

10.0x.x [Trusted pCs, Wireless APs. [The second octet denotes the site
[This range is reserved for untrusted wired devices within the

172.16.x.x untrusted wired _|network (i.e IoT devices). [The third octet denotes the site
[This range is reserved for untrusted wireless devices within the

172.17.0x Untrusted Wireless |network. (i.e. Guest Wireless and BYOD devices). [The third octet denotes the site

172.30.x [ [Allows for services that need to be publicly accessible [The third octet denotes the site
[This range is reserved for Infrastructure devices, Firewalls,

192.168.x.x Infrastructure Routers, Switching. [The third octet denotes the site

[This range is reserved for OOB, in case of potential issues, this
192.168.1xx.x__ |OutofBounds _|gives an alternative method of accessing system. [The third octet denotes the site
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site 1P Address _|Subnet VLAN __|Description Notes
Boston |10.1.0.0/16
10.1.1.0/24 101|Work machines ClientNet
10.15.0/24 105 Wireless Machines (Trusted) WiFiNet
10.1.10.0/24 110[cCTV NVR Only, CCTV Cams hardwired to NVR
10.1.150/24 115|Door Access
10.1.20.0/24 120/Building Management System (BMS)
10.130.0/24 130|Wireless Access Points (WAPs)
10.150.0/24 150[Servers ServerNet
10.1.200.0/26 200|Technician's Network TechNet SuperUser Full Access
172.16.1.0/24 |172.16.1.0/24 601|Wired Untrusted Devices Inc loT
172.17.1.0/24 [172.17.1.0/24 701|Wireless Untrusted Devices Inc loT
172.30.1.0/24 |172.30.1.0/24 800[DMZ
192.168.1.0/24]192.168.1.0/24 901 Infrastructure (Firewalls, Routers & Switching)
192.168.101.0/24 | 3333Out of Bounds Network (OOB) Lights Out Management
192.168.201.0/24 | 6666|Immutable Backup Network Read Only Backups
site 1P Address _[Subnet VLAN | Description Notes
Swansea [10.2.0.0/16
10.2.1.0/24 101|Work machines ClientNet
10.2.5.0/24 105| Wireless Machines (Trusted) WiFiNet
102.10.0/24 110[cav NVR Only, CCTV Cams hardwired to NVR
102.150/24 115|Door Access
10.2.20.0/24 120/Building Management System (BMS)
10.2.30.0/24 130| Wireless Access Points (WAPs)
10.2.50.0/24 150[Servers ServerNet
10.2.200.0/26 200| Technician's Network TechNet SuperUser Full Access
172.16.2.0/24 |172.16.2.0/24 601|Wired Untrusted Devices Inc loT
172.17.2.0/24 |172.17.2.0/24 701|Wireless Untrusted Devices Inc loT
172.30.2.0/24 |172.30.1.0/24 800|DMZ
192.168.2.0/24]192.168.2.0/24 901 Infrastructure (Firewalls, Routers & Switching)
192.168.102.0/24 | 3333|Out of Bounds Network (OOB) Lights Out Management
192.168.202.0/24| __ 6666|Immutable Backup Network Read Only Backups
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Site 1P Address __|subnet VIAN _|Description Notes
Mumbai |10.3.0.0/16
103.1.0/24 101|Work machines ClientNet
1035.0/24 105 Wireless Machines (Trusted) WiFiNet
103.10.0/24 110[caV NVR Only, CCTV Cams hardwired to NVR
103.15.0/24 115|Door Access
103.20.0/24 120/Building Management System (BMS)
10.3.30.0/24 130|Wireless Access Points (WAPs)
10.3.50.0/24 150[Servers ServerNet
10.3.200.0/26 200|Technician's Network TechNet SuperUser Full Access
172.16.3.0/24 |172.163.0/24 601|Wired Untrusted Devices Inc loT
172.17.3.0/24 |172.17.3.0/24 701|Wireless Untrusted Devices Inc loT
172.303.0/24 |172.30.1.0/24 800[DMZ
192.168.3.0/24|192.168.3.0/24 901 Infrastructure (Firewalls, Routers & Switching)
192.168.103.0/24 | 3333|Out of Bounds Network (OOB) Lights Out Management
192.168.203.0/24 | 6666|Immutable Backup Network Read Only Backups
Site 1P Address __|Subnet VIAN _|Description Notes
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10.1.1.99

[ Workstation IP Address at the Boston office
Location denoted by 2nd octet

172.16.2.50

10T Device at the Swansea office
Location denoted by 3rd octet

172.17.3.0

[ Wireless BYOD at the Mumbai office
Location denoted by 3rd octet

[A switch stack at the Brisbane office
Location denoted by 3rd octet
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At an agreed time, usually out of hours, "\, 7
both internal and external network
connections would be migrated over to the N /

new Firewall (CP6900)

Example: Monday 2™ September 05:00 AM
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Firewalls in Series (If only one Public IP Addre ailable.)

Internal External

Network Network I I
Cisco Core: E»

switeh Existing Firewall
Check Point (i.e. Juniper SSG-550M)
Quantum 6500
kA

At an agreed time, usually out of hours,
1. The new firewall s put in series between the existing firewall and the core switch.

2. The new Firewall (CP6900) will have very basic policies on it to pass the majority of traffic.
Firewall rules will be put in place to ensure that the new FW is secure.

3, Over time the new firewall would take on more policies,
while at the same time policies being removed from the old firewall.

4. Eventually, with all policies removed the old firewall, it can be retired.
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Firewalls in parallel NOTE: This technique can be used with a Single ISP, providing
that a 21 Public IP Address can be acquired from the ISP.

Internal External

Network Network
Existing traffic will connect on the

OLD Firewall, utilising OLD VLANS
and Default Gateway.

Cisco Core.

Switch Existing Firewall

(i.e. Juniper $SG-550M) Utilising both ISPs for migration.

New VLANs configured on edge switching.

Check Point
Quantum 6300
PCs on new VLANs will pick up new P InHA
Address Schema and with New Default
Gateway.

This is the preferred method of migration.
1. It gives more control to the administrator on the rate of migration.
2. Minimal disruption to end users.

3. If there are any issues, then it is easily reverse the migration quickly,
for a single user or en masse.

PCs on new VLANS, and IP Address ranges
will forward their traffic to the new Check
Point 6900 Firewall.
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