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Abstract 
In April 2025, a coordinated cyber campaign targeted major UK retailers, including Marks & Spencer (M&S), the Co-operative Group (Co-op), and Harrods. The incidents demonstrated how modern threat actors increasingly rely on social engineering, identity compromise, third-party access abuse, and ransomware deployment rather than advanced software exploitation. M&S experienced prolonged operational disruption, including the suspension of online clothing orders, while Co-op later confirmed that customer data relating to approximately 6.5 million members had been stolen. The wider campaign has been publicly linked to DragonForce ransomware activity and tactics consistent with Scattered Spider-style identity attacks.
This report provides a strategic analysis of the campaign, using M&S as the main case study and Co-op as a supporting comparison. It maps adversary tactics, techniques, and procedures (TTPs) to the MITRE ATT&CK Enterprise framework, evaluates root causes across human, technical, and organisational domains, and assesses detection and response effectiveness. The analysis finds that the campaign succeeded primarily because of weaknesses in identity verification, insufficient network segmentation, limited monitoring of anomalous activity, and inadequate governance of trusted third-party access.
The report concludes with prioritised recommendations aligned with NIST, NCSC, and MITRE guidance. These include phishing-resistant MFA, stronger helpdesk verification, Zero Trust Network Access, improved behavioural monitoring, micro-segmentation, and regular adversary emulation exercises.
1. Introduction
The cyber incidents affecting Marks & Spencer (M&S) and the Co-operative Group (Co-op) in April 2025 highlight a significant shift in modern cyber threats. Rather than relying only on complex software vulnerabilities, attackers increasingly exploit people, identity systems, and trusted business relationships. This makes organisations vulnerable even when they have invested in conventional perimeter defences.
Retail organisations are particularly attractive targets because they process large volumes of personally identifiable information (PII), operate complex supply chains, and rely on time-sensitive logistics. A successful cyberattack against a retailer can therefore affect not only IT systems, but also online orders, customer service, stock availability, payments, supplier coordination, and public trust.
In this campaign, attackers reportedly exploited helpdesk processes through voice phishing, also known as vishing, to obtain or reset credentials and bypass multi-factor authentication (MFA). This aligns with known tactics associated with identity-focused threat groups such as Scattered Spider, which have been documented using social engineering, helpdesk impersonation, and valid account abuse to gain access to enterprise environments [4].
This report analyses the campaign as a coordinated operation, using M&S as the primary case study and Co-op as a supporting comparison. Harrods is also referenced briefly because its containment actions provide a useful contrast. The aim is not simply to describe the events, but to explain how the attack worked, why it succeeded, and what organisations can do to prevent similar incidents in future.
2. Literature Review
Social engineering remains one of the most effective attack methods because it targets human behaviour rather than technical vulnerabilities. Cialdini explains that attackers often exploit psychological principles such as authority, urgency, trust, and social proof to influence decision-making [5]. These principles are directly relevant to helpdesk-based attacks, where staff may feel pressure to assist a distressed or senior employee quickly.
Mitnick and Simon also argue that the human element is often the weakest link in cybersecurity, not because employees are careless, but because organisational processes often place them in situations where speed and service are valued over verification [6]. In a helpdesk context, this creates a predictable weakness. If an attacker can sound credible and provide enough personal or organisational information, weak verification processes may allow them to reset passwords, modify MFA settings, or gain access to accounts.
Modern social engineering is strengthened by open-source intelligence (OSINT). Heartfield and Loukas note that attackers increasingly use publicly available information to make attacks more convincing [7]. For example, names, roles, email formats, LinkedIn profiles, office locations, and supplier relationships can all be used to construct a believable impersonation attempt. This means traditional security awareness training is no longer sufficient on its own; organisations must design processes that do not depend solely on individual judgement.
Supply chain risk is also central to this incident. The SolarWinds compromise demonstrated how attackers can exploit trusted relationships to gain access to multiple organisations through a shared supplier or software provider [8]. NIST SP 800-161 emphasises that third-party risk cannot be managed through periodic audits alone. Instead, organisations need continuous monitoring, least-privilege access, and strong governance of supplier connections [9].
These academic and industry perspectives provide the foundation for analysing the 2025 UK retail cyber campaign. The incidents show how social engineering, trusted access, weak segmentation, and insufficient monitoring can combine to produce significant business impact.
3. Methodology
This report uses a qualitative case study approach. The MITRE ATT&CK Enterprise Matrix is used to map adversary behavior into recognized tactics, techniques, and procedures [10]. This provides a structured way to analyze the campaign from initial access through to impact.
The analysis uses three categories of evidence. Tier 1 sources include reputable media reporting and official guidance from organizations such as Reuters, BBC, NCSC, CISA, NIST, and MITRE. Tier 2 sources include cybersecurity industry analysis and threat intelligence reporting. Tier 3 sources include academic literature on social engineering, human factors, and supply chain risk.
A root cause analysis was conducted across three domains: human, technical, and organizational. This approach was chosen because the campaign was not caused by a single technical vulnerability. Instead, it involved interacting failures in identity verification, third-party access control, network architecture, and monitoring maturity. Recommendations are aligned with NIST Cybersecurity Framework 2.0, NIST Zero Trust Architecture, NCSC ransomware guidance, and MITRE ATT&CK mitigations [11], [12], [13].
3.1 Statement of Assumptions
Due to the limited availability of full forensic reports, some assumptions are required. First, it is assumed that the M&S incident involved a third-party or trusted access vector, as public reporting has connected the incident to third-party compromise and this aligns with known Scattered Spider-style activity [2], [4].
Second, attribution to Scattered Spider is treated as moderate confidence rather than confirmed fact. The campaign shows strong similarity with Scattered Spider tactics, particularly vishing, helpdesk manipulation, MFA reset abuse, and valid account use, but public reporting has also associated the ransomware element with DragonForce [3], [4].
Third, some MITRE ATT&CK mappings are inferred rather than directly confirmed. For example, techniques such as network discovery, lateral movement via remote services, and data collection are included because they are consistent with the reported outcomes of data exfiltration and ransomware deployment. Where direct evidence is unavailable, the report avoids claiming certainty and frames the mapping as analyst assessment.
4. Findings
4.1 Incident Summary and Timeline
The UK retail cyber campaign targeted multiple high-profile organizations, including Marks & Spencer (M&S), the Co-operative Group (Co-op), and Harrods. The sequence of events suggests a coordinated campaign leveraging social engineering, third-party compromise, and ransomware deployment.
M&S experienced significant disruption during the Easter trading period, with online services suspended for an extended duration. The breach was linked to a compromised third-party provider, illustrating the risks associated with supply chain dependencies [2].
Co-op detected unauthorized access on 28 April 2025 and took immediate action by isolating systems to prevent further lateral movement. Despite this response, attackers successfully exfiltrated customer data, later confirmed to affect approximately 6.5 million individuals [1].
Harrods, in contrast, implemented rapid containment measures by restricting network access, preventing escalation and minimizing impact.
Table 1: Incident Timeline of the 2025 UK Retail Cyber Campaign
	Date / Period
	Organization
	Event
	Security Significance

	Easter 2025
	M&S
	Major disruption begins during high-traffic trading period
	Demonstrates operational impact of cyber disruption

	25 April 2025
	M&S
	Online clothing and homeware orders suspended
	Indicates severe systems impact and business interruption

	28 April 2025
	Co-op
	Unauthorised access detected
	Shows campaign activity across multiple retailers

	Late April 2025
	Co-op
	Systems isolated to limit spread
	Containment reduced further escalation but did not prevent data theft

	Late April 2025
	Harrods
	Suspicious activity detected and network access restricted
	Rapid containment reduced impact

	May–June 2025
	M&S / Co-op
	Investigation and recovery activity continues
	Demonstrates long recovery timeline

	July 2025
	Co-op
	Data breach affecting 6.5 million members confirmed
	Confirms scale of data exposure

	July 2025
	M&S
	DragonForce publicly linked to ransomware element
	Supports ransomware and extortion assessment



Table 1 shows that the campaign involved more than short-term service disruption. The events developed over several weeks, with operational recovery and data breach disclosure continuing long after initial detection. This timeline is important because it shows how a successful cyberattack can create prolonged business consequences even after technical containment begins.
The delay between compromise and full understanding of impact is also significant. In Co-op’s case, containment measures were taken quickly, but attackers had already extracted customer data. This suggests that detection occurred after attackers had completed at least part of the collection and exfiltration phase. For M&S, the extended suspension of online orders shows that ransomware recovery is not only an IT issue but also a business continuity problem.
Figure 1: Timeline of the 2025 UK Retail Cyber Campaign
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Figure 1 supports the timeline by showing the progression from initial disruption to public disclosure and recovery. It also highlights the contrast between M&S and Co-op, which experienced major impact, and Harrods, which reduced escalation through rapid containment.
4.2 Adversary TTP Mapping (MITRE ATT&CK)
The campaign aligns closely with the MITRE ATT&CK Enterprise framework. The attack chain shows a strong focus on identity compromise, trusted access, lateral movement, data collection, exfiltration, and ransomware impact. This is important because it demonstrates that the campaign was not dependent on highly advanced technical exploitation. Instead, attackers abused legitimate access pathways and normal administrative processes.
Table 2: MITRE ATT&CK Mapping of the Campaign
	Tactic
	Technique ID
	Technique
	Evidence and Justification

	Reconnaissance
	T1593
	Search Open Websites / Domains
	Attackers likely used OSINT to support impersonation and helpdesk deception.

	Initial Access
	T1566
	Phishing
	Social engineering was central to the campaign.

	Credential Access
	T1598
	Phishing for Information / Vishing
	Helpdesk impersonation and MFA reset abuse align with documented Scattered Spider tactics.

	Initial Access
	T1199
	Trusted Relationship
	The M&S incident was linked to third-party access compromise.

	Persistence
	T1078
	Valid Accounts
	Stolen or reset credentials allowed attackers to appear legitimate.

	Privilege Escalation
	T1078.002
	Valid Accounts: Domain Accounts
	Access to sensitive systems implies privilege escalation or abuse of privileged accounts.

	Execution
	T1059.001
	PowerShell
	Native tools are commonly used in ransomware intrusions to avoid detection.

	Discovery
	T1046
	Network Service Discovery
	Attackers would need to identify systems, repositories, and movement paths.

	Lateral Movement
	T1021
	Remote Services
	Valid credentials can enable movement through RDP or other remote services.

	Collection
	T1005
	Data from Local System
	Co-op data theft indicates collection of customer information.

	Exfiltration
	T1048
	Exfiltration Over Alternative Protocol
	Customer data was extracted before full containment.

	Impact
	T1486
	Data Encrypted for Impact
	DragonForce ransomware activity was linked to the M&S attack.



Table 2 demonstrates that the campaign relied heavily on identity-based techniques. The most important technique is Valid Accounts (T1078), because it allowed attackers to operate inside the environment while appearing to be legitimate users. This reduces the effectiveness of signature-based detection tools, which are often better at identifying malware than suspicious use of real accounts.
The mapping also shows how social engineering and third-party access can combine. Vishing may provide credentials or helpdesk-level account changes, while trusted relationships may give attackers a path into a corporate environment. Once inside, techniques such as discovery and remote services allow attackers to understand the network and move toward high-value systems.
Figure 2: Adversary Attack Pathway Mapped to MITRE ATT&CK Techniques
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Figure 2 illustrates the campaign as a connected attack pathway. It shows how initial access through vishing or trusted access can lead to persistence, discovery, lateral movement, data exfiltration, and ransomware impact. This reinforces the argument that the campaign should be understood as a structured intrusion rather than a single isolated breach.



4.3 Root Cause and Security Control Failures
The root causes of the campaign can be grouped into human, technical, and organisational failures. These categories are closely connected, and the attack succeeded because weaknesses existed across all three areas.
From a human perspective, the key failure was weak identity verification. Helpdesk staff appear to have been targeted through social engineering, where attackers impersonated employees or authorised users. If helpdesk teams rely on knowledge-based authentication, such as personal details or internal information, attackers can bypass checks using OSINT. The failure is therefore not simply that an employee was deceived; the deeper issue is that the process allowed a high-risk security action, such as credential reset or MFA change, without strong independent verification.
From a technical perspective, the campaign exposed weaknesses in segmentation and monitoring. Once attackers obtained valid access, they were able to move toward sensitive systems. This suggests that internal access controls were not restrictive enough. A well-segmented environment should limit what a compromised account can reach. If attackers can move from an initial foothold to customer data or operational systems, the organisation has insufficient internal boundaries.
Monitoring was also a key weakness. Large-scale data access and exfiltration should trigger alerts through database activity monitoring, data loss prevention (DLP), or user and entity behaviour analytics (UEBA). The fact that customer data was extracted before full containment suggests that abnormal activity was either not visible, not correlated, or not escalated quickly enough.
Organisationally, the incidents reveal weaknesses in third-party access governance. Retailers depend heavily on suppliers, technology providers, logistics partners, and managed service providers. However, trusted access must be tightly controlled. Third-party accounts should not have broad or persistent access unless necessary, and access should be continuously monitored. Periodic supplier audits alone are not enough because they may not detect active compromise.




Figure 3: Root Cause Analysis
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Figure 3 shows how human, technical, and organisational weaknesses combined to produce systemic security failure. The campaign succeeded because attackers were able to exploit people and processes, then benefit from technical and governance weaknesses that allowed the attack to escalate.
5. Threat Actor Profile and Motive
The campaign is consistent with financially motivated threat actors that specialise in identity-based attacks. Public reporting has linked the M&S ransomware incident to DragonForce, while wider commentary has associated the campaign with tactics consistent with Scattered Spider [3], [4]. These two labels should not be treated as mutually exclusive. Modern ransomware campaigns often involve loosely connected actors, affiliates, access brokers, and ransomware operators. One group may specialise in social engineering and initial access, while another provides ransomware infrastructure.
Scattered Spider is known for using social engineering, particularly helpdesk impersonation, to reset passwords or MFA tokens. This makes the group especially dangerous because it targets the identity layer rather than only technical vulnerabilities. CISA has documented Scattered Spider activity involving phone-based social engineering, credential theft, MFA bypass, and use of legitimate tools [4]. These techniques align closely with the reported UK retail campaign.
DragonForce, by contrast, is relevant to the ransomware and extortion component. In ransomware operations, encryption is often only one part of the attack. Modern ransomware groups frequently steal data before encryption and then use the threat of public disclosure to pressure victims. This is known as double extortion. The theft of Co-op member data and the operational disruption at M&S are consistent with this model.
The motive was primarily financial. The attackers targeted organisations where disruption would create strong pressure to restore services quickly. Retailers are particularly vulnerable to this form of pressure because downtime can immediately affect sales, customer experience, supply chains, and reputation. M&S’s prolonged disruption and Co-op’s reported financial losses demonstrate how ransomware and data theft can create board-level business risk.
The capability level should be assessed as high in social engineering and operational coordination, but not necessarily dependent on advanced exploit development. This distinction matters. The campaign was sophisticated in execution, timing, and abuse of identity systems, but its success appears to have relied on failures in basic control areas: verification, access management, segmentation, and monitoring.
Attribution should remain cautious. The evidence supports moderate confidence that the campaign used Scattered Spider-like TTPs and involved DragonForce ransomware activity. However, without full forensic disclosure, it would be inaccurate to claim absolute certainty about a single threat actor.
6. Detection and Response Analysis
The campaign exposed significant weaknesses in detection and response capabilities. The most important detection challenge was the use of valid credentials. When attackers use real accounts, their activity can appear normal unless the organisation has strong behavioural monitoring. Traditional tools such as antivirus and signature-based endpoint detection are less effective when attackers use legitimate access and native administrative tools.
A mature detection environment should identify unusual identity behaviour. Examples include password resets followed by logins from unusual locations, MFA changes followed by privileged access, new device enrolments, abnormal access to sensitive repositories, or large data transfers by accounts that do not normally perform such activity. These signals require correlation across identity providers, helpdesk systems, endpoint telemetry, network logs, and data access logs.
The Co-op breach suggests that data exfiltration was not detected early enough to prevent loss. A large-scale extraction of member data should generate alerts through DLP, UEBA, or database monitoring. If those alerts were not generated or were not escalated, the issue may have been limited telemetry, poor alert tuning, inadequate log retention, or lack of response capacity.
The response picture is mixed. Co-op did take containment action by isolating systems, which likely limited further spread. However, containment did not prevent data theft, meaning detection occurred after attackers had already achieved a key objective. M&S experienced prolonged disruption, suggesting that recovery and business continuity processes were heavily tested. Harrods appears to have responded more effectively by restricting network access early, reducing the opportunity for escalation.
There are also regulatory implications. Under UK GDPR Article 33, organisations must notify the Information Commissioner’s Office within 72 hours of becoming aware of a personal data breach where it is likely to risk individuals’ rights and freedoms [14]. The gap between initial incident detection and later confirmation of large-scale data theft highlights the difficulty of incident scoping. It does not automatically prove non-compliance, because organisations may not immediately know that personal data has been breached. However, it shows why rapid forensic capability is essential. Organisations need to quickly determine what data was accessed, whether it was exfiltrated, whose data was affected, and whether notification duties are triggered.
Overall, the campaign demonstrates that prevention alone is insufficient. Organisations must assume that identity compromise can occur and build detection and response capabilities that identify abnormal behaviour quickly. Fast containment can significantly reduce impact, but only if supported by visibility, tested playbooks, and clear escalation procedures.
7. Strategic Recommendations
The following recommendations are prioritised according to their ability to disrupt the attack lifecycle observed in the campaign.


Table 3: Prioritsed Strategic Recommendations
	Priority
	Recommendation
	Risk Addressed
	Estimated Effort

	High
	Deploy phishing-resistant MFA such as FIDO2/WebAuthn for privileged and helpdesk accounts
	Vishing, credential theft, MFA bypass
	Low–Medium

	High
	Enforce out-of-band identity verification for password and MFA resets
	Helpdesk impersonation
	Low

	High
	Implement Zero Trust Network Access for third-party users
	Trusted relationship abuse
	Medium–High

	Medium
	Deploy UEBA and improve SIEM correlation
	Valid account misuse and abnormal behaviour
	Medium

	Medium
	Apply micro-segmentation around PII, payment, and operational systems
	Lateral movement
	High

	Medium
	Improve DLP and database activity monitoring
	Data collection and exfiltration
	Medium

	Long-term
	Conduct adversary emulation exercises based on vishing and third-party compromise
	Readiness and detection gaps
	Medium

	Long-term
	Maintain immutable backups and tested recovery plans
	Ransomware impact
	Medium



The highest priority should be identity security. Phishing-resistant MFA, particularly FIDO2/WebAuthn, reduces the risk that stolen credentials or manipulated MFA resets can be used to access critical systems. However, technology alone is not enough. Helpdesk processes must also be redesigned so that password resets, MFA resets, and privileged account recovery require strong out-of-band verification. This could include callbacks to HR-verified numbers, manager approval, or identity proofing workflows.
Zero Trust Network Access should be applied to third-party users. Instead of giving suppliers broad network access through VPNs, organisations should provide application-specific access based on identity, device posture, and business need. Access should be time-limited, logged, and reviewed regularly. This directly addresses the trusted relationship risk observed in the campaign.
Monitoring must also improve. Organisations should centralise logs from identity providers, helpdesk platforms, endpoints, firewalls, cloud environments, and databases. SIEM rules should focus on identity-led attack patterns, such as MFA reset followed by unusual access, dormant account reactivation, or mass data access by an account that does not normally interact with customer records.
Micro-segmentation is also important. Sensitive systems such as customer databases, payment environments, and operational technology should be isolated from general corporate networks. Even if attackers gain initial access, segmentation can prevent them from moving freely across the environment.
Finally, organisations should test these controls through red team and adversary emulation exercises. A realistic test should simulate vishing, helpdesk manipulation, third-party access abuse, lateral movement, data staging, and ransomware preparation. This would help organisations identify gaps before attackers exploit them.
8. Discussion
The 2025 UK retail cyber campaign demonstrates that modern cyber risk is no longer limited to technical compromise. It is a business resilience issue. The attackers appear to have targeted the points where people, processes, and technology intersect. Helpdesk workflows, supplier access, identity systems, and monitoring gaps became the true attack surface.
A key lesson is that identity is now a primary security boundary. Traditional security models often assume that users inside the network are trustworthy. This assumption fails when attackers obtain valid credentials. Organisations must therefore move from implicit trust to continuous verification.
The comparison between M&S, Co-op, and Harrods is also important. M&S and Co-op experienced significant operational and data-related impact, while Harrods appears to have reduced escalation through rapid containment. This suggests that the severity of an incident depends not only on initial compromise but also on how quickly the organisation detects and responds.
The campaign also shows that data theft can be highly damaging even without payment card compromise. Names, addresses, and contact details can be used for phishing, fraud, and further social engineering. Organisations must therefore treat customer data protection as a core cyber resilience issue, not simply a compliance requirement.
Finally, the campaign reinforces the value of adversary emulation. By mapping the attack to MITRE ATT&CK, defenders can understand the sequence of attacker behaviour and test whether controls would detect or block each stage. This makes security improvement more practical and measurable.
9. Conclusion
The 2025 UK retail cyber campaign targeting M&S, Co-op, and Harrods demonstrates the growing importance of identity-based attacks. The campaign combined social engineering, trusted access abuse, valid credentials, lateral movement, data exfiltration, and ransomware impact. Its success was not primarily the result of advanced technical exploitation, but of weaknesses in identity verification, segmentation, monitoring, and third-party access governance.
M&S suffered prolonged operational disruption, while Co-op experienced large-scale customer data exposure. Harrods provides a useful contrast by showing that rapid containment can significantly reduce impact. Together, the incidents show that resilience depends on prevention, detection, response, and recovery working together.
The most important lesson is that organisations must harden the identity layer. Phishing-resistant MFA, strong helpdesk verification, Zero Trust access, micro-segmentation, behavioural monitoring, and tested incident response processes are essential. Without these controls, retailers remain vulnerable to attackers who exploit trust rather than code.


TASK 2 — Red Team Engagement: ABCD Ltd

10. Introduction to Practical Engagement
Following the strategic threat analysis conducted in Task 1, a practical red team engagement was designed and executed to simulate real-world adversary behaviour within a controlled lab environment. The purpose of this engagement was to assess the detection, prevention, and response capabilities of a simulated organisation, ABCD Ltd, by replicating an end-to-end attack chain.
The engagement focused on demonstrating how an attacker could gain initial access, escalate privileges, move laterally across systems, and extract sensitive information. Emphasis was placed on realistic attack techniques, stealth considerations, and mapping all activities to the MITRE ATT&CK Enterprise framework.
The primary objective of the engagement was to obtain privileged system access and extract sensitive data from multiple systems, thereby demonstrating the potential business impact of a successful cyberattack.
11. Lab Environment Setup
A controlled virtual lab environment was developed using VirtualBox, configured with a host-only network to ensure complete isolation from external systems.
11.1 Network Architecture
The lab consisted of three target virtual machines and one attacker machine:
	Machine
	Role
	OS
	IP Address

	Kali Linux
	Attacker
	Kali Linux
	192.168.56.10

	Metasploitable 2
	VM-1 (Linux Server)
	Ubuntu-based vulnerable VM
	192.168.56.101

	OWASP Broken Web Apps
	VM-2 (Web Server)
	Linux Web App VM
	192.168.56.102

	Windows 10
	VM-3 (Client System)
	Windows 10
	192.168.56.103



11.2 Environment Characteristics
· All VMs were configured on a host-only network 
· No internet access was allowed during exploitation 
· Snapshots were taken prior to exploitation for rollback 
· Dummy sensitive data was stored on VM-3 (Windows system) 
Figure 4: Lab Network Architecture
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This setup reflects a simplified enterprise environment, including a vulnerable server, web application, and client system.
12. Threat Emulation Plan Overview
The engagement followed a structured attack chain aligned with MITRE ATT&CK:
	Phase
	Objective

	Reconnaissance
	Identify exposed services

	Initial Access
	Exploit vulnerable service

	Execution
	Establish shell access

	Privilege Escalation
	Gain root/admin privileges

	Lateral Movement
	Access additional systems

	Collection
	Gather sensitive data

	Exfiltration
	Extract data from system



The success criteria included:
· Establishing remote shell access 
· Obtaining privileged access 
· Extracting sensitive files 
· Compromising web application
13. Tools and Techniques Used
	Tool
	Purpose
	Justification

	Nmap
	Network scanning
	Identify attack surface

	Metasploit
	Exploitation
	Reliable exploit framework

	Netcat
	Shell interaction
	Lightweight communication

	Browser
	Web exploitation
	Manual SQL injection testing

	Linux commands
	Post-exploitation
	Living-off-the-land techniques


The use of built-in system tools (LOLbins) reduced reliance on external payloads and improved stealth.
14. Phase 1: Reconnaissance and Scanning
The engagement began with active reconnaissance using Nmap to identify open ports and services.
Command Used:nmap -sV 192.168.56.101



Findings
· FTP (21)
· SSH (22)
· Telnet (23)
· HTTP (80)
· Samba (139/445)
The presence of Samba indicated a known exploitable vulnerability.
Figure 5: Nmap scan identifying open ports and services on the target server.
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This phase corresponds to:
· MITRE ATT&CK: T1046 (Network Service Discovery) 
15. Exploit 1: Samba Remote Code Execution (VM-1)
Vulnerability
Samba usermap_script vulnerability
Preconditions
· Open SMB port 
· Vulnerable Samba version 
Exploit Method
Metasploit module:exploit/multi/samba/usermap_script


Execution Steps
· Configure target IP 
· Launch exploit 
· Establish reverse shell


Figure 6: Launching the Metasploit Framework.
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Outcome
· Successful reverse shell obtained 
· Full system access achieved 
MITRE Mapping
· Initial Access: T1190 
· Execution: T1059 
· Persistence: T1078






Figure 7: Selecting Samba exploit module
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16. Phase 2: Privilege Escalation
After initial access was established through exploitation of the Samba service, the next phase focused on verifying and escalating privileges within the compromised system. Privilege escalation is a critical step in the attack chain, as it allows an attacker to gain full control over the system and access sensitive data.
Following successful exploitation, a command shell session was obtained via Metasploit. To determine the level of access, standard Linux commands were executed.
Commands Used: whoami
id



Result
The output confirmed that the session was running with root-level privileges, indicating a complete system compromise.

17. Exploit 2: Credential Access and Data Extraction (VM-1)
Once root access was achieved, the attacker proceeded to extract sensitive information from the compromised system. Credential dumping and file access are common post-exploitation techniques used to expand access and gather intelligence.
Method
The attacker accessed system files containing user account information:cat /etc/passwd
cat /etc/shadow




Figure 8: Configuring target IP (RHOSTS)


[image: ]
Figure 9: Successful exploitation and reverse shell
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Figure 10  - Root Access
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Figure 11 — User Accounts
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Figure 12 — Credentials
[image: ]Outcome
1. User account information was successfully retrieved 
1. Password hashes were exposed 
1. System-level data access confirmed 

This phase demonstrates how attackers can move from initial compromise to data extraction with minimal resistance.
MITRE ATT&CK Mapping
1. Credential Access: T1003 (OS Credential Dumping) 
1. Collection: T1005 (Data from Local System)

18. Exploit 3: SQL Injection Attack (VM-2 Web Application)
The third exploit targeted the web application hosted on VM-2 (OWASP Broken Web Apps), demonstrating a different attack vector focusing on application-layer vulnerabilities.
Vulnerability
The web application contained an input validation flaw, allowing SQL injection attacks to be performed on the login page.
Attack Method</> SQL
' OR 1=1 --

The following payload was used:

This input bypasses authentication checks by forcing the SQL query to always evaluate as true.

Figure 13: OWASP Mutillidae login interface
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Figure 14: SQL injection vulnerability identified
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Figure 15: Authentication bypass using SQL injection
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19. Detection and Forensic Artefacts
•	Throughout the engagement, minimal defensive controls were observed within the lab environment. The attack chain produced several artefacts that could be used for detection in a real-world scenario.
Observed Artefacts
	Phase
	Artefact
	Detection Opportunity

	Reconnaissance
	Nmap scan traffic
	IDS/IPS alert

	Exploitation
	Metasploit payload
	Endpoint detection

	Privilege Escalation
	Root command execution
	Behaviour monitoring

	Credential Access
	File access logs
	SIEM correlation

	Web Attack
	SQL injection patterns
	Web Application Firewall



The absence of monitoring tools meant that none of these activities triggered alerts, allowing the attacker to operate undetected.
20. Detection Gap Analysis
The engagement revealed several critical detection failures:
	Attack Phase
	Expected Control
	Observed Gap
	Impact

	Reconnaissance
	IDS detection
	No alert triggered
	Attack preparation unnoticed

	Exploitation
	SIEM alert
	No monitoring
	Initial compromise undetected

	Privilege Escalation
	UEBA
	No behaviour tracking
	Full system compromise

	Data Access
	DLP
	No logging
	Data theft risk

	Web Exploit
	WAF
	No filtering
	Authentication bypass


These gaps indicate a lack of visibility, monitoring, and correlation across systems.
21. Security Weaknesses Identified
The following weaknesses were identified during the engagement:
•	Outdated and vulnerable Samba service
•	Lack of patch management
•	Excessive open ports
•	Weak authentication mechanisms
•	Absence of intrusion detection systems
•	No logging or monitoring infrastructure
•	Vulnerable web application with poor input validation
22. Strategic Recommendations
To mitigate the identified risks, the following recommendations are proposed:
Table 4: Security Recommendations
	Priority
	Recommendation
	Benefit

	High
	Patch vulnerable services
	Prevent known exploits

	High
	Implement multi-factor authentication
	Reduce credential attacks

	High
	Deploy IDS/IPS
	Detect suspicious activity

	Medium
	Apply network segmentation
	Limit lateral movement

	Medium
	Use Web Application Firewall
	Prevent SQL injection

	Medium
	Enable logging and SIEM
	Improve detection

	Low
	Conduct regular penetration testing
	Improve resilience



23. Containment and Safety Measures
The engagement was conducted in a controlled and isolated environment to ensure safety.
•	Host-only network prevented external connectivity 
•	No real systems were targeted 
•	Snapshots were taken before exploitation 
•	Systems were restored after testing 
This ensured that all activities remained within ethical and legal boundaries.
24. Executive Brief (Non-Technical Summary)
The red team engagement demonstrated that ABCD Ltd is vulnerable to common cyberattacks that require relatively low technical sophistication. An attacker was able to gain full system access, extract sensitive data, and compromise a web application without triggering any detection mechanisms.
The business risks include:
•	Exposure of sensitive data 
•	Financial losses 
•	Regulatory penalties 
•	Reputational damage 
Immediate investment is required in identity security, monitoring, and application security. Without these improvements, the organisation remains at high risk of a real-world cyber incident similar to those affecting UK retailers in 2025.
25. Conclusion
This red team engagement successfully demonstrated an end-to-end attack chain, from reconnaissance to data extraction. The results highlight significant weaknesses in system configuration, monitoring, and application security.
The findings reinforce the importance of adopting a proactive security strategy that includes prevention, detection, and response capabilities. By addressing the identified gaps, organisations can significantly reduce their exposure to modern cyber threats.
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Appendix A: OSINT Notes and Timeline Evidence

A1. OSINT Search Strategy
The following search terms were used to collect and cross-check public information:
· “Marks and Spencer cyber attack April 2025 timeline”
· “M&S DragonForce ransomware attack 2025”
· “Co-op cyber attack 6.5 million members data stolen”
· “M&S Co-op Harrods cyber attacks Scattered Spider”
· “Scattered Spider vishing helpdesk MFA reset”
· “UK GDPR Article 33 personal data breach notification 72 hours”

A2. Data Triangulation Table
	Claim / Event
	Source Type
	Confidence

	M&S online services disrupted in April 2025
	Reuters reporting
	High

	DragonForce linked to M&S ransomware element
	Reuters reporting
	Moderate–High

	Co-op customer data extracted
	Reuters / Guardian / BBC reporting
	High

	Co-op breach affected approximately 6.5 million members
	BBC / Guardian reporting
	High

	Helpdesk impersonation aligns with Scattered Spider tactics
	CISA advisory
	High

	Third-party access likely contributed to M&S compromise
	Public reporting and TTP alignment
	Moderate

	Harrods reduced impact through rapid containment
	Public reporting
	Moderate



A3. Limitations
This report relies on public sources and does not include internal forensic evidence from M&S, Co-op, Harrods, law enforcement, or their incident response providers. As a result, some technical details are inferred from reported outcomes and known adversary behaviour. These inferences are documented in the Statement of Assumptions and mapped cautiously using MITRE ATT&CK.
A4. Supplementary Diagram List
· Figure 1: Timeline of the Campaign
· Figure 2: Adversary Attack Pathway
· Figure 3: Root Cause Analysis

A5. Use of AI Tools
AI-assisted tools were used to support the creation of visual diagrams included in this report. These tools were used only for layout and visualisation purposes. All analysis, interpretation, and written content were independently developed by the author.

2) Appendix B: Rules of Engagement (RoE) [Task-2]
B.1 Scope
The assessment was conducted within a controlled lab environment consisting of three virtual machines: Kali Linux (attacker), Metasploitable 2 (target), and OWASP Mutillidae (web application). No external systems were targeted.
B.2 Authorisation
All activities were performed within an isolated virtual lab for academic purposes. No real-world systems or third-party networks were involved.
B.3 Permitted Activities
· Network scanning (Nmap) 
· Service enumeration 
· Exploitation of known vulnerabilities (Metasploit) 
· Web application testing (SQL Injection) 
· Post-exploitation and data extraction within the lab 
B.4 Prohibited Activities
· Attacks on external/public networks 
· Denial-of-Service (DoS) attacks 
· Persistence mechanisms beyond demonstration 
· Any activity impacting systems outside the lab 
B.5 Safety Controls
· Host-only network used for isolation 
· No internet exposure during exploitation 
· All systems reset after testing 
B.6 Objectives
· Demonstrate exploitation of vulnerable services 
· Simulate attacker behaviour across the kill chain 
· Identify weaknesses and recommend mitigations 

3) Appendix C: Threat Emulation Plan
C.1 Threat Scenario
A simulated attacker targets an organisation with vulnerable infrastructure and a poorly secured web application. The objective is to gain unauthorised access, escalate privileges, and extract sensitive data.

C.2 Attack Chain Overview
	Phase
	Technique
	Tool Used
	Objective

	Reconnaissance
	Network scanning
	Nmap
	Identify open services

	Initial Access
	Samba exploitation
	Metasploit
	Gain shell access

	Execution
	Command shell
	Metasploit
	Execute system commands

	Privilege Escalation
	Exploit misconfiguration
	Metasploit
	Obtain root access

	Credential Access
	File extraction
	Linux commands
	Dump credentials

	Web Exploitation
	SQL Injection
	Browser
	Bypass authentication



C.3 Mapping to MITRE ATT&CK
	Tactic
	Technique
	ID

	Reconnaissance
	Network Service Scanning
	T1046

	Initial Access
	Exploit Public-Facing Application
	T1190

	Execution
	Command Shell
	T1059

	Privilege Escalation
	Exploitation for Privilege Escalation
	T1068

	Credential Access
	OS Credential Dumping
	T1003

	Collection
	Data from Local System
	T1005



C.4 Expected Outcomes
· Root-level access on target system 
· Extraction of sensitive files (/etc/passwd, /etc/shadow) 
· Demonstration of web application compromise 
· Evidence of insecure configurations 

C.5 Success Criteria
The attack is considered successful if:
· A shell session is established 
· Privileged access is obtained 
· Sensitive data is extracted 
· Web authentication is bypassed
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