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Vulnerabilities by Host




192.168.1.1

5 2
CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 119

SEVERITY \cl\3/s°s VPRSCORE EPSSSCORE PLUGIN  NAME

9.9 8.4 0.0726 270390 KB5066782: Windows Server 2022 / Azure Stack HCl 22H2 Sec
Update (October 2025)

9.8 7.4 - 270399 Google Chrome < 141.0.7390.107 Vulnerability

9.8 7.4 - 266354 Google Chrome < 141.0.7390.54 Multiple Vulnerabilities

9.8 7.4 - 269249  Google Chrome < 141.0.7390.65 Multiple Vulnerabilities

9.8 7.4 - 271964 Google Chrome < 142.0.7444.59 Multiple Vulnerabilities

8.8 8.4 0.0073 261807 KB5065432: Windows Server 2022 / Azure Stack HCI 22H2 Sec
Update (September 2025)

8.8 8.9 0.7941 166555 WinVerifyTrust Signature Validation CVE-2013-3900 Mitigation
(EnableCertPaddingCheck)

8.4 - - 10412 Microsoft Windows SMB Registry : Autologon Enabled

6.5 7.9 0.9433 132707 Windows Speculative Execution Configuration Check

NA - - 270882 Google Chrome < 141.0.7390.122 Vulnerability

N/A - - 16193 Antivirus Software Check

N/A - - 92415 Application Compatibility Cache

N/A - - 34097 BIOS Info (SMB)

NA - - 34096 BIOS Info (WMI)

N/A - - 107617  COM+ Internet Services (CIS) Server Detection

N/A - - 96533 Chrome Browser Extension Enumeration

N/A - - 24270 Computer Manufacturer Information (WMI)

192.168.1.1


https://www.tenable.com/plugins/nessus/270390
https://www.tenable.com/plugins/nessus/270399
https://www.tenable.com/plugins/nessus/266354
https://www.tenable.com/plugins/nessus/269249
https://www.tenable.com/plugins/nessus/271964
https://www.tenable.com/plugins/nessus/261807
https://www.tenable.com/plugins/nessus/166555
https://www.tenable.com/plugins/nessus/10412
https://www.tenable.com/plugins/nessus/132101
https://www.tenable.com/plugins/nessus/270882
https://www.tenable.com/plugins/nessus/16193
https://www.tenable.com/plugins/nessus/92415
https://www.tenable.com/plugins/nessus/34097
https://www.tenable.com/plugins/nessus/34096
https://www.tenable.com/plugins/nessus/10761
https://www.tenable.com/plugins/nessus/96533
https://www.tenable.com/plugins/nessus/24270

N/A 171860  Curl Installed (Windows)

N/A 10736 DCE Services Enumeration

N/A 121509 DHCP Server Detection (Windows)

N/A 139785 DISM Package List (Windows)

N/A 71246 Enumerate Local Group Memberships

N/A 34196 Google Chrome Detection (Windows)

N/A 170631 Host Active Directory Configuration (Windows)

N/A 92427 Internet Explorer Typed URLs

N/A 92424 MUICache Program Execution History

N/A 51351 Microsoft .NET Framework Detection

N/A 99364 Microsoft .NET Security Rollup Enumeration

N/A 176212 Microsoft Edge Add-on Enumeration (Windows)

N/A 136969  Microsoft Edge Chromium Installed

N/A 72879 Microsoft Internet Explorer Enhanced Security Configuration
Detection

N/A 162560 Microsoft Internet Explorer Installed

N/A 72367 Microsoft Internet Explorer Version Detection

N/A 57033 Microsoft Patch Bulletin Feasibility Check

N/A 125835  Microsoft Remote Desktop Connection Installed

N/A 11217 Microsoft SQL Server Detection (credentialed check)

N/A 93962 Microsoft Security Rollup Enumeration

N/A 10902 Microsoft Windows 'Administrators' Group User List

N/A 48763 Microsoft Windows 'CWDIllegalinDlISearch' Registry Setting

N/A 92370 Microsoft Windows ARP Table

N/A 92371 Microsoft Windows DNS Cache

N/A 92364 Microsoft Windows Environment Variables
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https://www.tenable.com/plugins/nessus/171860
https://www.tenable.com/plugins/nessus/10736
https://www.tenable.com/plugins/nessus/121509
https://www.tenable.com/plugins/nessus/139785
https://www.tenable.com/plugins/nessus/71246
https://www.tenable.com/plugins/nessus/34196
https://www.tenable.com/plugins/nessus/170631
https://www.tenable.com/plugins/nessus/92421
https://www.tenable.com/plugins/nessus/92424
https://www.tenable.com/plugins/nessus/51351
https://www.tenable.com/plugins/nessus/99364
https://www.tenable.com/plugins/nessus/176212
https://www.tenable.com/plugins/nessus/136969
https://www.tenable.com/plugins/nessus/72879
https://www.tenable.com/plugins/nessus/162560
https://www.tenable.com/plugins/nessus/72367
https://www.tenable.com/plugins/nessus/57033
https://www.tenable.com/plugins/nessus/125835
https://www.tenable.com/plugins/nessus/11217
https://www.tenable.com/plugins/nessus/93962
https://www.tenable.com/plugins/nessus/10902
https://www.tenable.com/plugins/nessus/48763
https://www.tenable.com/plugins/nessus/92370
https://www.tenable.com/plugins/nessus/92371
https://www.tenable.com/plugins/nessus/92364

N/A 92365  Microsoft Windows Hosts File

N/A 187318  Microsoft Windows Installed

N/A 20811 Microsoft Windows Installed Software Enumeration (credentis
check)

N/A 178102 Microsoft Windows Installed Software Version Enumeration

N/A 92366 Microsoft Windows Last Boot Time

N/A 161502 Microsoft Windows Logged On Users

N/A 63080  Microsoft Windows Mounted Devices

N/A 92372 Microsoft Windows NetBIOS over TCP/IP Info

N/A 103871  Microsoft Windows Network Adapters

N/A 65791 Microsoft Windows Portable Devices

N/A 92367  Microsoft Windows PowerShell Execution Policy

N/A 157440  Microsoft Windows Print Spooler Service Enabled

N/A 70329 Microsoft Windows Process Information

N/A 70331 Microsoft Windows Process Module Information

N/A 34252 Microsoft Windows Remote Listeners Enumeration (WMI)

N/A 126527  Microsoft Windows SAM user enumeration

N/A 17651 Microsoft Windows SMB : Obtains the Password Policy

N/A 38689  Microsoft Windows SMB Last Logged On User Disclosure

N/A 10394 Microsoft Windows SMB Log In Possible

N/A 10859  Microsoft Windows SMB LsaQuerylnformationPolicy Function
Enumeration

N/A 10785 Microsoft Windows SMB NativeLanManager Remote System
Information Disclosure

N/A 48942 Microsoft Windows SMB Registry : OS Version and Processor
Architecture

N/A 10473 Microsoft Windows SMB Registry : Remote PDC/BDC Detectiol
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https://www.tenable.com/plugins/nessus/92365
https://www.tenable.com/plugins/nessus/187318
https://www.tenable.com/plugins/nessus/20811
https://www.tenable.com/plugins/nessus/178102
https://www.tenable.com/plugins/nessus/92366
https://www.tenable.com/plugins/nessus/161502
https://www.tenable.com/plugins/nessus/63080
https://www.tenable.com/plugins/nessus/92372
https://www.tenable.com/plugins/nessus/103871
https://www.tenable.com/plugins/nessus/65791
https://www.tenable.com/plugins/nessus/92367
https://www.tenable.com/plugins/nessus/151440
https://www.tenable.com/plugins/nessus/70329
https://www.tenable.com/plugins/nessus/70331
https://www.tenable.com/plugins/nessus/34252
https://www.tenable.com/plugins/nessus/126527
https://www.tenable.com/plugins/nessus/17651
https://www.tenable.com/plugins/nessus/38689
https://www.tenable.com/plugins/nessus/10394
https://www.tenable.com/plugins/nessus/10859
https://www.tenable.com/plugins/nessus/10785
https://www.tenable.com/plugins/nessus/48942
https://www.tenable.com/plugins/nessus/10413

N/A 11457 Microsoft Windows SMB Registry : Winlogon Cached Passworc
Weakness

N/A 10400 Microsoft Windows SMB Registry Remotely Accessible

N/A 44407 Microsoft Windows SMB Service Config Enumeration

N/A 11011 Microsoft Windows SMB Service Detection

N/A 10456 Microsoft Windows SMB Service Enumeration

N/A 92373 Microsoft Windows SMB Sessions

N/A 23974 Microsoft Windows SMB Share Hosting Office Files

N/A 60119 Microsoft Windows SMB Share Permissions Enumeration

N/A 10396 Microsoft Windows SMB Shares Access

N/A 10395 Microsoft Windows SMB Shares Enumeration

N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remc
check)

N/A 92368  Microsoft Windows Scripting Host Settings

N/A 200493 Microsoft Windows Start Menu Software Version Enumeratior

N/A 58452 Microsoft Windows Startup Software Enumeration

N/A 38153 Microsoft Windows Summary of Missing Patches

N/A 92369 Microsoft Windows Time Zone Information

N/A 19506 Nessus Scan Information

N/A 43815 NetBIOS Multiple IP Address Enumeration

N/A 34220  Netstat Portscanner (WMI)

N/A 24272 Network Interfaces Enumeration (WMI)

N/A 92426 OpenSaveMRU History

N/A 66334 Patch Report

N/A 92428  Recent File History
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https://www.tenable.com/plugins/nessus/11457
https://www.tenable.com/plugins/nessus/10400
https://www.tenable.com/plugins/nessus/44401
https://www.tenable.com/plugins/nessus/11011
https://www.tenable.com/plugins/nessus/10456
https://www.tenable.com/plugins/nessus/92373
https://www.tenable.com/plugins/nessus/23974
https://www.tenable.com/plugins/nessus/60119
https://www.tenable.com/plugins/nessus/10396
https://www.tenable.com/plugins/nessus/10395
https://www.tenable.com/plugins/nessus/100871
https://www.tenable.com/plugins/nessus/106716
https://www.tenable.com/plugins/nessus/92368
https://www.tenable.com/plugins/nessus/200493
https://www.tenable.com/plugins/nessus/58452
https://www.tenable.com/plugins/nessus/38153
https://www.tenable.com/plugins/nessus/92369
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/43815
https://www.tenable.com/plugins/nessus/34220
https://www.tenable.com/plugins/nessus/24272
https://www.tenable.com/plugins/nessus/92426
https://www.tenable.com/plugins/nessus/66334
https://www.tenable.com/plugins/nessus/92428

N/A 92429  Recycle Bin Files

N/A 97086  Server Message Block (SMB) Protocol Version 1 Enabled

N/A 160486  Server Message Block (SMB) Protocol Version Detection

N/A 110095 Target Credential Issues by Authentication Protocol - No Issue
Found

N/A 141718 Target Credential Status by Authentication Protocol - Valid
Credentials Provided

N/A 161691 The Microsoft Windows Support Diagnostic Tool (MSDT) RCE
Workaround Detection (CVE-2022-30190)

N/A 92434 User Download Folder Files

N/A 92431 User Shell Folders Settings

N/A 92435 UserAssist Execution History

N/A 24269 WMI Available

N/A 71637 WMI IIS ISAPI Extension Enumeration

N/A 520017 WMI QuickFixEngineering (QFE) Enumeration

N/A 44871 WMI Windows Feature Enumeration

N/A 162774 Windows Always Installed Elevated Status

N/A 48337 Windows ComputerSystemProduct Enumeration (WMI)

N/A 159817 Windows Credential Guard Status

N/A 58181  Windows DNS Server Enumeration

N/A 131023 Windows Defender Installed

N/A 72482 Windows Display Driver Enumeration

N/A 171956  Windows Enumerate Accounts

N/A 92423 Windows Explorer Recently Executed Programs

N/A 159929 Windows LSA Protection Status

N/A 148547 Windows Language Settings Detection

N/A 10750 Windows NetBIOS / SMB Remote Host Information Disclosure
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https://www.tenable.com/plugins/nessus/92429
https://www.tenable.com/plugins/nessus/97086
https://www.tenable.com/plugins/nessus/160486
https://www.tenable.com/plugins/nessus/110095
https://www.tenable.com/plugins/nessus/141118
https://www.tenable.com/plugins/nessus/161691
https://www.tenable.com/plugins/nessus/92434
https://www.tenable.com/plugins/nessus/92431
https://www.tenable.com/plugins/nessus/92435
https://www.tenable.com/plugins/nessus/24269
https://www.tenable.com/plugins/nessus/71637
https://www.tenable.com/plugins/nessus/52001
https://www.tenable.com/plugins/nessus/44871
https://www.tenable.com/plugins/nessus/162174
https://www.tenable.com/plugins/nessus/48337
https://www.tenable.com/plugins/nessus/159817
https://www.tenable.com/plugins/nessus/58181
https://www.tenable.com/plugins/nessus/131023
https://www.tenable.com/plugins/nessus/72482
https://www.tenable.com/plugins/nessus/171956
https://www.tenable.com/plugins/nessus/92423
https://www.tenable.com/plugins/nessus/159929
https://www.tenable.com/plugins/nessus/148541
https://www.tenable.com/plugins/nessus/10150

N/A 155963 Windows Printer Driver Enumeration

N/A 63620  Windows Product Key Retrieval

N/A 160576  Windows Services Registry ACL

N/A 85736 Windows Store Application Enumeration

N/A 204960  Windows System Driver Enumeration (Windows)
N/A 34112 Wireshark / Ethereal Detection (Windows)

* indicates the v3.0 score was not
available; the v2.0 score is shown
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https://www.tenable.com/plugins/nessus/155963
https://www.tenable.com/plugins/nessus/63620
https://www.tenable.com/plugins/nessus/160576
https://www.tenable.com/plugins/nessus/85736
https://www.tenable.com/plugins/nessus/204960
https://www.tenable.com/plugins/nessus/34112

192.168.1.10

CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 10
SEVERITY CVsS VPR SCORE EPSSSCORE PLUGIN NAME
V3.0

INFO N/A - - 10736 DCE Services Enumeration

INFO N/A - - 10785 Microsoft Windows SMB NativeLanManager Remote System
Information Disclosure

Provided Credentials

INFO N/A - - 10150  Windows NetBIOS / SMB Remote Host Information Disclosure

Lo |

[ iNFo |

N/A - - 11077 Microsoft Windows SMB Service Detection

N/A - - 100871 Microsoft Windows SMB Versions Supported (remote check)

N/A - - 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remc
check)

NA - - 11219 Nessus SYN scanner

N/A - - 19506 Nessus Scan Information

N/A - - 21745 OS Security Patch Assessment Failed

N/A - - 104410 Target Credential Status by Authentication Protocol - Failure fc

o |

* indicates the v3.0 score was not
available; the v2.0 score is shown

192.168.1.10 10


https://www.tenable.com/plugins/nessus/10736
https://www.tenable.com/plugins/nessus/10785
https://www.tenable.com/plugins/nessus/11011
https://www.tenable.com/plugins/nessus/100871
https://www.tenable.com/plugins/nessus/106716
https://www.tenable.com/plugins/nessus/11219
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/21745
https://www.tenable.com/plugins/nessus/104410
https://www.tenable.com/plugins/nessus/10150

192.168.1.60

CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 6
SEVERITY CVsS VPR SCORE EPSSSCORE PLUGIN NAME
V3.0
INFO N/A - - 19506  Nessus Scan Information

INFO N/A - - 14272 Netstat Portscanner (SSH)

INFO N/A - - 97993 OS Identification and Installed Software Enumeration over SS}
(Using New SSH Library)

INFO N/A - - 130024 PostgreSQL Client/Server Installed (Linux)

INFO N/A - - 110095 Target Credential Issues by Authentication Protocol - No Issue
Found

INFO N/A - - 1417178 Target Credential Status by Authentication Protocol - Valid

Credentials Provided

* indicates the v3.0 score was not
available; the v2.0 score is shown

192.168.1.60 11


https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/14272
https://www.tenable.com/plugins/nessus/97993
https://www.tenable.com/plugins/nessus/130024
https://www.tenable.com/plugins/nessus/110095
https://www.tenable.com/plugins/nessus/141118

192.168.2.1

CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 10
SEVERITY CVsS VPR SCORE EPSSSCORE PLUGIN NAME
V3.0

HIGH 8.8 6.7 0.0005 270002 Debian dsa-6023: libtiff-dev - security update

HIGH 8.6 7.7 0.0003 271367 Debian dsa-6033 : bind9 - security update

HIGH 7.9 5.9 0.0002 271205 Debian dsa-6030 : intel-microcode - security update

MEDIUM 6.5 5.1 0.0003 266357 Debian dsa-6015 : libcrypto3-udeb - security update

INFO N/A - - 19506  Nessus Scan Information

INFO N/A - - 14272 Netstat Portscanner (SSH)

INFO N/A - - 97993 OS Identification and Installed Software Enumeration over SSt
(Using New SSH Library)

INFO N/A - - 66334 Patch Report

INFO N/A - - 110095 Target Credential Issues by Authentication Protocol - No Issue
Found

INFO N/A - - 141718 Target Credential Status by Authentication Protocol - Valid

Credentials Provided

* indicates the v3.0 score was not
available; the v2.0 score is shown

192.168.2.1 12


https://www.tenable.com/plugins/nessus/270002
https://www.tenable.com/plugins/nessus/271361
https://www.tenable.com/plugins/nessus/271205
https://www.tenable.com/plugins/nessus/266357
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/14272
https://www.tenable.com/plugins/nessus/97993
https://www.tenable.com/plugins/nessus/66334
https://www.tenable.com/plugins/nessus/110095
https://www.tenable.com/plugins/nessus/141118
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