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SQL Injection
SQL Injection is a type of cyber attack that involves the insertion of SQL code into the form fields of an app to change the database query that the app uses [1]. Usually occurs when a web page permits users to submit information and uses it without properly sanitising and shielding the data being submitted from SQL injections [2]. SQL Injection is a significant security threat as many websites store important information like user accounts, products, customer information and other dynamic information in databases. 
 
There are several types of SQL queries that are used by most of the web sites to talk to a database. For instance, if it is a logon system, it might be implemented with the following SQL statement: 
 
SELECT * FROM users 
WHERE username='$username' 
AND password='$password'; 
 
 
If the website uses user data directly in this query, then an attacker can change the SQL query by submitting malicious data like: 
 
' OR '1'='1 
 
 
But now the question is: 
 
SELECT * FROM users 
WHERE username='' OR '1'='1' 
AND password=''; 
 
 
The condition '1'='1' is always true, meaning that the database might return a valid user record and an attacker can get past the authentication process [4]. 
 
There are a number of critical security vulnerabilities that can occur with the use of SQL Injection. The attackers can obtain sensitive information like username, password, payment details, and customer's records without permission [5]. They can also update or remove database entries or even acquire administrative control of the application if it is not adequately secured [6]. 
 
Another case would be when users are looking for information with a query like: 
 
SELECT * FROM products 
WHERE name LIKE '%$search%'; 
 
 
Without a protected search input, an attacker can change the SQL statement to get information that they are not supposed to get or to change the logic of the SQL statement [7]. Thus, everything that a user types ought to be trusted. 
 
The best way to resist an SQL Injection attack is to use parameterised queries and prepared statements [8]. Prepared statements eliminate the need to embed user-supplied data into SQL statements, which simplifies data binding and makes the input a data value instead of a SQL statement. 
 
Input validation is also a crucial security measure. User input should be validated, including checking data types, required fields and acceptable data types [9]. But validation is not enough, as attackers can still get around weak validation. 
 
Some extras for security: passwords are securely hashed, users have few privileges, the detailed error messages in the database are concealed and there is some authentication and authorisation control for administrative operations. 
 
For the PHP website that I was developing, SQL Injection was reduced by using prepared statements to connect to the database. PHP PDO prepared statements were used for user input into login forms, search forms and data entry forms. 
 
Common SQL Injection payloads were sent to vulnerable input fields as part of the testing. In all instances, the malicious input was simply treated as regular text without being used in the SQL statement, which illustrates how prepared statements are able to thwart an SQL Injection attack [10]. 
 
 
 
Conclusion  
 
SQL Injection is still one of the most prevalent vulnerabilities of web apps that rely on databases. Well, using secure coding techniques such as Prepared Statements, input validation, Least Privilege Database Access and appropriate authentication can dramatically decrease the likelihood of being successful in an attack.
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