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Because of the rising of the meaning of personal technologies and their influence on private life and work the risk of potential cybersecurity threats is escalating [1]. Corporations around the world started to elaborate own strategies and policies which regulate, arrange and protect the valuable information processes by enterprise [1] [2]. Therefore, the aim of the report is to find out the most efficient and secure methods of managing personal devices in Hyper-fort workplace environment, the methods related to company organisation system and maintaining data. However, the report mainly focuses on BYOD strategies, hence the advantage and disadvantages of BYOD and its structure must be assessed to create a proper framework for the further development of the company’s system.
[bookmark: _Toc534812888]Introduction
Hyper-fort as a consultant company which specialised in the energy sector is vastly based on the wireless infrastructure of the network.  Moreover, the cloud services are used by the company to deliver IT services to the staff and clients across the world, and all the processed data are worth billions. Hyper-fort is developing and is under a pressure of the increasing roles of mobile devices and massive online presence on social media; the employees have started to use the enterprise network as a kind of extended communication which has an impact on company performance. Accordingly, as the energy sector is an important part of the global economy the data about this sector must be kept safe. Nevertheless, wireless networks are still vulnerable points, which can be easily affected by cyber-attacks, so finding an efficient solution for this problem is demanded. 
This report aimed to find out how to improve the company’s enterprise network in the face of a growing tendency of using mobile devices at work without exposing the crucial data to lose or other cyber threats. Because more workers bring their devices to a workplace, most employers adapt to this occurrence in an organised way [2] [3]. Thereby by introduction policies regulating of existing personal devices in an enterprise network, the companies try to prevent cyber-attacks.
Namely, it was crucial to research in the field of cybersecurity and spotted potential threats which may be caused by outside factors or human mistakes because the technology has evolved. In fact, allowing the personal devices being a part of the corporate environment can be beneficial as a good idea of business's mobility. However, for the company protection of the staff’s data and client’s data is a priority; hence this report is a comprehensive framework that will be a good fundament for future network security strategies and policies.
[bookmark: _Toc534812889]Methods
During the work on the topic of the report, various methods were used. Most of the information about the issue were gathered from already existed reports, guidebooks and specialist websites. Furthermore, the investigation of the other introduced systems, which were presented by some other companies, resulted in supplementation of the Hyper-fort knowledge. Finally, the proper analysis of the current network security system and system of work of the company revealed the weakest points which must be fixed.
[bookmark: _Toc534812890]Why are the changes needed?
The requirement of the new policies which will be able to arrange the personal devices in the enterprise network was indicated by the conducted research. Nowadays a lot of companies and institutions are implementing and developing own Bring Your Own Device (BYOD) strategy and relative policies [2] [3]. BYOD is about having a free choice of personal tools to obtain information and communication across a business in an established way; thereby an employer can have control over the data security. However, the analysis has shown that the number of smartphones, tablets and other personal devices are also used to complete related to job operation is still increasing since the progressive globalisation [2] [3]. Nevertheless, the development in technology and spreading it across a population has consequences. Keeping the data from work on the personal device or connecting own smartphone to enterprise network create a threat of exposure the database to the damages.
[bookmark: _Toc534812891]Cybersecurity threats and data leakage
In Hyper-fort 95% of the network infrastructure is based on wireless connection, what is mean that nearly everyone in the company uses mobile devices to work. The database of Hyper- fort consists of staff’s data, client’s data and also intellectual properties in the field of the energy sector of the economy, which are valuable, thereby the solid cybersecurity protection is required. Furthermore, the possibility of hacking the data is growing up as the number of workers mobile devices is rising, hence the leakage the data has become more often noticeable [4]. A device used by a user may contain a data related to work, and the data leakage occurs when unauthorised transmission of data meets an unwanted person. It does not mean that the data was lost forever as it can still be for example on the company’s PC, but it means that the data is in possession of somebody else, who should not have access to this information.
Data Breaches Happening at Record Pace, Report Finds [4] [5] [6]:
· Weak passwords
· Theft of a company item from employee
· Exploiting vulnerabilities
· Accidentally putting sensitive information online
· Malicious attacks
· Phishing
· System glitches
A worker who left a workplace with its smartphone or tablet which is used privately also at work can be a victim of hacking or losing the enterprise data. The simplest example is a losing a mobile device, if this device was poorly secured, e.g. does not have a strong password, then a person who will find the device can get access to important data without any problems [4] [5]. The second example is the inattention of users. They may be not aware of worth the company’s data and use the same devices at work and for entertainment. Mixing personal and business data creates an opportunity to make a mistake like putting crucial information about the company on social media accidentally [4] [5]. One of the most serious problems which might occur when workers bring their hacked devices and connect them to the enterprise network, thereby opening the gates to poorly protect enterprise’s database [7].  Lastly is important to mention about other sophisticated attacks of hackers. It is possible that a worker can become an aim of the attack, that means that a hacker may spy the worker not only via network but physically and the criminal will be finding vulnerabilities which give easy personal access to the company data. Summarise, if phishing does not work then physical access to a poorly secured device does a hacker quest.
The consequences of data leakage from the company might be catastrophic for the business.  Regarding CISCO 2017 Annual Cybersecurity Report in 2017, the organisations that have suffered a cyber attack lose business opportunities, and in many cases the losses were substantial. Moreover, 20 percent of the organisations lost their customers, and nearly 30 percent lost revenue [8]. The other report created by Ponemon Institute, which describes the costs of data breach in a global overview, has shown that $3.62 million was the average total cost for 2017, but also the research highlighted that the prevention method and the system of fast reaction against cyber attacks could help to elude a threat or reduce their effects [9].
[bookmark: _Toc534812892]BYOD Strategy (Advantages and Disadvantages)
BYOD strategy concern many aspects of the company functionality, thereby it must include a set of policies regulating the rules, duties and responsibilities of proceedings in specific 
cases [10].
BYOD policy may refer to or be composed of [11] [12]:
· User policy – state the user rights and duties
· Executive Policy – deliver executive traffic with higher priority
· Multimedia Policy – optimise the wireless connection
· Device Management Policy – manage and control methods for using devices and applications
· Security Policy – regulate the security systems methods and providing protection methods
The very first step to create a BYOD strategy is to identify how to use personal devices to empower the workforce and increase productivity. Allowing the personnel using their own devices at work can lead to boost their satisfaction and gaining a feeling of comfort [2] [13]
Moreover, BYOD gives an opportunity to do a job outside the office and extends the possibilities of communication across the business [13]. In conclusion, all these benefits save people time, money and efficiency [13]. Regardless, BYOD still involves the company into some risk if it will not be prepared properly.
However, BYOD is the best, known user-friendly method of the organisation of the personal devices in a workplace. However, finding the most secure way to deal with the introduction of BYOD in the company is still obligatory. Besides to obtain the proper level of the security of the network, specialist knowledge, implementation of adequate cybersecurity policy and choosing appropriate Mobile Device Management Software (MDMS) which help to monitor and arrange the devices connected to an enterprise’s network are required. Furthermore, introduction a huge number of devices to the network may cause an issue of scalability by extra traffic, which slow down the various processes in the workplace [14].
Thirdly it is important to designate a specialist unit which will be responsible for maintaining BYOT policy and keeping it up to date. The group could consist of executives, IT, HR and legal support which will have control over management for BYOD devices, thereby to their duties may belong for example an organisation of trainings for staff, analysis of the risk and being a first contact IT desk support in case when a personal device is broken or lost [11].
[bookmark: _Toc534812893]Mobile Device Management Software
Mobile device management software is an application with security functions that enables an IT department to monitor, manage and protect employee’s devices which occupy the enterprise’s network via multiple mobile operating systems and service providers. Therefore, enforcing BYOT policy, the employer can control and to arrange personal devices and application working on the network [15] [16]. The major areas, as well as features and capabilities of MDMS are shown below.
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The idea of MDMS is fitted ideally to Hyper-fort demands hence the more accurate studies about it have been conducted. By contrasting the pros and cons of the different software, having regard to the company’s characteristic, the appropriate kind of MDMS was found. Namely Cisco Meraki Mobile Device Management software, which was created by Cisco Systems – the American multinational technology conglomerate specialising in the networking systems.
Cisco Meraki MDM provides many solutions for managing the wireless-based network even if the network consists of products which are not from the same producents and have differentiated operating systems [16]. Furthermore, this is a user-friendly tool which allows having control over the network from a centralised dashboard. The program offers the abilities to remotely controlling and performing BYOD policies, which include deploying the required software and application and performing live troubleshooting on shared network devices. In systems manager the currently active network devices can be spotted, thereby specific information such as client hardware/software specification and the original location of the user is collected. Moreover, the network and data controlled by Cisco Meraki MDM are secure because the software manages to control devices usage with fine-grained passcode policies and may provide restricted access to the application stores or gaming content. The other helpful function of the program is automatic device classification entering the network and then the implementation of appropriate security policy for them. All these arguments have revealed that Cisco Meraki MDM answered Hyper-fort plans in developing a strong cybersecurity policy [17]. 
[bookmark: _Toc534812894]Implementation of BYOD
When BYOD strategy is specified, then the rules of BYOD policy must be defined. Introduction a good cybersecurity policy is a huge challenge because it must cover many aspects of an enterprise’s functionality as a legal entity of the economy, especially when the company like Hyper-fort has a global range. Different countries have a diverse look at privacy and data control laws, hence the various policies for the foreign units or representatives must be determined separately [18]. However, this report is a framework for further BYOD organisation and can be an inspiration for similar works.
An introduction of the new policy is not only based on legal obligation but also must include the employee and employer responsibilities. The policy must clearly state who is responsible for what, to avoid misunderstanding in the company [11] [18]. What is more BYOD policy must be attached to each employment contract, and their content should be explained in detail during staff training and inductions. Thereby the awareness of employees in the field of cybersecurity and potential risks of using personal devices in workplace rise, and in consequence, the company receive the benefits in the form of the better networking protection [11].
The BYOD must predict some situations and respond to them, securing the prosperity of the company, that is why the implementation of these rules is required. There are some examples when referencing to BYOD strategies is helpful [19]:
· The blending of personal and business usage when devices are in the office.
· Using a different brand of devices by workers.
· Using different Operating System platforms by workers.
· Having various applications on user devices.
· Dealing with devices containing a company’s data which belong to the person who leaves the employment.
· Dealing with stolen or lost personal devices containing a company’s data.
· [bookmark: _GoBack]Working with enterprise data remotely
The main reason of the company’s functionality is to make businesses [1]. It is easy to see that data processing by Hyper-fort is valuable, as it is a part of an important branch of the global economy. Thus, the protection of this data becomes something obviously and the same hard to keep safe. Accordingly, the companies which have introduced BYOD policy had to state the boundaries of workers privacy when they connect personal devices to the enterprise network. To resolve the issue of blending of personal and business data when devices are in the office, the entrepreneur has a range of possibilities. Proposed Mobile Device Management Software provides restricted access to applications from outside sources and authorises access to business-related software when a device is connected to the company network; hence the personnel will not be able to mix their data with enterprise data. From the other hand, an employer may propose and encourage to having another device which will be used only to work.
Furthermore, the employer can offer a mobile device packet and pay for it. This may favour some devices and operating systems, but in the result, many workers could accept the offers as one of the benefits of working for the company. By maintaining additional devices for workers will pay extra costs but also gain certainty of controlling these devices over the network as they will be configured following to the security policy, thereby separating the personal data from business data [11] [7] [19].
In case of using of various brand devices and different operating systems by employees, the choice of the tested MDMS is significant, because some of them can keep a high level of protection and control over the enterprise network independently from a brand of devices and software working on it. For example, Cisco Meraki allows performing operations like that. The other method suggests predefinition of permitted devices using for business purpose in BYOD policy, which limit the number of allowed devices because of representing a brand or installed OS [17] [15]. 
In situations when staffs use not allowed applications during work time, MDMS can be a remedy as it can cut off non-authorised application treated by the security system as potentially malicious software. However, the strict policy will cause unhappiness in workforce morale, so it is crucial to find out the optimal balance between an appropriate security system and employee expectations. Blocking only the applications which demand permission to access sensitive company’s data have a logical explanation. The other solution may be establishing a parallel network, for example, a guest network protected by separated password and regulated by a separate set of policies, what is called containerisation. Containerisation segregates the devices into own protected bubble, independent from the network containing sensitive data, what is more, allows employees to enjoy uninhibited use of their smartphones during a free time without security risk [7] [11] [19].
The strategy of dealing with stolen or lost device looks similar to proceedings with a device belonging to an employee who is leavening the company. For the business database security, BYOD system must include solidly constructed rules which let permission to delete the data from the personal device. It is the role of policy to precise how does it look because there exist various threats when company’s data get into the wrong hands. Some companies reserve rights to permanent erasing all data from lost smartphones, laptops and tablets, securing the enterprise's database. Furthermore, the IT desk should be able to wipe data from lost devices remotely, because a user will not have physical access to it anymore. When the staff member wants to leave the company, then all personal owning devices which had a connection to the business network should be checked, and all data belonging to the company should be erased [7] [11] [19] [18].
Because data is often outside of the control of many security measures covered by BYOD, it is crucial that organisation encrypt data at rest and in transit. The encryption is giving protection of contents of sensitive files even when catastrophic scenario happens because it eludes or gives time to elude hacker attacks. The control over encryption keys should be a part of the duties of the IT department. For the workers who do their job remotely by using a home network or public network, Hyper-fort must provide access to the virtual private network because of security policy. Thanks to VPN employees will be able to secure connection with the company’s servers from outside places and after authentication their identity they will obtain a needed data. The technology is based on creating a secure tunnel on the public network, where the protected data travels through it from point to point [20].
[bookmark: _Toc534812895]The configuration of the Hyper-fort Ltd enterprise network
Figures below demonstrate the example of the configuration of the Hyper-fort Ltd enterprise network on Cisco Packet Tracer.
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Fig1. The example of enterprise network involves the four connected entities: “Hyper-fort Enterprise”, “Internet”, “Employee’s House” and “Hyper-front outside unit”.
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Fig.2 The example of network architecture inside the office of “Hyper-fort Enterprise”.
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Fig.3 The example of the network architecture for “Hyper-front” outside unit.
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Fig.4 The example of the network architecture for “Employee’s house”.
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Fig.5 FTP protocol is used to transfer files from one server to another server. For security reasons, the configuration of the FTP server is required by setup users’ access. Each user can have a different password and permissions.
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Fig.6 Turning on HTTPS service is preferred because it is more secure than HTTP. The data sent over HTTPS protocol is encrypted. Furthermore, to prevent unencrypted HTTP traffic from travelling through routers, network administrators can create an access control list.
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Fig.7 By configuration the email server the activation email services for the workers is possible. Workers will be able to send messages through the company’s network what is more secure. SMTP protocol handles an email delivery when the POP3 protocol takes care of the email retrieval and download. To prevent non-email related traffic, network administrators can create firewall rules directly on the server.
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Fig.8 AAA network configuration state for authentication, authorisation and accounting. The AAA server is used to controlling access to devices resources, enforcing policies and auditing usage.
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Fig.9 Secure Shell is a cryptographic network protocol for operating data over insecure network. It is preferred to use SSH protocol rather than telnet because SSH provides data encryption.
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Fig.10 For enterprise environment WPA2 RADIUS is more beneficial by introducing a higher level of protection, also for remote devices. WPA2 Enterprise is responsible for remote and encrypted authentication of workers.
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Fig.11 By the creation of VPN client, the secure and encrypted point to point communication was established. Virtual Private Network enables users to receive and send files across the public network as if their devices were connected to the enterprise’s network.
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Fig.12 The system of multiplied connected switches and routers is a part of network redundancy which is a process of ensuring network availability in case of network device failure and unavailability. For example, if one switch or router is shutdown then the other the best road, leading by other connected switches or routers, to the destination point is looking for.
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Fig.13 Securing configuration of routers strengthens protected network, however, is important to create a legal notification message on the devices which will warn users of illegal practice. 
[image: ]
Fig.14 IOS resilience provides a tool to secure images, files and start-up configurations against removing by remote users. IOS resilience uses NVRAM to store these data.










[bookmark: _Toc534812896]Conclusion
Summarising in the modern world where technology is constantly developing, and globalisation is leading to computerisation, people became overwhelmed by information – data. The worth of the data market is growing up every year, in 2018 the market valuation reached $42 billion, however the prediction for 2027 estimating $103 billion [21]. These figures only highlighted the valuable meaning of the information; hence the risk of cybersecurity threats is increasing. Some people may want to obtain access to sensitive data and use it for illegal aims for example for enriching purposes. Companies and also individual person must react on potential hazards of hacking data. Accordingly, the suitable methods were created like BYOD strategies, MDM software, VPN technology or antivirus software, which mostly work on prevention system.
In conclusion, it is recommended to develop an IT sector of the company, which will manage and organise enterprise network in security way on the base of conducted research and provided report. Moreover, the research indicated that the education of the society living in the environment fully equipped in new technologies have a significant impact on the efficient of cybersecurity. The awareness of the risk and basic knowledge about internet security should be absorbed by potential further workers, so the promotion and support of the cybersecurity education programme can bring many benefits. Well skilled and trained personnel may be a first line of the defence for any corporation.
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