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1.0 Introduction

This study is based companies making employees aware of cyber security threats. The report is made up of 4 close ended questions in the form of four-point Likert scale on quantitative research. I will herby perform a primary research, questioning 15 employees from 33 Canada Square Citigroup and 5 other employees from different organisations that would remain anonymous. Whatever or not they were made aware of cyber security threats. Presenting a sample from 15 Citigroup employees and 5 from other companies, all employees questioned in this survey regularly use company devices to communicate with clients internally or externally.
The results will be presented by Bar-Graphs followed by an analysis of the graphs and an overall description of the differences of opinions the primary sources data will be analysed as a qualitative data. Followed by summary of my findings of this research, this will help employees to become more aware of the overall dangers of cyber security.
2.0 Review of Existing Literatures:
In the cyber world, it just takes a click by an employee to bring your company to an unexpected stop, today companies can suffer financial losses and become less trusted by the consumer due to a data breach, so this highlight the importance to make all employees aware of the cyber security threats that companies face in this advanced world of technology. In 2017 43% of companies suffered a cyber security attack or breach costing the UK NHS just over 70 millions of pounds in a space of a week the NHS faced criticism for using old windows software, when you look at the most frequent cyber security threats; almost all of them fall under human error (Murray, 2019). 
Every employee needs to be aware of the responsibility each as within an organisation to prevent and reduce the cyber threat, but more importantly, technical cyber security staff must keep up to date with the latest skills and requirement to deal with cyber attacks (McCarthy, 2019).
Cyber attacks are becoming hard and hard to detect, with hackers using a variety of sophisticated attack to exploit vulnerable systems, had that with the new privacy laws making oversight rather very challenging. Without staff awareness, companies run the risk of an attack with serious consequences to operational status and potentially the loss of assets.
Mistake employees are making have serious repercussions for companies. The majority of successful attacks of external hackers who are preying on the weekends of your employees. Patiently waiting to lure them into inadvertently giving access to important information. This human error is extremely costly. What’s human error? Human error is an objective act that was not predetermined (Wood, 2019) the most common risks occur as a result of an employee sending email to the wrong person. Hackers use a method called phishing to trick people into giving them access through a fake email pretending to be a colleague or a trusted party in order to gain access to sensitive information. Lots of employees fall trap to this type of tactics. Not many are aware of these types of threats it really highlights the importance of making people aware of the dangers especially new employees. Even cyber security staff should update their skills more frequently not waiting for things to go wrong be update the both the systems their use and their skills (Johansen, 2017). It not the company that lose out when an organisation is impacted by a cyber attack, so there is no upside by not encourage employees to be wary of the dangers your organisation faces. An attack can be precipitated by having a lack of training especially with employees handling sensitive matters within your organisation. Clever hackers use social baits to mislead people. Although security professionals are quick to the blame at lazy employee when anything goes wrong. The fact is you cannot always stop every single attack but helps to have strong network security and inform trained employees.

3.0 Aim and Objectives:
My aim is highlight the risk that organisation take by not making their employees aware of the dangers of cyber security.
Or the benefits of making employees aware of cyber threats that exist today.
Suggest ways to improve employee awareness.
Objectives:
To carry out a survey of 20 employees who regularly use company devices to communicate with clients internally or externally. 
Using 4 close ended questions in the form of four-point Likert scales.

4.0 Research Methodology
Qualitative research includes; getting information from the 15 interviewed people that work for Citigroup and 5 from the other organisation. Therefore, to better understand employee awareness to the dangers of cyber security.
Quantitative research includes; graphs and pie chart to better understand the statistical data of the participant according to the qualitative research that I have done through my survey.
There were a total 20 people who participated in this survey
15 interviewed people work for Citigroup and 5 from other organisations 
Question made up of 4 close ended questions 
I have done both; qualitative and quantitative research methods as graph and chart will show; “Qualitative and Quantitative research methods can be interdependent to each other. Both research methods are valid when used well (Hoe & Hoare, 2012).
Qualitative research includes; getting information data on people that work Citigroup. Thereby, having better understand the opinions of the population regarding employee’s the awareness cyber security dangers.


Population: “A research population is a collection of people that is the focus of a public opinion survey. It is used for the benefit of the population that a research is done. But due to the large sizes of populations, researchers usually cannot test every individual in the population because it can very expensive and sometimes logistically impossible. For example you get statements like 10 most beautiful places in the world obviously not every location has been included in that statement This is the reason why researchers rely on sampling techniques” (Hasan, 2018).

Sample and Sample Size: “Sample size is a term used in research for defining the number of subjects included in a sample. By sample, it is understood to be a group of subjects selected from the general population and is considered a representative of true population for that specific study. The sample must represent the population from which it is drawn, and it must have a good size to warrant statistical analysis” (Hasan, 2018) in case of my survey all participants have used company devices to execute their duties.
This survey will be carried out in organisations where altogether thousands of employees work. Therefore, I will be choosing only 20 employees who be part of my sample that I will conduct for my survey.


Data collection process:
I arranged four questions based on employee been made of aware of cyber security threat. I have collected the information on Likert 4-point scales, which are: Yes, Sometimes, not at all, and I don’t know. This has allowed the participants to respond quicker and made for easy data collection. Therefore, the information I have gather has help me measure the opinions of the employees of Citigroup and other employees from the anonymous organisation. I have handed out the surveys to twenty of the employees from different departments within the organisations used, to get a clear understanding regarding cyber security awareness from the employee’s point of view.
Ethics in data collection:
Ethical behaviour representing a set of principles rules or standards that governing the person rights, therefore I have asked for consent or permission to senior executives at Citigroup before I conducted my survey and the other 5 people from the other organisations also gave consent, It is very important to do that as I will be using data based on the employees of these organisations. They have the right to employee confidentiality. The names of participants and of the other organisations will remain anonymous. It has been made clear that the information I am using is only for study purpose for my university assignment not for the general public.
No physical or emotionally harm was done to the participant of my survey
Population = 20
Sample size= 20
Sample error = 1%
Confidence level = 96%
5.0 RESULTS:

	Yes
	Sometimes
	Not at all 
	I don’t know

	4
	6
	7
	3



Chart Analysis: In this chart 40% of participants said they do not feel that the company they work for makes them aware of cyber security dangers, but 30% said they sometimes do make them aware, only 20 % of the sampled participant said yes to been made aware of the cyber security threat by organisations they work for and finally 15 % said they are don’t know either way. Clearly showing companies could do more to make their employees aware of the cyber threats around them.   

	Yes
	Sometimes
	Not at all 
	I don’t know

	2
	8
	9
	1



Chart Analysis: Regarding training that organisation provide to employees relating to cyber security treats 45% their companies do not provide training relating to cyber threats awareness although 40% did say they have been provided training regarding cyber security threats. Again it is still alarming that only 10% said yes to getting the necessary training that is 2 out 20 participants 5 % said they were not sure. 


	Yes
	Sometimes
	Not at all 
	I don’t know

	7
	5
	3
	5


Chart Analysis: To my surprise that 35% of the participant said they understand the cyber threats that they organisation face, this underlines the importance for companies to help their employees help them reduce the threats of cyber attacks by providing them with regular training. To emphasise this point we’ll see here 20 % said sometime they are aware of the threats they organisations faces, yet leaving room for improvement because 20% said they did not know and 15% said they are not aware.


	Yes
	Sometimes
	Not at all 
	I don’t know

	11
	4
	2
	3



Chart Analysis: Perhaps the most relevant question I found the response very interesting that 55% which more than half of participants said Yes when asked if they would like the organisation they work for to provide training regarding cyber security threats with 20% saying at sometimes they would like to be provided training related to the threats of cyber security making it a total of 70% of employee wanting training by their organisations. Only 10% said not 15 % did not know either way. 
6.0 Discussion:
From the data gathered in studies I can say company are not doing enough to make their employees aware of the threats security yet many those same company would take all of necessary step to avoid be hacked or having they data or documents stolen which make me wonder why not spend a little time every month to just remind all employees of the dangers they might come across relating to cyber treat and how to not recognise dangers emails or websites and taking the correct step to avoid making things worse. In my survey perhaps most intriguing response came from the last question would you like your organisation to provide you training regarding cyber security threats? The overwhelming response was yes at least 70% of the participant said they would welcome training by their organisation.
 Companies should have the sense of urgency given what’s at stake to be motivated to inform employees about the dangers of cyber security before becoming a victim of cybercrime there is saying prevention is better than cure.

7.0 Conclusion
This questionnaire was designed to get a better understanding from the point of view of employees, the risks that companies take by not making their workers aware of the dangers of cyber security threats
The current research forms the basis for a more thorough understanding hereby encouraging further discussions on how company provide basic training to employee regarding the treats of cyber security.






References:
27 Darktrace(2018)’ For Adapting to Cyber Security Threats’. Fast Company pp. 65,223.
Johansen, G. (2017) Digital forensics and incident respond. An intelligent way to respond to attacks. Birmingham. Pack.
Hasan, M. A. (2018). Research Population. [Online] Available at: https://www.academia.edu/5563491/Research_Population ( Accessed:01 May 2019).
Hoe, J., Hoare, Z (2012). ‘Understanding quantitative research’: Part 1. Nursing Standard, pp. 27, 15.
Masue, o.Swai, I. Anasel, M. (2013) ‘The Qualitative-Quantitative Disparities in Social Science Research’: What Does Qualitative Comparative Analysis (QCA) Brings in to Bridge the Gap? Asian Social Science 9(10) DOI: 10.5539/ass.v9n10p211
McCarthy, N. (2019) ‘GDPR Compliance Lowers Breach Incidents: An Interview with Leaders in Privacy and Data’. Value Examiner pp. 24-27.
Woods, E. (2019) ‘The Role of Human Error in Successful Cyber Security Breaches’. https://blog.getusecure.com/post/the-role-of-human-error-in-successful-cyber-security-breaches( Accessed: 01 May 2019).
Do you feel the comapny you work for makes you aware of the dangers of cyber security?	yes	Sometimes	Not at all	I dont know	 	yes	Sometimes	Not at all	I dont know	20	30	40	15	yes	Sometimes	Not at all	I dont know	yes	Sometimes	Not at all	I dont know	
Does your organisation provides you training relating to cyber security threats?	Yes	Sometimes	Not at all	I dont know	Yes	Sometimes	Not at all	I dont know	10	40	45	5	Yes	Sometimes	Not at all	I dont know	Yes	Sometimes	Not at all	I dont know	
Do you understand the cyber threats your organisation faces?	Yes	Sometimes	Not at all	I dont know	Yes	Sometimes	Not at all	I dont know	35	20	15	20	Yes	Sometimes	Not at all	I dont know	Yes	Sometimes	Not at all	I dont know	
Would you like your organisation to provide you training regarding cyber security threat?	Yes	Sometimes	Not at all 	I dont know	Yes	Sometimes	Not at all 	I dont know	55	20	10	15	Yes	Sometimes	Not at all 	I dont know	Yes	Sometimes	Not at all 	I dont know	
