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Executive summary

It was required to find out what has been done with internet of things so far. The outcome of the
research showed the communication methods of loT and an overview of what it is used for and its
potential it has in the coming years. Research was also done on the cloud and how it is used
throughout the internet of things and combining devices.

It was found that the most vital part about internet of things was security and privacy. All devices and
users must all comply to set standards set by the government to prevent the misuse of loT.

The research gave an understanding of the internet of things allowing it to be concluded and it was
then recommended that loT is used more for vulnerable people where devices around a house could
be an indicator for a health issue with the vulnerable person that is being monitored.




Research
The Origins and Driving Forces

McFarlane states that “In 1999, the Auto-ID Centre was founded, which subsequently formed a
unigue partnership between around 100 international companies and 7 of the world’s leading
research Universities” (2015, p. 1) this shows how recent the loT is only having started up 21 years
ago although concepts which include similar ideas have been around before then.

According to McFarlane (2015) the original tests were to change the barcode on food items in a shop
to a digital version using Radio-Frequency |dentification (RFID) tags. Futureoftech states “RFID
technology uses electromagnetic fields to automatically identify and track tags attached to objects,
such as devices, clothing, and pharmaceuticals, or implanted in pets and even people.” (2020). Figure
1 shows the principle of RFID. The reason for RFID being used is so everything could be tracked easily
without human input. It’s also suggested that Professor Sarma’s ( 2017)early experiment with loT was
to get a microwave to sense these RFIDs and communicate it to an online database with foods so the
food would be placed into the microwave and the microwave would automatically know how long to
cook it for at what power.
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Figure 1 RFID principle {parking, 2020)

The concept and development of 10T was driven by companies wanting to save money by getting
machines to do humans jobs and almost keep track of their own maintenance. According to Brother
(2020) This has been achieved as the now produce a printer which monitors its ink levels and can be
setup to self-order ink cartridges when running low to save a human doing it. Figure 2 shows the
timeline of where loT is used over the years. It shows how when internet of things first came about it
was used for very advanced projects and not as common things. Over 20 years it shows the products
it is used on are more basic and closer to end users in the world.
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Figure 2 Timeline of loT (valuewalk, 2020)




Key concepts

The main 2 types of the internet of things are, Industry 4.0 which is the concept of using internet
interfacing to communicate productions on an industrial scale with each other. And CloT which is
consumer internet of things and covers more end user products such as printers, fridges and mobile
devices.

According to internetofthingsagenda (2020) The internet of things is defined as system of assorted
devices and objects that all have unigue identifiers and can communicate data back and forth with
minimal human input. This is just a suggestion of the definition as there is no direct definition of
Internet of things. According to Kulkarni ( 2017) Internet of Things can be defined with Figure 3 as the
internet of things is all about easy access and easy control.

Figure 3 Definition of internet of things (Kulkarni,
2017)

Sap states that “The loT depends on a whole host of technologies —such as application programming
interfaces (APIs) that connect devices to the Internet” (2020). This means that not everything is
directly connected to the internet with its own ip address such as a computer but with something to
bridge the data transfer. Sap (2020) also suggests that Data management tools, the Cloud, Al &
Machine Learning and predictive analytics are key technologies with the internet of things. Figure 4
shows the main technologies with [oT. it helps visualise how interfacing to common devices such as a
mobile phone can control devices which couldn’t be done as easily before. This is the main system of
internet of things as Kulkarni states “The data generated or processed from those smart objects will
ultimately pass through gateways with connectivity to IP-based networks or will otherwise be
incorporated into products that are accessible through Internet” (2017, p. 87)
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Figure 4 The fundamental technology of internet of things (carritech, 2020)




According to Kulkarni { 2017) There are 4 types of communication models with 10T, Device-to-Device,
Device-to-Cloud, Device-to-Gateway and Back-End Data-Sharing. Figure 5 shows the device to device
method. This is for more basic devices that don’t need to stream large data packages. This tends to be
done over protocols like Bluetooth, ZigBee or Z-wave.

[

Light ' Wireless Light
Bulb . Network . Switch
Mdnuﬂf-;;i-uu‘l A Bluetooth, Z-Wave, ZigBee Man_q;;c_l urer B

Figure 5 device to device (Kulkarni, 2017)

Figure 6 shows the device to cloud configuration. This is where a cloud is used to manage data
transfer among devices to prevent traffic. According to Cisco (2020) the cloud can cause delaysin loT
operations even though it's a very powerful tool for it. According to Google (2020) a system like this
could be used in hotel to monitor temperature in rooms and have it transmitted over Wi-Fi with the
heating controls in each room communicating. A tablet could then be used to monitor energy use in
the hotel to specific to rooms to find trends and control the heating before guests arrive.
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Figure 6 Device to Cloud (Kulkarni, 2017)

Kulkarni states “In the device-to-gateway model, or more typically, the device-to-application-layer
gateway (ALG) model, the loT device connects through an ALG service as a conduit to reach a cloud
service” ( 2017) . This means a device is in place used as a jJumping stone between the cloud and
device. This device can have security to prevent items being falsely controlled or to keep information
hidden. cloudofthings (2020) suggests this is the best method of the data transfer as it much safer
and allows simpler devices that can’t have a specific ip to bridge onto the cloud. Mentor (2020}
suggest that this device can communicate with devices over ethernet based protocols, secured Wi-Fi,
Bluetooth and serial data depending on what the device requires. Multiple devices can be connected
to this gateway device. This device can transfer data back and forth with the cloud. Figure 7 shows an
example of the structure of device to gateway, it also gives examples of types of communications

between devices.
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Figure 7 device to gateway (Kulkarni, 2017)

According to Karen Rose (2015) Back end data sharing is an extension of a direct device to cloud but
adds further cloud suppliers so other device data can be shared back and forth for analysis. This
seems to be an open model where devices allow other devices to monitor them for analysis. The
problem with this system is even though its ideal for advancing devices potential with analysis not
every device has compatable data with each other as stated by Thaler “the entire protocol stack
(including the information/data model and RESTful Web APIs) is often not standardized” (2015, p. 9).
Figure 8 shows how data may be transferred between clouds and the device. The device isn't directly
connected to each cloud but it is connected to its own cloud which can communicate with other
clouds. An example of where this system may work well could be on smart gas meters where each
household could broadcast its gas usage and monitor other gas meters in like scenarios to see if a
large quantity of gas is being used which could be flagged as a possible dangerous leak.
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Figure 8 Back end data sharing (Kulkarni, 2017)




Security challenges

Norton (2020) suggest that security is the most important thing when it comes to internet of things
and should be the strongest focus. Norton states “Your connected devices are data collectors. The
personal information collected and stored with these devices — such as your name, age, health data,
location and more — can aid criminals in stealing your identity” (2020) . This means that without
proper systems inplace instead of the internet of things bringing the world together may be the
pathway for modern crimes which is not the image that is wanted. If the public don’t trust the
Internet of things it can never reach its potential.

According to Thaler (2015) when systems are designed for the internet of things they end up being
used in ways that they were not designed for in a negative way. He goes on to highlight how
important it is for the designer of a system to consider every possible way the system could be used
and prevent it to essentially make it bulletproof from misuse. Smart objects are the most likely to be
misused. The problem is that a device is unknown of its righteousness until it is connected to the
network, cloud and all the other devices connected toit. Thaler sates “Typically, bootstrapping trust
involves giving the device the credentials it needs to operate within a larger network of devices or
services” (2015, p. 15) . This means the security of the system has to be very strong to stop devices
corrupting the whole system. The system has to be good enough that a foul smart object can be
connected to the open network of devices and even with all its potential cannot affect the system
badly.

According to Thaler (2015) the security attacks can be done physically using loop holes in the system
that haven’t been covered. This may be down to performing certain actions with precise timing or
powering the device to get over security barriers. He goes on to talk about data security where like
devices shouldn’t have the same security keys when communicating across the secure network as if
one gets jeopardised then all are at risk of attack.

It's believed all the security challenges associated with connecting all the smart devices around the
world have already been discovered and methods put in place to stop them. Although that being said
there is never a fully bulletproof system as everything has a weakness and will be discovered in time
and have to be fixed when it is found.

The government has produced a guide in which all parties involved in loT must adhere to. Goverment
states “This Code of Practice is not a silver bullet for solving all security challenges. Only by shifting to
a security mindset and investing in a secure development lifecycle can an organisation succeed at
creating secure loT.” (2018, p. 2). This means that following the government guidelines on loT will
help reduce security issues but not necessarily defeat them.




Privacy challenges

According to H.Weber (2010) privacy is important in loT as people’s personal data can be at risk and
needs to be protected. Some systems may include GPS trackers on devices which for example could
detect if a person was going home and turn the heating on ready for you. If this link was compromised
somebody could gain access to the GPS location and detect the person was not home and leave it
vulnerable to robbery. The same goes for CCTV being linked to mobile devices over the internet.

Other privacy issues are less extreme but stillimportant issue with 1oT. A good example of this is
personal information that may be stored. If 10T is used on devices like home gym equipment and
mobile devices tracking activity along with devices listening to conversation. It can result in picking up
on key words spoken and could lead to this information being used badly, such as third parties trying
to aim specific advertising to the user which the user may be unaware of and might not agree to.

Thaler states “Users and impacted parties must be put in a position to understand what items of
personal data concerning them are collected and stored, as well for what purposes they are sought.”
(2015, p. 17) . This means companies using loT must make it clear to users of what information is kept
about them and what it is used for to ensure the user is happy with it. The data stored on someone
should be dynamic and relevant for the task that is required. Unnecessary data should not be kept
and only the required amount kept on parts that are needed.




Consumer choice

The consumer has a great impact when it comes to designing a smart device as it needs to be easy to
use, useful and innovative for the consumer. If it lacks in these 3 areas then it may not be used and a
competitor may triumph. A big part of the consumer choice is making the system unigue to itself and
make it difficult for other products from a competitor to communicate with the designed product. An
example of this would be if all the kitchen appliances would communicate with each other, then it
should be done in away they will only communicate with the products from its specific manufacture.
If a person buys a product from another manufacture it will not communicate with all the other
appliances hence forcing the consumer to buy more products from the original manufacture.

The consumer will more than likely choose the systems that are easiest to use with the most
technology and that should always be kept in mind when designing a product. Nobody wants to read
a manual on a system that is meant to make processes quicker. This means the system should be self-
explanatory in its functions and allow ease of use when a person who has never used such a product
has their first use.




Conclusions and recommendations

The research shows how big the internet of things is becoming and how necessary it is that it grows. It
shows how it is saving companies money through replacing humans in data analysis and transferring
information on systems. It is shown that on an industry level it is used widely to speed processes up
on production lines. A part could be made for a car in a factory in wales and when the part passes its
test on its machine it gets assigned to a car on the production line in England. This makes all parts
traceable to individual operators on production lines if in a situation of a complaint. This is ideal for
industries as quality of products can be increased giving extra training to necessary parts of the
company.

On a consumer level loT is massive in luxury and time saving in everyday life. It proves to make
peoples life’s easier where most smart devices can be controlled off a mobile device with data being
sent back and forth. Security is continually being looked at and improved on these systems making
end users feeling confident in their smart devices which throughout the research has proved to be the
centre of loT. it was found that where companies fail in loT development is putting technology in the
centre of development working on creating amazing function from this concept but failing to have the
fundamental security workings to back this technology up. These systems then get abandoned by
users as they are deemed unsafe to use as they put user’s personal data at risk. It was found that the
government has released a guide that must be followed by everyone that creates devices and Users
for loT.

The types of communication technigues between devices highlighted how important the cloud is
when it comes to |oT as it massively helps crossing paths in data transfers between devices that
wouldn’t usually be able to share data and how useful it is for data analysis and comparison with like
devices. It also made apparent that not all devices need to be able to connect directly to the web,
actually less advanced devises just need basic technology to communicate to a hub which can
broadcast multiple devices to the internet allowing simpler devices accessing the advanced loT. It was
found that devices and systems are created in a way that reduce cross communication between
manufactures to encourage users to purchase all products from one manufacture.

To make arecommendation where internet of things could be used better are in places where
vulnerable people live. A system could be used where all appliances in the persons house could be
monitored things such as kettles, toasters, television, lights, gas and water usage. The system would
have alog in from a mobile device which could be a carer or close relative to the vulnerable person.
Over a number of weeks routines could be analysed for example what time the kettle is turned on in
the morning, what time the lights get turned on at night or even if some days there is a very small
utility usage. Alarms could be sent to the carers mobile device if anything starts to become out of
routine as the vulnerable person might be in danger and can’t call for help. This could also reduce the
number of carers needed as monitoring could improve the usage of carers.
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There was very good evidence of further reading and
research from credible and reliable sources. Your
interpretation and understanding of the additional
research was good and demonstrated a very good
underlying appreciation of the subject. Your
references were appropriate to the task and applied
with few errors or inconsistencies. Your reference list
was of an appropriate length for this assignment.
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The knowledge and understanding of the subject
demonstrated by this assignment was reasonably
extensive. There were very few gaps in your
knowledge of the basic principles and your
understanding of the higher level concepts was
demonstrated to a limited degree. You have
demonstrated some critical understanding of the
main concepts and expanded your knowledge
beyond that contained in the course notes, however
your explanations need to be more detailed and
written with a greater emphasis on critical evaluation
rather than description.

ANALYSIS
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often descriptive. You have however demonstrated
good analytical skills and your approach to the task
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understanding of the topic.
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efficient with your word count. The report was very
well presented, with excellent diagrams in
appropriate places, good sentence/paragraph
structure and clear calculations.
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