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Team Roles

Hasan’s Contributions:
· Creating Scripts
· Scripting playbooks through Ansible
· Scripting Bat File Executable
· Conducting Research
· Script Testing

Ben’s Contributions:
· Script Testing
· Planning (e.g. Network Topology)
· Conducting Research
· Implementing CI/CD
· Creating a Gantt Chart

Communication

We made use of Microsoft Teams to communicate with each other remotely to discuss advancements, changes, challenges, etc. As well as meeting up in person to test and discuss the functionality of the scripts and network. 
Network Programmability Project_GRP | Microsoft Teams
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We initially met up and brainstormed ideas for the project into a word document. This was later organised and planned in the form of a Gantt Chart. This was to enable us to have clear objectives and clear deadlines to ensure that the project was kept on track. 
[image: ]
We started by deciding on a very basic network topology consisting of two end devices (PC’s) both connected to a singular router. This allowed us to keep the network as simple as possible so that we could focus on automation. 
The end goal of our project was to create and implement a set of scripts that would be capable of assisting with network maintenance via automation. 
We started with 5 main goals:
· Form a team and make a GitHub repository
· Create a set of Ansible scripts to aid network troubleshooting, maintenance, and configuration
· Create a program that would act as a simple user interface
· Create and implement CI/CD systems
· Test our scripts and begin troubleshooting to allow us to enhance and refine them
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We made use of GitHub as the service to host our program. Furthermore, we decided to help simplify the process by using the GitHub desktop app rather than Git commands whilst using the system. Additionally, we used GitHub actions to implement CI/CD. 

https://github.com/HSivas/TeamBHproject
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Development 
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The screenshots are taken from the automation side the of programming. Above are from Ansible playbook scripts that execute scripts on a connected device via SSH. As well as scripts that are able to ping all devices, dump router info into a CSV, back up the current running router config, and display the ARP and routing devices.
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The screenshots above are of the BAT scripting that we utilised to create a ‘main’ file which allowed for our various Ansible scripts to  be conveniently executed. The screenshot on the right is of our script menu which acts as a user interface to offer the various automation functions. 


Testing  
[image: A screen shot of a computer

Description automatically generated]
First testing of the testConnection_ping script, January 6th

[image: A black background with colorful text
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[image: A screenshot of a computer

Description automatically generated]
Testing of configure_router_backup script, resulting a successful output, January 8th

[image: A computer screen shot of a black screen

Description automatically generated]Testing of the first version fo the showarp_info script, January 8th

We conducted our testing together in person at the lab. This is where we set up our simple networking topology. This gave us the ability to troubleshoot and identify problems with our scripts which we may not have identified otherwise. Once finding these problems we ensured that they were resolved and working as intended. 
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Due to the nature of this program, it offers high flexibility to the potential of adding and implementing further improvements whilst still being able to fit for its intended purpose. These further improvements may include:
· Making the main menu more convenient to update by indexing Ansible scripts and automatically adding them to a list that the user can choose from.
· Testing the scripts using more complex and much larger networks to improve its functionality in real-life scenarios.
· Create the chance for the user to automate tasks to run at allocated times for more robust surveillance. 
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assignment1PresentationV4.pptx
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[1]“Ansible playbooks — Ansible Community Documentation,” Ansible.com, 2025. https://docs.ansible.com/projects/ansible/latest/playbook_guide/playbooks_intro.html
[2] GeeksforGeeks, “How to Use Ansible Ping to Test Connectivity?,” GeeksforGeeks, May 21, 2024. https://www.geeksforgeeks.org/devops/how-to-use-ansible-ping-to-test-connectivity/ (accessed Jan. 18, 2026).
‌[3] “Ansible Product Showcase,” Spacelift, 2024. https://spacelift.io/blog/ansible-ping-module
‌[4] “Network Test Automation with Ansible | Jason Edelman’s Blog,” Jedelman.com, 2026. https://jedelman.com/home/network-test-automation-with-ansible/ (accessed Jan. 18, 2026).
‌[5] “GitHub Actions vs Jenkins (2025): Which CI/CD tool is right for you? | Blog — Northflank,” Northflank — Deploy any project in seconds, in our cloud or yours., 2025. https://northflank.com/blog/github-actions-vs-jenkins



Resource Links:

GitHub Repository - https://github.com/HSivas/TeamBHproject
Microsoft Team Group - Network Programmability Project_GRP | Microsoft Teams
Presentation used in Demonstration - assignment1PresentationV4.pptx
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Network Automation Gantt Chart

Tasks Start Date End Date Days Status
Allocated
Planning

1_| Greate and design network topology 05/01/2026 05/01/2026 1

2 | Decide what devices will be used 05/01/2026 05/01/2026 1
(Physical/Virtual)

3| Decide what tools will be used for 05/01/2026 05/01/2026 1
automation

4| Planwhat actions and configurations will be | 05/01/2026 05/01/2026 1
automated

5 | Setobjectives for resources and 05/01/2026 05/01/2026 1
implementation

Resources &Implementation

6 | Create a GitHub repository 06/01/2026 06/01/2026 1

7 | Create physical network based on topology | 07/01/2026 07/01/2026 1
(including cabling, addressing, credentials,
configurations)

8 | Create and testautomation scripts onthe | 08/01/2026 12/01/2026 5
physical router.

9 | Create amenu for choice of automation 13/01/2026 13/01/2026 1
action

10 | Implement CI/CD deployment, testing 14/01/2026 17/01/2026 a
frameworks and potentially error handliny

Review

11| Create a list of potential, future 18/01/2026 18/01/2026 1
enhancements that could be made to the
network

12 | Rate the participation of team members (1-5) | 18/01/2026 18/01/2026 1

13 | Create a PowerPoint presentation to 18/01/2026 19/01/2026 2
demonstrate the project

14| Write a response to the Q&A after 20/01/2026 22/01/2026 3

demonstration & Personal Reflection
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- nane: Generate Cisco device inventory report
hosts: routers

gather_facts: no

tasks:
4 Gather facts from the Cisco 105 device
- name: Gather device facts
cisco. dos.10s_facts: #default ansible module

register: ios_facts

# Create the CSV file header (runs only once)
- name: Create Csv header

copy
dest: "./device_inventory.csv" # dest defines the file path on the system where the csv is made

"hostnane, ip_address, model, serial, ios_version\n® #CSV's coluns

content
delegate_to: localhost
run_once: true

# Append device information to the CSV file
- name: Add device info to CSV.
Lineinfile:

path: "./device_inventory.csv® # line defines the CSV row that will be appended, because the inventory uses IP addresses as hostnanes inventory_hostname
"{{ inventory_hostnane }},{{ inventory_hostname }},{{ ios_facts.ansible facts.ansible net_model }},{{ ios_facts.ansible facts.ansible net_serialnum }},{{

Lin
insertafter: EOF # insertafter:
delegate_to: localhost

EOF ensures the line is added at the end of the file

is bo
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rs > hSiva > Desktop > BHPProject > TeamBHproject > script > ! configure_router_backup2.yaml
- name: Backup Cisco IOS running configuration and health check #program that should backup and save the current running conf
hosts: routers
gather_facts: no

tasks:
- name: Backup running-config #backs up the current running config into the /backup subfolder
cisco.ios.ios_config:
backup: true
backup_options:
filename: "{{ inventory_hostname }}-running-config.cfg" #{{ inventory_hostname }} - magic variable that gets the re
dir_path: "./backup”

- name: Show IP interfaces
cisco.ios.ios_command:
commands :
- show ip interface brief
register: ipint

- name: Display IP interface output
debug:
var: ipint.stdout_lines #Outputs a log show ip int br

- name: Fail if any interface is down/down #goes down the log looking for a port thats down /down and stops the execeutic
fail:
msg: "At least 1 interface is down/down at... {{ inventory_hostname }}"
when: >
ipint.stdout[@] is search("down\\s+down")

- name: Save running-config to startup-config #saves the current running-config to startup config
cisco.ios.ios_config:
save_when: modified
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Users 2 holva 2 Desktop 2 bHFFroject 2 leambHproject 2 script » . password_securityentorcer.yami
v - name: Enforce password policy on routers
hosts: routers
gather_facts: no

v | tasks:
v - name: Ensure passwords are encrypted
# Encrypts all plaintext passwords in the configuration
v cisco.ios.ios_config:
v lines:
- service password-encryption
v - name: Enforce minimum password length
# Requires all new passwords to meet minimum length requirements
v cisco.ios.ios_config:
v lines:
- security passwords min-length 10
v - name: Enforce strong password policy

# Enables password complexity rules (uppercase, lowercase, numbers, symbols)
#note, may not work on older ios devices!!
v cisco.ios.ios_config:
v lines:
- security passwords strength-check

v - name: Ensure enable secret is configured

# Ensures secure privileged EXEC access using encrypted enable secret
v cisco.ios.ios_config:
v lines:

- enable secret ciscol23
match: exact

v - name: Enforce secure VTY authentication
# Enforces login authentication and prevents insecure access
v cisco.ios.ios_config:
parents: line vty 0 4
v lines:

- login local
- transport input ssh
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‘main.bat (]

16

@echo off

title Network Scripts Menu

cls
echo

echo Team BH - Netuork Scripts Menu

echo
echo.
echo 1. Regular Backup

echo 2. safe backup (only runs if nothing is down/down)

echo 3. Generate device
echo 4. ping test

info CSV

echo 5. router arp and routing check
echo 6. load sample config
echo 7. auto config router

echo 8. Exit
echo.
set /) elect an
if goto
if goto
if goto
if goto
if goto
if goto
if goto
if goto
echo Invalid choice
pause
goto menu
:backup
wsl ansible-playbook -1
pause
goto menu
:backup2
wsl ansible-playbook -i
pause
goto menu

nventory
wsl ansible-playbook -i
pause
goto menu

ingtest

-

option (1-6):

backup
backup2
inventory.
pingtest
arproutert:

est

loadsampleconfig.

autoconfig
goodbye

inventory.

inventory.

inventory.

ini

configure_router_backup.yanl

configure_router_backup2.yaml

dumpdevice_Info.yanl

B
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Team BH - Network Scripts Menu
SRRk =Rk =Rk =k =k =k =k =k =k=k=—k=%k=

1. Regular Backup
2. safe backup (only runs if nothing is down/down)
. Generate device info CSV
. ping test
. router arp and routing check
. load sample config
. auto config router
. Exit

oo EwWw

Select an option (1-6):
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~ column 7

“Task failed: Failed to connect to the host via ssh: ssh: conne
true}

Fatal: [pc2]: UNREACHABLE! => {"changed”: false,
' to host 192.168.1.3 port 22: No route to host”,

ASK [DebUg ping mesULt] *F s s s s s s R R R R R R R RS SS R SSS

k: [192.168.1.1] => {
“ping_result”: {
attempts™: 1,
changed”: false,
"deprecations”

{

ansible.builtin”

"collection_name:
“deprecator™: {

resolved_name”: “ansible.builtin”,
null

aramiko connection plugin is deprecated.”,
21

false,

ping pong”,

warnings” :

nsible-pylibssh not installed, falling back to paramiko

1
i
]
T
192.168.1.1 o changed=6  unreachabl faile skipped=6  rescue ignore
c1 o changed=6  unreachabl faile skipped=6  rescue ignore
c2 : ok-6  changed=6  unreachable-1  failed-6  skipped-6  rescued-6  ignored=6

I5er1@SC-10205-15: /mnt/c/Users/52421662/Documents/Gi tHub/TeamBHproject/script$ o
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Microsoft Windows [Version 16..19045.6691]
(c) Microsoft Corporation. All rights reserved

:\Users\52421062\Documents\GitHub\ TeamBHproject\scriptsusl ansible-playbook -i inventory.ini configure_router_backup.yaml

PLAY [Backup CisCo TOS rUnming comfiguration] &sss s s s smi s s s s s S 3SR B 8B S S eSS n

TASK [BACKUP MUMMING-COMFLg] =% s e s s s s s s s 88 K 88 B 8K 8 R 8 S S S B s m s m s LS TE ] e ibl e pylihesh not inetalled, alling back to paramiko

[WARNING] : Deprecation warnings can be disabled by setting "deprecation warnings-False’ in ansible.cfg.

[DEPRECATION WARNING]: The paramiko connection plugin is deprecated. This feature will be removed from ansible-core version 2.21
[DEPRECATION WARNING]: Passing “warnings™ to "exit_json® or
ok: [192.168.1.1]

TASK [Save rUMNing-CONFig to STArtup-config] Fsswesssmes smmes suu s ss s ss s s s s s 8 SRS S E S e S w e s e s e s o n hanged: [192.168.1.1]

PLAY RECAP %% %% 5sisssssss a st sa d s K d A KL K KL K KL E L LA E AR AR R AR RRARINR10) 168,11

:\Users\s2421062\Documents\GitHub\TeanBHproject\script>.

: ok=2

changed-1

il_json® is deprecated. This feature will be removed from ansible-core version 2.23. Use “AnsibleModule.warn™ instead

unreachable=o

failed-6

skipped-8

rescued=6

ignored-e
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e View

This PC > Documents > GitHub > TeamBHproject » script > backup

\ Neme Date modified Tpe Size

) 192.168.1.1-running-config 08/01/2026 1527 Configuration Sou.. 5KE
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Select an option (1-5): 4

PLAY [Troubleshooting - ARP table & RoUting table] &swesssms s smms s suus s su s s s s S S8 H R S B£8R S SR En 0
TASK [Check ARP fable] ®*Fsssesssme s ssmes ss s s s s s s s K 8K 8RR 8RS H R S H RS S Rw B s m s m s mn LS TE ] are bl e py ] ihesh not inetalled, falling back to paramiko
[WARNING] : Deprecation warnings can be disabled by setting "deprecation warnings-False’ in ansible.cfg.

[DEPRECATION WARNING]: The paramiko connection plugin is deprecated. This feature will be removed from ansible-core version 2.21.

[DEPRECATION WARNING]: Passing “warnings™ to “exit_json' or “fail_json® is deprecated. This feature will be removed from ansible-core version 2.23. Use “AnsibleModule.warn® instead.

ok: [192.168.1.1]

TASK [Display ARP fable] s s s s s s s s 8 B BB RESR eSS SRRl (100 16811 > [

"arp_table. stdout_lines": [

[
"protocol Address Age (min) Hardware Addr  Type Interface”,
“Internet 192.168.1.1 - e438.7e91.66b8 ARPA  GigabitEtherneto/e/e",
“Internet 192.168.1.3 @ 18d6.C702.be8e ARPA  GigabitEthernete/6/e”,
Internet 192.168.16.1 - ed438.7e91.66b1 ARPA  GigabitEtherneto/e/1",
“Internet 192.168.16.2 4 18d6.c762.aeba ARPA  GigabitEthernete/e/1"

1

}

TASK [Check CONNECted FoUtes] s s s s s s s s s 8 BB B S BES s e s e s w100 1681 .1]

TASK [Display routing fable] ®Fssses s s ss s s s S8 HERBB SRR SRESRER eSS R Rl (100 1681 1] > [
“routes. stdout_lines": [

[
"Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP",
D - ETGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area ",
- N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2,
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP",
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA",
- i - IS-TS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-TS level-2",
ia - IS-TS inter area, * - candidate default, U - per-user static route”,
H - NHRP, G - NHRP registered, g - NHRP registration summary”,
- 0 - ODR, P - periodic downloaded static route, 1 - LISP",
a - application route”,
+ - replicated route, % - next hop override, p - overrides from PfR",
- & - replicated local route overrides by connected”,
ateway of last resort is not set”,
192.168.1.6/24 is variably subnetted, 2 subnets, 2 masks”,
192.168.1.6/24 is directly connected, GigabitEthernete/e/e",
192.168.1.1/32 is directly connected, GigabitEthernete/e/e",
192.168.16.8/24 is variably subnetted, 2 subnets, 2 masks”,
192.168.16.8/24 is directly connected, GigabitEthernet6/e/1",
"L 192.168.16.1/32 is directly connected, GigabitEthernete/e/1"
1

}

PLAY RECAP %% X% Xsssssssss st sa a s K a KL R KL KL LA AR AR AR AR RRARRRR10) 168,11

changed=6  unreachable-6  failed~

skipped=e  rescued=6  ignored=

Press any key to continue . . .

Activate Windows
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Team BH - Network
Automation Project

Hasan Sivas & Ben Jones
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Team Formation

» Team roles:

> Hasan - scripting playbooks, scripting bat
file executable, research

> Ben - testing, planning, research, CI/CD,
Gantt chart

» Communication was over MS Teams and
in person

Network Programmability Project, GRF | Microso;
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Project Design

The overall end goal of our proj
produce a set of scripts that could asst

hy network maintenance. We had 5 main

~form a team and make a GitHub repo-

- -make a set of ansible scripts to aid ne

= = troubleshooting, maintenance and cont

-make a program to act a user interfa
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Resources

Github was used as the service to hoSHONS
program

In.order. to simplify the process we opted

ANSIBLE to use the GitHub desktop app rather thail
git commands

We also decided to implement our GI/CD
using GitHub Actions

GitHub

https:/ /github.com/ HSivas/ TeamBHproject’
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Development

» 2" main area of programming

» Bat scripting utilised to make a ‘main’ file al
the various ansible scripts to be conveniently

Regular Backup
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Generate devis
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Conducted in person at the lab

Used a very simple topology of
1 router and two connected
computers

Allowed us to identify
problems with the script that
went under the radar and
begin to fix them

Testing
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Future Goals

» The program’s versatility means that a lot can be added to further improve it
whilst still fitting the original intended purpose

> Eg.

» Making the main menu more convenient to update by indexing ansible scripts
and automatically adding them to a list the user can choose from

» Test the scripts using more complicated and much larger networks to better
represent real life scenarios

» Allow the user to automate tasks to run at specific times for more robust
surveilence.




