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I. INTRODUCTION
Governance frameworks assist organisations and businesses in implementing best practises in their respective sectors. They promote the adoption of proven techniques, aid in accordance with all relevant standards, and can help decrease risk and operational costs. ITIL (Information Technology Infrastructure Library), ISO 27001 (International Standards Organization), and COBIT (Control Objectives for Information and Related Technology) are the most broadly recognised and widely utilised governance frameworks worldwide. All three frameworks provide a combination of guidance, advice, and practical instruments. Each has its own focus, although they may be utilised in unison. However, for several reasons, each framework may not always be suitable with the architecture of all organisations. This report aims to critique, analyse, compare the three frameworks, and discusses why it is good practice to constantly have new or updated regulations and standards. Part 2 of this report uses the research gathered in part 1 to help design a security approach to meet the needs of a Caribbean coffee company named CoffeeBlue. 
II. PART 1 – A COMPARISON OF ISO 27000, ITIL AND COBIT
A. [bookmark: _Toc92036697]ISO/IEC 27000
ISO/IEC 27000 is a family of standards published and developed by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC) [1] which aims to provide best practises for the implementing, maintaining, and managing the Information Security Management System (ISMS). The standards seek to create best practises in several elements of information security management, with a heavy emphasis on continual improvement and mitigation of risks. 
The series is made up of 46 specific standards, including ISO 27000, which serves as an introduction to the family while also defining essential terms and concepts. 
ISO 27001 is the mainstay of the series and lays out the requirements that can be used to audit an organization's ISMS (Information Security Management System) [2]. If a company wants to certify its Information Security Management System (ISMS), it must meet all the ISO 27001 standards. ISO 27001 helps enterprises to show that they satisfy information security regulatory standards and that the business is dedicated to protecting sensitive and confidential data. 
ISO 27002 focuses on examples, principles, and a code of conduct for individuals within a company. It specifies a set of best practises for ISMS implementation via 114 controls organised into 14 domains and 35 control objectives. Since ISO 27002 isn't a management system standard, companies cannot get certified against it. 
Figure 1 provides a short description of each of the main ISO standards, grouped into standard types. 
[image: Graphical user interface, text, table

Description automatically generated][3]
[bookmark: _Ref87266259][bookmark: _Toc92046261]Figure 1: ISMS Family of Standards Relationships

1) Advantages of ISO 27000
a) Helps prevent hefty fines and loss of reputation
The Information Commissioner's Office (ICO) in the United Kingdom can now issue fines of up to 4% of a company's annual revenue, or €20 million (whichever is larger), for the most serious data violations under the EU's General Data Protection Regulation (GDPR) [4]. 
The influence on the reputation of businesses that receive negative press due to penalties or even warning notices should be carefully considered as it will have a long-term detrimental impact on the profit margins of the company. ISO 27001 allows businesses to avoid the severe fines that come with non-compliance with data protection regulations, as well as the financial losses that come with data breaches. 
b) Improved Processes and Strategies
ISO 27001 prioritises cyber strategy in its certification. Qualified auditors work to reduce security breaches by addressing business risks. They will establish data security responsibilities throughout the business's team by mapping out goals and objectives in an actionable method. The certification procedure will also assist businesses in developing documentation that can be used as a reference and updated over time.
2) [bookmark: _Toc92036699]Disadvantages of ISO 27000
a) Personal opposition
During the implementation and maintenance phases, some individuals may believe it is a waste of time and resources [5].

[bookmark: _Toc92036700]

B. ITIL
ITIL is a governance framework which was developed in the 1980s by the CCTA (Central Computer and Telecommunications Agency) and has been owned by AXELOS, a partnership between Capita and the UK Cabinet Office, since 2013 [6]. It is a set of detailed processes and functions for selecting, planning, delivering, and maintaining IT as a service and improving IT service levels and support to meet business needs. One of ITIL's primary aims is to guarantee that IT services correspond with business objectives, even when those objectives change [7].
1) [bookmark: _Toc92036701]ITIL Versions
Figure 2 shows a timeline for each ITIL version. 
[image: The Spectacular History of ITIL - Abhinav PMP]
[bookmark: _Ref87268056][bookmark: _Toc92046262]Figure 2: Timeline of ITIL Versions [8]
2) [bookmark: _Toc92036702]ITIL Management Practices
ITIL V3 is built around 26 processes which fall within five service lifecycle stages, shown in Figure 3, that describe the ITSM (IT service management) stage. 
[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Ref91770074][bookmark: _Toc92046263]Figure 3: ITIL V3 Processes [9]
Each of the five stages is dedicated to a different aspect of the service lifecycle [10]:
· ITIL Service Strategy – comprehends company goals and customer requirements.
· ITIL Service Design – transforms the service strategy into a plan for achieving the company's goals.
· ITIL Service Transition – generates and enhances capabilities for bringing supported environments new services.
· ITIL Service Operation – is responsible for the management of services in supported environments.
· ITIL Continual Service Improvement – makes small-scale and large-scale improvements to services.
ITIL 4 on the other hand, is made up of 34 practices that relate to what you can do with the correct resources.
In contrast to ITIL v3 processes, which were solely focused on managing IT services, ITIL 4 management practises are broader in scope and incorporate data management, technology, and culture as well. The ITIL 4 practices were developed in response to the fact that today's enterprises are increasingly diversified and dynamic. ITIL 4 practices are:
· General management practices
· Service management practices
· Technical management practices
The table in Figure 4 highlights the ITIL 4 practices. 
[image: ITIL 4: Why are Practices better than Processes? - Freshservice Thoughts]
[bookmark: _Ref87268301][bookmark: _Toc92046264]Figure 4: ITIL 4 Practices [11]

3) [bookmark: _Toc92036703]ITIL Certification Levels
ITIL certification usually consists of a set of qualifications designed to equip an individual with a grasp of various ITIL best practises to varying degrees of detail and depth of knowledge.
ITIL 4 has 4 certification levels. 
· ITIL Foundation
· ITIL Managing Professional
· ITIL Strategic Leader
· ITIL Master
Information about the ITIL 4 certification scheme is shown in Figure 5. 
[image: ITIL 4 Certification Scheme]
[bookmark: _Ref87268800][bookmark: _Toc92046265]Figure 5: ITIL 4 Certification Scheme [12]

4) [bookmark: _Toc92036704]Advantages of ITIL
A. Service quality 
ITIL offers protocols for managing business relationships and service levels, as well as the ability to effectively manage customer expectations by guaranteeing that IT services are highly accessible. 
B. Stronger alignment between IT and the business. 
[bookmark: _Toc92036706]ITIL brings together business and IT. Most of the time, IT is solely concerned with resolving technical difficulties, but with ITIL, this is no longer the case. ITIL guarantees that IT and business problems are intertwined, fostering greater communication and a deeper commitment to service.

C. COBIT
First released in 1996, COBIT is a governance framework developed by the ISACA (Information Systems Audit and Control Association & Foundation) to ensure risk management and regulatory compliance [13]. It aids businesses in developing, monitoring, and implementing information management and governance. 
COBIT is an open system which provides inspectors, chiefs, and clients a wide variety of measures, markers, and best practises to assist them in utilising IT in the best way possible [14]. These are based on the idea that IT is essential for overseeing exchanges, data, and information to be beneficial. It provides top management with authoritative structures and procedures that ensure the organization's IT continues to broaden the organization's methodologies and goals. 
[image: COBIT Framework]
[bookmark: _Toc92046266]Figure 6: Five Core Components of COBIT [15]

1) [bookmark: _Toc92036707]COBIT Principles
COBIT is comprised of five basic principles that guide IT governance and management within a business. The principles are shown in Figure 6. 
[image: ISACA COBIT5 Fundermentals: COBIT 5 KEY PRINCIPLES]
[bookmark: _Ref87268967][bookmark: _Toc92046267]Figure 7: COBIT 5 Principles [16]
Organizations use seven enablers to support the five principles of COBIT, shown in Figure 7.
[image: COBIT. Information! | by Ahmad Fawwaz Zuhdi | Medium]
Figure 8: COBIT Seven Enablers [14]


2) Advantages of COBIT
a) Productivity and efficiency.
COBIT is built on universally recognised concepts for increasing IT efficiency and effectiveness [17]. This means the same tools and approaches may be used to process delivery and improve systems across sectors and organisations of all sizes. This enables an organisation to develop and diversify its services while remaining confident that the same COBIT tools and concepts will apply to its operations as it grows and expands.
b) IT is aligned with company goals.
COBIT is intended to guarantee that an organization's IT is in line with its business goals. Since this is not an easy procedure, COBIT 5 allows businesses to incorporate IT goals into wider business goals. COBIT practitioners' responsibility is to guarantee that IT investments support business goals by building controls and tools that IT management can readily utilise. They also assist organisations in filling gaps in the application of IT to meet business objectives. The most recent COBIT training is intended to prepare professionals to fulfil enterprise performance goals by maximising the value of information systems. 
3) [bookmark: _Toc92036709]Disadvantages of COBIT
According to several experts [18], the main disadvantage of COBIT is that it takes a significant degree of expertise to comprehend its structure before it can be used as a tool to assist IT governance. According to the Global Status Report on the Governance of Enterprise It (Geit)—2011 [19], the use of COBIT has fallen from 14 percent in 2008 to 12.9 percent in 2010. This pattern supports the claim that COBIT is not as simple to implement as was previously assumed. 

4) [bookmark: _Toc92036710]Comparison of COBIT, ITIL and ISO 27000
While the goal of ISO 20000 is to ensure that information technology services are provided at a specific level of service, continuity, quality, speed, and cost, COBIT prioritises the business requirements and nature of the organisation and prefers to shape IT needs appropriately. The ISO 20000 standards are based on industry best practises in IT. COBIT, on the other hand, explains how IT will be utilised to achieve business objectives. COBIT is often favoured by organisations that have moved all their processes to an IT environment and whose business operations rely on data security.
While ISO 27001 standards analyse the supporting principles, procedures, processes, improvements, and requirements required for effective and successful ISMS in depth across all topics, ITIL does not in such depth.
COBIT practices are often adopted with funds from the auditing budget, whereas ITIL and ISO 27001 practises are typically implemented with funds from the IT budget. As a result, management policy will often determine which standard will be prioritised.
ITIL practices are significantly easier to adopt than COBIT and ISO 27001 procedures because they may be implemented individually at various periods, whereas partial implementations of COBIT and ISO standards are complex.
D. Why It Is Good Practice to Constantly Have New or Updated Regulations and Standards.
Regulations are in place to assist businesses in improving their information security strategy by offering recommendations and best practises based on the industry and kind of data maintained. Non-compliance with these standards can result in significant fines or, worse, data breaches. If policies are not constantly updated, they may fail to comply with new laws and regulations. 

III. [bookmark: _Toc92036711]DESIGNING AN APPROACH TO MEET THE NEEDS OF THE COMPANY COFFEEBLUE
A. [bookmark: _Toc92036712]Compliance (Laws and Ethics) 
In terms of IT governance, CoffeeBlue must foster an ethical compliance culture in order to accomplish successful IT governance. This is beneficial for avoiding and identifying behaviour that may jeopardise IT governance objectives, especially the alignment of business and IT goals. As a result, this aspect is critical in reaching the CoffeeBlue’s capital goals of effective IT governance. 
To achieve an effective compliance ethic or culture, CoffeeBlue must establish a code of conduct, adopt and implement (at least partially) a comprehensive compliance framework, provide adequate ethical training for employees, and provide a reporting mechanism. 
1) [bookmark: _Toc92036713]COBIT and ISO 17799
COBIT 5 will enable CoffeeBlue to match many existing controls with other standards and regulatory compliance needs. Implementing COBIT with ISO 27001 will allow CoffeeBlue to meet the GDPR's and other data protection regimes' privacy and information security requirements, as well as demonstrate that organisation has management arrangements in place for "appropriate technical and organisational measures" to protect the personal data processed and uphold data subjects' rights, in accordance with the Regulation's accountability principle [20]. 
The use of COBIT 5 alongside ISO will help establish and measure IT control effectiveness. 
COBIT 5 offers five maturity models to assist CoffeeBlue in determining where they are on the path to total compliance, shown in Figure 8. 
[image: Graphic representation of maturity model (COBIT 4.1 pp. 18). | Download  Scientific Diagram]
[bookmark: _Ref91953117][bookmark: _Toc92046268]Figure 8: Graphical representation of the COBIT 5 maturity model [21]
B. [bookmark: _Toc92036714]IT Governance
IT governance is an essential component of a company's framework. This framework comprises of the leadership, organisational structures, and procedures that guarantee that CoffeeBlue's IT supports the company's business strategy and goals. 
Failure to adopt IT Governance can result in the deployment of ineffective and inefficient technologies, increasing the risk of security and control over technology, lowering the integrity and dependability of information management and finance, and increasing the audit risks.
There are five key areas to look at when implementing IT governance [22], as shown in Figure 8. 
[image: IT Governance focus areas (IT Governance Institute, 2007a) | Download  Scientific Diagram]
[bookmark: _Ref89951080][bookmark: _Toc92046269]Figure 9: 5 Focus Areas in IT Governance [23]
The IT Governance focus areas are essential in addressing IT Governance management across CoffeeBlue. This is required by operational management in order to organise and modify ongoing procedures for the purpose of the company's IT continuity.

1) COBIT
COBIT has gained widespread recognition and acceptance as a tool for IT governance. The COBIT 5 Guide specifies common guidelines for each focus area. 
COBIT 5 defines 37 processes that are organised into five areas. One domain for governance (EDM) and four domains for management (PBRM) [24].
· EDM (Evaluate, Direct, and Monitor) guarantees that stakeholder requirements are appraised by establishing and agreeing on objectives to be reached, which are directed by prioritising, and that performance against objectives is also reviewed. 
· PBRM (Plan, Build, Run, and Monitor) guarantees that actions are monitored and confirmed to be aligned with those defined in the governance set.
The COBIT 5 structure for enterprise IT governance is depicted in the two figures below. Figure 10 depicts the general COBIT structure (five domains), and Figure 11 how the 37 processes are assigned to these domains.
[image: Practicing proper governance with Cobit 5 | by Cecil | Medium]
[bookmark: _Ref89952989][bookmark: _Toc92046270]Figure 10: COBIT 5 Areas and Domains [25]

[image: COBIT 5 processes [4]. ]
[bookmark: _Ref89953088][bookmark: _Toc92046271]Figure 11: COBIT 5 Processes [26]

2) [bookmark: _Toc92036715]ISO 38500:2005
ISO 38500:2008 helps to clarify IT governance by defining it as the means by which directors demonstrate to all stakeholders and compliance bodies their effective stewardship over IT resources by ensuring the existence of an appropriate governance and security framework for all IT activities [27]. CoffeeBlue should develop principles ahead of time for implementing strong IT governance. ISO 38500 includes six principles to help the directors and executives of CoffeeBlue accomplish their jobs [28], which are described in Figure 12:
[image: A picture containing timeline

Description automatically generated]
[bookmark: _Ref89956747][bookmark: _Toc92046272]Figure 12: Six Principles for Good IT Governance in ISO 38500 [29]

C. [bookmark: _Toc92036716]Strategic planning
1) [bookmark: _Toc92036717]ISO 9001:2015
ISO 9001:2015 introduced the most effective tool for executing strategic processes for risk management and change management [30]. Figure 13 shows critical stages of the strategic plan process using ISO 9100. 
[image: Timeline
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[bookmark: _Ref91782046][bookmark: _Toc92046273]Figure 13: Strategic Plan Process [31]


D. [bookmark: _Toc92036718]Security Policies 
1) [bookmark: _Toc92036719]ISO 27001
Any ISO 27001 certification must have an ISO 27001 Information Security Policy, as stated in clause 5.2 of the standard. It is one of the most important documents and it is part of the ISO 27001 information security policy framework [32]. Clause 5.2 describes how policies should be written in the ISMS and how they should be evaluated for compliance.

E. [bookmark: _Ref90042216][bookmark: _Ref90042255][bookmark: _Ref90042259][bookmark: _Ref90042262][bookmark: _Ref90042266][bookmark: _Ref90042480][bookmark: _Ref90042487][bookmark: _Toc92036720]Risk Management 
1) [bookmark: _Toc92036721]ISO 31000
ISO 31000 establishes principles, guidelines and a framework to help manage risk. The document includes parts of the RM (Risk Management) framework as well as crucial stages in the RM process, as shown in Figure 14. 
[image: ISO 31000:2018(en), Risk management — Guidelines]
[bookmark: _Ref89545571][bookmark: _Toc92046274]Figure 14: ISO Risk Management Framework, Principles and Process [33]
CoffeeBlue may use ISO 31000 to enhance the probability of accomplishing goals, enhance the identification of opportunities and risks, and allocate and manage resources for the treatment of risks more effectively.
ISO 31000 cannot be used for certification but can give recommendations for internal and external auditing programmes [34].
2) [bookmark: _Toc92036722]COBIT
COBIT was first developed as a set of information technology control goals to assist financial businesses with IT auditing. COBIT's uses have grown over time, and it currently includes information governance and IT management methodologies, as well as information to aid risk management.
a) Cobit 5 for risk
The ISACA publication COBIT 5 for Risk addresses two perspectives on risk – risk function perspective, and risk management perspective – which are outlined in the publication, shown in Figure 15. 
[image: Figure 1]
[bookmark: _Ref92042673][bookmark: _Toc92046275]Figure 15: Two Perspectives on Risk [35]
3) [bookmark: _Toc92036723]ITIL
Using ITIL’s Risk Management process will help CoffeeBlue to discover, analyse, and prioritise possible business risks.
The Risk Management specification in ITIL contains several gaps. Although ITIL states that risk must be recognised, quantified, and mitigated, it is unclear how to go about doing so; no concrete process is defined on how to manage risk. To address this, CoffeeBlue should map the M_o_R (Management of Risk) framework in ITIL, mapping all M_o_R processes in ITIL, which will result in a strong risk management framework in ITIL that is based on concrete principles, without needing to modify the framework [36]. 
Having a basic Risk Management process in place will serve as an excellent foundation for implementing the M_o_R framework. 
IT risk management is a never-ending process with its own lifecycle. Although experts differ on which stages should be included in the IT risk management process, a simple process typically comprises the features depicted in Figure 14. 
[image: IT Risk Management Process for ITIL® v3 &amp; ITSM Environments – BMC Software  | Blogs]
[bookmark: _Ref89870199][bookmark: _Toc92046276]Figure 16: A Simple Risk Management Process [37]
Step 1 – Identification
A risk matrix will identify potential risks as well as identify the level of hazard it poses [38]. A sample matrix that can be used by CoffeeBlue is shown in Figure 15. 
[image: ITIL Change Management – 3 key elements of assessment of changes]
[bookmark: _Ref89867225][bookmark: _Toc92046277]	Figure 17: Risk Categorization Matrix [39]	

Step 2 – Prioritising Risk
The risk categorisation matrix helps classify the probability of each risk. Determining the probability of each risk occurring aids in prioritising which hazards require response plans (covered in step 3) and the sequence in which each response plan should be constructed. 
Step 3 – Risk Response Planning
One of the following strategies can be used by IT departments to establish a response plan for dealing with hazards. 
· Avoidance
· Mitigation
· Planned contingency
· Shifting the risk
· Acceptance of risk. 
Step 4 – Monitor Risk
It is critical to identify and monitor risk triggers that cause a reaction.
Step 5 – Improvement
Improvement is implemented in the ITIL framework through the Continual Service Improvement practice of the ITIL Service Lifecycle.
F. [bookmark: _Toc92036724]Security Management Models and Practices 
ISO/IEC 27002 focuses on a comprehensive overview of security issues, offering information on 127 controls across ten categories, and ISO/IEC 27001 focuses on how to put ISO/IEC 27002 into practice and how to build up an ISMS.
The SANS SCORE (Security Consensus Operational Readiness Evaluation) Audit Checklist [40], which is based on 17799:2005, is one technique to verify how closely a company complies with ISO 27002.
G. [bookmark: _Toc92036725]Contingencies Planning 
1) [bookmark: _Toc92036726]ISO 22301
A contingency plan is a road map developed by management to assist an organisation in responding to an event that may or may not occur in the future [41]. It is critical for business continuity, risk management, and disaster recovery. It will assist CoffeeBlue in remaining prepared for unexpected incidents and minimising the impact of them. It also offers a strategy for enabling normal corporate activities to be resumed following the disaster. 
There are two distinct ISO standards that deal with contingency planning: 
· ISO 22301 for Business Continuity Management (BCM)
· ISO 31000 for Risk Management (detailed in Risk Management Section of this report)
ISO 22301 is a BCM management systems standard that can be implemented by businesses of all sizes and types [42]. 
A business continuity plan is defined by ISO 22301 as “documented procedures that guide organizations to respond, recover, resume, and restore to a pre-defined level of operation following disruption.” (Clause 3.5) [43]
The business continuity management (BCM) lifecycle, shown in Figure 18 encompasses industry best practises as well as some of ISO 22301's key standards [44]. These practises provide a firm basis for resilience while also allowing the business to respond to changes. 
[image: BCM Lifecycle ISO 22301]
[bookmark: _Ref92045334][bookmark: _Toc92046278]Figure 18: ISO 22301 Business Continuity Management Lifecycle [45]
Developing an efficient BCM plan and gaining ISO 22301 certification assures stakeholders that doing business with CoffeeBlue is a prudent and safe decision – and that they can rely on the company. 
H. [bookmark: _Toc92036728]Protection Mechanisms 
Endpoints are vulnerable to information threats not just from the outside world, but also from the inside environment. To accomplish endpoint security, three key protection steps should be undertaken: 
· information threat classification
· verify infection source
· activate suitable protection mechanism
Figure 16 shows the core management steps of endpoint management based on the ITIL framework. 
[image: Diagram
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[bookmark: _Ref91782192][bookmark: _Toc92046279]Figure 19: Enterprise Information Threats [46]
Monitor, block, and analysis are three treatment steps that can be used against the information threat. Monitoring different endpoint information first, then verifying the categorization of information threat. The endpoint management system should next adopt information security policies to prevent internal system vulnerabilities, such as delivering hot fixes and enforcing password rules. Finally, a periodical report should be given to evaluate efficacy, such as continual attacked or infected endpoints being classed as an abnormal occurrence.
I. [bookmark: _Toc92036729]Service Level Agreement
1) [bookmark: _Toc92036730]ITIL 4
A service level agreement (SLA) is “A documented agreement between a service provider and a customer that identifies both services required and the expected level of service.” [47]. 
SLAs are defined and adjusted in two areas in the ITIL service lifecycle:
· Service Design
· Continual Service Improvement
This means that SLAs for IT services should be developed in conjunction with any new or updated service requirements. The accompanying SLA should be evaluated and adjusted whenever an IT service is developed or altered to ensure that it is fair, enforceable, and practical. 
In an IT service management (ITSM) setting, there are six best practises for defining and enforcing IT service SLAs, as outlined in Figure 20. 
[image: ]
[bookmark: _Ref92046478]Figure 20: SLAs Best Practices [48]


IV. CONCLUSION
There have been a variety of approaches and standards developed over the years to help contemporary businesses attain an effective procedure for achieving their goals in terms of IT governance and information security.
Major corporations continue to employ a variety of procedures to guarantee that their IT governance is in sync with their business goals and core business, as well as with local and worldwide IT governance norms and regulations. 
Part one of this report examined three security frameworks and models – ISO/IEC 27000, ITIL, and COBIT, critiquing, analysing and comparing each framework, and addressed why it is good practice to have new and updated regulations and standards.
The report found that ISO 27001 standards differ significantly from COBIT and ITIL standards. While ISO 27001 standards address information security in depth but narrowly, COBIT and ITIL standards address many information technologies processes, including information security, broadly, but not as comprehensively as the ISO 27001 standard in terms of information security. 
Part two of the report designed an approach to meet the needs of a coffee company named CoffeeBlue. It covered 8 main areas to help design the approach – Compliance with Laws and Ethics, Governance and Strategic Planning for Security, Security Policies, Risk Management, Security Management Models and Practices, Contingencies Planning, Protection Mechanisms, and Service Level Agreement. 
With more time, more areas could be covered to help design the security approach. 
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