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This report has been produced to explain the nature of Ransomware, how it works and and what steps can be taken to minimise the effects and reduce the chance of an attack. This report will then focus in on one particular version of ransomware, namely Cryptowall. 
Ransomware is a type of malware that can infect a user’s computer through various methods including phishing emails, exploit kits, trojans and other methods. 
Once infected, the code will encrypt the user’s files targeting files that are likely to be of most value. The only way to decrypt these files is with the encryption key.
To obtain the encryption key the malware usually instructs the user to pay a ransom. This is usually in the form of a Bitcoin (or part thereof) or other online crypto-currencies. This method is sometimes referred to as cryptoviral extortion.
However, there is no guarantee that after payment that the decryption key will be provided.
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Ransomware, in its current form started in 2005 with Trojan.GPcoder [1, p. 5] and there are essentially two main types of ransomware [1, p. 5] in circulation today; Locker Ransomware (computer locker) and Crypto-ransomware(data locker). Locker Ransomware denies a user access to their computer or device whereas Crypto ransomware prevents the user access to their files or data (usually by encrypting the contents). This report is ultimately going to focus on Cryptowall, which is a type of Crypto-ransomware.
Ransomware incidents now make up about 40% of all reported malware incidents according to the 2018 Verizon Data Breach Investigation report, cited by J. Petters [2]. 
Cryptowall was first released (into the wild) around the end of April 2014 [3] and since then there have been many variations of this method as the criminals who propagate this type of code find it, as quoted by Jeff Peters [2]:
 “… cheap, easy to use and people continue to pay the ransom hoping to get their files back. (Tl;dr: Don’t)”
Only 19% of users get their data back! [4]
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Trojans and viruses are the main methods with which the ransomware payload is delivered. These mechanisms plant the malicious code that, when run, encrypts the contents of the user’s files. 
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Although both of the above are types of malware or malicious code, the main difference is that Trojan horses do not replicate themselves as such, whereas viruses can self-replicate. Viruses also have the ability to attach themselves to other programs to propagate and can leave infections as they move from system to system. [4] 
Trojan horse malicious code does not work like a virus, it is commonly a destructive program that appears to be a genuine application. Trojans also open a backdoor entry to a user’s system giving the hackers access to that computer enabling theft of confidential and personal data. [4]
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The most common ways that malicious code is propagated is via one of the following:
· Phishing Emails – These are emails that appear to be genuine, often supposedly from a trusted company; eg. banks, online retailers etc. However, following the links on these emails downloads the malicious code onto the user’s system.
· Exploit Kits – These take advantage of security vulnerabilities, often within the operating systems or installed applications to deploy the malicious code. For example, Microsoft release Windows Updates on the second Tuesday of each month. This is known as ‘Patch Tuesday’, unfortunately the hackers reverse engineer the patches, to determine the vulnerabilities and then release their exploitative code. This is known as ‘Exploit Wednesday’, such is the speed that they work.
· Malicious ads – Cybercriminals use hacked internet adverts to propagate their malicious code. Often they implement javascript to run the code in the background.
· Code injection – involves the exploitation of a computer bug that is caused by processing invalid data. Injection is used by an attacker to introduce code into a vulnerable computer program and change the course of execution [5]. For example if a website prompts a user for a username and the background database is SQL, instead of typing a username, the hacker types the equivalent of a ‘delete users’ command in SQL and the command is executed, damaging the user table.
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Ransomware, as described above, essentially is preventing a user from accessing their data but promises to release their data/system back to them if the user pays a ransom. Enough people pay the ransom to make this a viable method of crime. The criminals use dynamic pricing, so that varying ransoms are dictated by the origin of the IP address of the victim. Ie, someone in the USA would have a higher ransom than a victim from India. [1]
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There are a number of variants of ransomware and so the success of advice here, is in part down to the variant. However, common advice is to 
· ‘immediately scan your computer with an anti-virus or anti-malware program.’ [3]
· Turn system off (to halt further files being encrypted), restart in safe mode with networking [2] to run any anti-virus/malware scan that can be performed.
· Once system is off, remove drive and attempt rescue of any unencrypted data with another protected system.
· Download and install a malware removal application – make sure it is from a reputable provider.
· Once the malware has been removed, use a clean restore point to regain your original files. If this is not possible, utilise any backups that may have been made of required files.
· Re-scan drive with an up-to-date anti-virus/malware application. [2]
· Use a tool named ListCwall that automates the finding of encrypted files and produces a list from an infected computer. Available from Bleepingcomputer.com [3]
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The CryptoWall Trojan is a specific type of ransomware that has been evolving over the years since 2014, it is now on v5.1 and utilises a different AES-256 encryption algorithm to previous versions.
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CryptoWall injects new code into Explorer.exe and restarts it. This amended version of explorer then installs malware, deletes volume shadow copies, disables windows services and starts a new process with further injected modules. [2]
It installs itself into the Windows registry and start-up folder meaning that restarting will not clear or halt the infection. If the infection isn’t cleared out whilst in safe mode it will continue once the system is restarted.
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CryptoWall then communicates with a Command and Control (C&C)server, this is where possible rates are set, to continue the attack. The C&C sends CryptoWall the encryption key that it will use to encrypt all of the files.
[bookmark: _Toc11708475]What it encrypts
Many file-types are targeted by the CryptoWall Trojan. These include 
· JPG, BMP, PNG, GIF for common image filetypes, 
· AVI and MPG for movies, 
· DOC, XLS, PDF for documents
· Plus many others. [2]
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As stated above, only 19% of people who pay the ransom actually get their files back. Paying the ransom keeps the industry going. Therefore, the best advice is to not pay.
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[bookmark: _Toc11708478]Protection from infection
· Keep PC patched, both OS and Applications [2]
· Use a trusted, up-to-date, paid Anti virus/malware suite.
· Use a firewall [2]
· Don’t click random unsolicited links to webpages, be aware of poorly worded emails. [2]
· Get used to safe browsing habits –
· Turn off ads – use an adblocker
· Turn off Javascript
· Be selective with accepted ads. [2]
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· Have three separate copies of any data – Physically separate (USB), cloud and system backup copies. [2]
· Restrict access to files, for a company, this may mean setting user rights and privileges. [2]
· Use a 3rd party monitoring software package. [2]
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