
[image: ]
Databases and Application Development 
Assignment 1 Database-driven website
Harry Morris 
20/05/2021







Table of Contents
Introduction	1
Security Measures	1
Security Issues	2
Conclusion	3
References	3


[bookmark: _Toc72761365][bookmark: _Hlk62830316]Introduction
[bookmark: _Hlk62835410]During this assignment I have developed a database driven website. This document purpose is to talk about the potential threats that the website could face if I was planning on making it live. I will also be discussing the current security measure that are already implemented before the website goes live.
[bookmark: _Toc72761366]Security Measures
This section of the documents is dedicated to the security measures which I implemented into my website.
Login
Currently the only security measure that I have implemented on to my website is a login system. [1] ‘Login webpages are the entry points into sensitive parts of web applications, dividing between public access to a website and private, user-specific, access to the website resources.’ The purpose of the login is to ensure that any unauthorised users from access the database and its information. 
Level 1 
Level 1 users have a limited access to the websites database, these users are only allowed to see all tables within the database. The reason why this was implemented was because a level 1 user shouldn’t be able to add, delete, and edit records within the database. Level 1 are currently the lowest level of access this means they shouldn’t that much power over the database as they are only level 1. Having levels is also a precautionary measure as if a level 1 users login details were leaked then the hacker would have limited access to the database.  
Level 2
Level 2 users on the other hand have a higher level of access and they are able to change the features within the database. These level 2 users have the ability to adding a record, deleting a record and editing a record. Even though level 2 users are a higher level of access, they don’t have access to the level 1 pages. The reason why I didn’t give the level 2 users access to the level 1 pages is because they already have access to the tables and the data within them. 
Improvement to the login system
One improvement I would recommend for the login system is to have another access level. Users on this level will be able to access all secret pages on the website.
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This section of the documents is dedicated to the security measures which I implemented into my website.
Sensitive Data Exposure
One of the most common forms of attacks is the exposure of sensitive data. Sensitive data can include users addresses or even their credit card information, this impact both the business and the customers. It effects the business as the relationship between the customers and its customers will detreated. Hackers user [2] ‘Software that passes sensitive information via sessions, URLs, or poorly constructed code’ to gain access to the sensitive data on the database. Before my website goes live, I should make sure that there are no issues with sessions, URLs, or code this will ensure that the customers who visit the site will be safe. 
SQL Injection 
SQL code is used to make and control information on a database, this is a useful tool for database-driven website. However, SQL can be used against the website owners. [3] ‘A successful attack may result in the unauthorized viewing of user lists, the deletion of entire tables and, in certain cases, the attacker gaining administrative rights to a database’. This is a problem as unauthorised people having access to the database isn’t a good thing. If I was going to make my website live and protect it from SQL injections is to make sure that input validation, this would help protect my database from anyone entering unwanted SQL code. Having validation isn’t enough though and I need a web application firewall to ensure that the database is safe.    
Man in the Middle Attacks 
Man in the middle (MitM) attack is when a person intercepts the communication between a website and the customer or user. This is done in secret and it allows the attacker to eavesdrop or modify the internet traffic which is traveling through the internet. [4] ‘Attackers might use MitM attacks to steal login credentials or personal information, spy on the victim, or sabotage communications or corrupt data.’ If the attacker steals the customers credentials, then they would have full access to the customers account, which means all the customers personal information will now belong to the attacker. In order to protect my website, I would have to use an encryption protocol like TLS as it would help to prevent MitM attacks.       


Cross-site Scripting (XSS)
Cross-sire scripting is a web security vulnerability that allows an attacker to compromise the website user’s interactions. The attacker uses the same policy which is used to segregate the different websites from each other, if the attacker does this, they can pretend to be customer and do everything the customer can normally do. The attacker uses malicious JavaScript to manipulate the website and sent it to the customer. [5] ‘When the malicious code executes inside a victim's browser, the attacker can fully compromise their interaction with the application.’   
[bookmark: _Toc72761368]Conclusion 
In conclusion this document has covered the current security measure which I implement which is the login. I also cover some of the potential threats which can cause issue for the website and its database. Therefore, I recommend improvements to improve the overall security of my website before it goes live. If these features are implemented then the overall security of the database and website will be safe and secure. 
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