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[bookmark: _Hlk30589311]In cloud computing we often use the terms Platform as a Service (PaaS) and Container as a Service (CaaS) when referring to the deployment of services. Compare and contrast these approaches and provide arguments for the role that Docker plays in providing such services. In your answer, identify the benefits and drawbacks of Docker.
Cloud computing is the delivery of computing services – e.g. servers, databases, software, storage, networking, analytics and intelligence – over the Internet to offer faster innovation and flexible resources (Microsoft, n.d.). Cloud computing is a giant move from the traditional approach of managing Information Technology (IT) resources. Avoiding huge cost and complexity of owning and maintaining their own IT infrastructure are some of the benefits from using cloud computing services. Organisations could simply pay for what they use, when they use it and they can scale as business needs change (Ranger, 2018). Cloud computing operates on the principle of Economies of scale (Pettinger, 2019), drawing from its advantages and limitations.
The type of services offered in cloud computing has evolved over time. According to NIST in September 2011, the three major types of Service Models in Cloud Computing are: Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS) (Mell & Grance, 2011). 
The figure below gives a very succinct illustration of each of them. The image was got from IONOS (IONOS Inc., 2019)
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Figure 1: Comparison of cloud service models IaaS, PaaS, and SaaS on providing resources on their own premises
While these three might be the major types, other variants have emerged over time. Container as a Service (CaaS) is one of such. To follow the classic model of cloud computing, CaaS could be placed between IaaS and PaaS (IONOS Inc., 2017). CaaS is distinguished from these three service models by an essentially different approach to virtualization: using container technology (IONOS Inc., 2019). 
In CaaS, service providers offer container-based virtualization as a scalable online service. A container is a standard unit of software that packages up code and all its dependencies so the application runs quickly and reliably from one computing environment to another (Docker Inc., n.d.). A container service enables users to develop, test, execute, or distribute software in so-called application containers across IT infrastructures. Application container concept sprung from the Linux realm. Individual applications, with their dependencies (libraries, configurations files etc.) are executed as encapsulated instances. This allows deployment across different systems. (IONOS Inc., 2019)
Traditional IaaS and PaaS provide virtualized resources as separate VMs with their own operating system based on the hypervisor-based virtualization. In CaaS, on the other hand, the Linux kernels native functions are used, which allow for the isolation of individual processes within the same operating system. Container technology creates a degree of abstraction, which encapsulates applications, including the file system, from the underlying system. Such containerized applications could, therefore, run on any system that supports container technology, irrespective of the host operating system (IONOS Inc., 2019).
From the preceding, it is evident that containers and virtual machines have similar resource isolation and allocation benefits, but function differently because containers virtualize the operating system instead of hardware. Containers are more portable and efficient (Docker Inc., n.d.).
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Figure 2: Comparing Containers and Virtual Machines
In the traditional PaaS model, software developers who want to make use of a cloud-based development environment must rely on the technologies provided by the vendor, such as restricted programming languages or frameworks. CaaS, on the other hand, provides users with a relatively free programming platform, in which applications encapsulated in containers can be scaled over heterogeneous IT infrastructures, regardless of their technical requirements. (IONOS Inc., 2019)
Furthermore, PaaS is a developer-oriented application delivery solution that integrates programming tools, deployment tools and application hosting into a single package. CaaS is different. Some CaaS solutions do not include development tools. They just provide a complete stack of tools for deploying containers. Those tools include the Docker runtime, a container image registry, an orchestrator and infrastructure to host it all. (Tozzi, 2017) 
A PaaS has nothing intrinsically to do with Docker. This is because PaaS is not essentially about containerisation. Some PaaS offerings use Docker containers, but many do not. In contrast, all CaaS platforms have Docker at their core (Tozzi, 2017). PaaS supports development and deployment but it happens on predefined platform, whereas CaaS supports packing and deployment but it allows for personalized platform on the go, using containerization. (Tozzi, 2017)
There are those who think that a CaaS is a form of PaaS, specifically that CaaS is a watered-down or less complete version of PaaS (Childers, 2017). Some others do not agree because the approach of PaaS and CaaS are very different (Tozzi, 2017). CaaS refers to a complete container environment whereas PaaS is not necessarily. PaaS is essentially a developer-oriented application delivery solution, whereas CaaS is not essentially about that. Though PaaS and CaaS could overlap, their emphases are different (IONOS Inc., 2019).
Docker is a container platform which has basic features that make managing server containers a simpler task. This has made operating system virtualization attractive for the mass market. Docker has become synonymous with container technology (IONOS Inc., 2019). Docker Hub is one central feature of the Docker platform. It is an online service that contains a repository for Docker images so that self-created images can be shared easily with other users. “A Docker container image is a lightweight, standalone, executable package of software that includes everything needed to run an application: code, runtime, system tools, system libraries and settings” (Docker Inc., n.d.). Container images become containers at runtime. Containers isolate software from its environment and ensure that it works uniformly regardless of the infrastructure and operating systems (Docker Inc., n.d.).
[bookmark: _GoBack]Docker has the following benefits: Easy installation process, Platform independence, Minimal virtualization overhead, Isolated applications as well as Standardized administration and automation. One of the drawbacks of Docker is a reduced level of security, compared to traditional PaaS. This is because containers are not encapsulated to the same extent as virtual machines with their own OS (IONOS Inc., 2019). So, the security of container technology is still an issue. The improvement of the isolation process in the Linux core is a major challenge for container technology (IONOS Inc., 2017).





There is a trend amongst cloud computing users to move towards developing infrastructure as code (IaC). Explain this term then critically evaluate the future usage of this technology.
Managing just two servers used to be a full-time job. This was because system administrators would have to manually configure and set up everything. However, today it is usual for organisations to deploy hundreds of applications into production every day and for infrastructure to constantly be spun up and torn down, scaled up and down in response to developer and user demands. With all these, it is essential to automate infrastructure in order to respond with speed to these demands as well as reduce risks from inconsistencies (IBM Cloud Education, 2019). The shift in scale affects the way engineers manage and configure their systems (Plutora, 2019).
Infrastructure as Code (IaC) is the technique of writing and deploying machine-readable configuration files that generate service components, thereby supporting the delivery of IT systems and IT-enabled processes. IaC helps IT teams manage and provision IT infrastructure automatically through code without relying on manual processes (Merron, 2018). IaC is often described as “programmable infrastructure” (Merron, 2018).
Put differently, IaC is a type of IT setup wherein technicians use a high-level descriptive coding language to automate the provisioning of IT infrastructure. This eliminates the need to manually provision and manage servers, database connections, storage, operating systems and other infrastructure elements every time they want to develop, test, or deploy an application (IBM Cloud Education, 2019). Minor but potentially disturbing human errors (e.g. missing dependencies etc) often plague manual recreation/configuration of live environment (Merron, 2018). IaC enables IT teams to deploy and scale Infrastructure with greater speed, less risk, and reduced cost (IBM Cloud Education, 2019).
There is a bright future for IaC in Cloud Computing, especially in the area of IaaS. With IaC, the management of infrastructure is made easier. Speed of deployment and improved consistency are some of the advantages of IaC. Just the way “the same source code generates the same binary, an IaC model generates the same environment every time it is applied” (Guckenheimer, 2017).
Early in the development cycle, IaC would enable DevOps teams to test applications in production-like environments (Guckenheimer, 2017). Multiple test environments can be provision reliably and on demand. Furthermore, common deployment issues could be prevented as Infrastructure represented as code could be validated and tested before deployment. Teams who implement IaC can deliver stable environments rapidly and at scale (Guckenheimer, 2017). IaC could also enable organisations provide a service catalogue where users can provision infrastructures for themselves by self-service.
As useful as IaC is, there are some risks: Missing proper planning, Error replication, Configuration Drift, and Accidental Destruction (Merron, 2018).





[bookmark: _Hlk30846408]Kubernetes is a technology used for the orchestration (management) of Docker containers. Investigate this technology and provide a scenario that best illustrates its purpose.
Kubernetes orchestrates containerized applications especially in resource utilization, failure handling, availability, configuration, desired state, and scalability (Docker Inc., n.d.). Kubernetes does not create the containers by itself, it only manages them. It relies on containers built in any container platform and integrates them in its system (IONOS Inc., 2019).
Although Kubernetes also works with other container platforms, it works so well with Docker that Docker can even be obtained in a package with Kubernetes, even though Docker offers its own orchestration tool, Swarm (Docker Inc., n.d.). 
The goal of Kubernetes is to effectively manage containers by ensuring the most efficient use of resources via intelligent scaling as well as monitoring the condition of containers at all times and immediately compensating for failures (IONOS Inc., 2017). Kubernetes has inbuilt logging and monitoring tools.
So, how does it work? Kubernetes is based on a master-slave architecture with a hierarchical structure: Container, Pod, Node, Cluster.
Kubernetes organises containers into logical parts called pods which represent the basic units of the cluster manager (IONOS Inc., 2017). Then, one or more pods run on a Node, which can be either a virtual or physical machine. Then, several nodes are grouped together in a cluster in Kubernetes (IONOS Inc., 2019).
A cluster comprises of a Kubernetes master and several slaves called Kubernetes nodes. The master functions as a central control plane in the cluster and has four basic components, which make it possible to direct communication in the cluster and to distribute tasks. It consists of an API server, the configuration memory etcd, a scheduler, and a controller manager. The overall components of the Kubernetes master can be located on the same host or distributed over several master hosts within a high-availability cluster (IONOS Inc., 2017).
The scheduler component is responsible for distributing container groups (pods) in the cluster. To achieve this, it determines the resource requirements of a pod and matches this with the available resources of the individual nodes in the cluster. The controller manager component, on the other hand, regulates the state of the cluster, performs routine tasks, and so controls orchestration. It ensures that the state of the cluster corresponds to the defined target state (IONOS Inc., 2017).
The Kubernetes nodes are subordinate to the master which is responsible for the orchestration. A container engine needs to run on each Kubernetes node, Docker being the common choice. Apart from the container engine, each node needs to have two components: kubelet and kube-proxy. The Kubelet is used to control and manage the node. As the central point of contact of each node, kubelet is connected to the Kubernetes master and ensures that information is passed on to and received from the control plane (IONOS Inc., 2017). It accepts commands and tasks from the Kubernetes master and monitors the execution on the respective node. On the other hand, kube-proxy ensures that requests are forwarded from the outside to the respective containers, and provides services to users of container-based applications. The kube-proxy also offers rudimentary load balancing (IONOS Inc., 2017).
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Figure 3: The master-slave architecture of the orchestration platform Kubernetes. The image was obtained from 1&1 IONOS Inc. website.
A scenario that could illustrate the purpose of Kubernetes is as follows:
A distribution company that specializes in helping small and medium scale companies as well as individuals with delivery of goods. The company prides itself on fastest same day delivery or at most next day delivery. The company will need a mobile app that allows users to schedule a courier pick up the good and deliver it to the recipient soonest. The mobile app would have to be cost effective and be scalable and amenable as the need arises. Certainly, the demand for the service would not be high all year round or all-day round. Peak periods would be during the festivities. More so, even during the festivities or outside it, there might be peak periods during certain times of the day.
The mobile app would be designed in Docker containers and Kubernetes will then be used to orchestrate the containerized application. Kubernetes would dynamically scale the number of containers running the app, using more or less at on-peak or off-peak periods.
Kubernetes orchestration adds the following advantages: 
· The scheduling policies in Kubernetes give the elasticity needed to dynamically match demand in a cost-effective way. 
· Faults and failures are handled automatically by Kubernetes, reducing troubleshooting demands (Hoenisch, 2018). Kubernetes is able to detect a pod or node that is down and re-rout to another.
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