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[bookmark: _Toc227928165][bookmark: _Toc227928818]Introduction
This report describes the design, features, and implementation decisions used to create a multi-room TCP chat room application built using the language C++ and Windows Winsock2 API. The application consists of two separate programs, a server and a client. The server manages all connected users, rooms, and message history. The client provides a console interface where users are able to send and receive messages in real time either in a room or they are able to send a message privately to a user.
[bookmark: _Toc227928166][bookmark: _Toc227928819]Architecture and Design Decisions
[bookmark: _Toc227928167][bookmark: _Toc227928820]Winsock2 and socket Lifecycle
The application uses the Winsock2 API which is the standard Windows socket library. WSAStartup is called at the start of both the server and client before any socket operations, this is required by Windows. The server creates a TCP socket using INADDR_ANY and SOCK_STREAM, binds it to port 52,000 using INADDR_ANY, and calls listen to mark it as passive. The socket option SO_REUSEADDR is applied so the server can restart immediately after stopping without waiting for the operating system to release the port. If a client disconnects, Closesocket releases the handle and WSACleanup is called upon to release all Winsock resources.
[bookmark: _Toc227928168][bookmark: _Toc227928821]One Thread Per Client
The server provides each client one thread using std::threads. The threads are not attached to each other which means it has its own lifetime and that it cleans itself when the handle function returns. Additionally, it is significantly simpler to reason about, and the number of potential concurrent connections does not justify the added complexity of an event loop. Each thread runs the handle function which blocks on recv, which process lines as they arrive without affecting the other connected clients.
[bookmark: _Toc227928169][bookmark: _Toc227928822]Thread safety
All shared data is protected by std::mutex. The server uses std::lock_guard to acquire this lock, which releases automatically when completed even if some issues were to arise. This prevents two threads from writing to the same data at the same time as this would cause a crash or corrupted message.
[bookmark: _Toc227928170][bookmark: _Toc227928823]TCP Stream Buffering
TCP is not a guarantee that a full message will arrive in one go. A single recv call might return half a message, one message, or several at once. To handle this, the server collects all incoming bytes into a buffer and only processes a line once a newline character is found, this ensures no messages are lost or have words missing.
[bookmark: _Toc227928171][bookmark: _Toc227928824]Client Architecture
The client runs two operations at the same time. One is a background threads which continuously calls recv and prints incoming messages to the console. The other is the main thread which reads lines from standard input and them to the server. They operate independently so the user is able to type messages and receive messages at the same time without blocking the other. 
[bookmark: _Toc227928172][bookmark: _Toc227928825]Features
[bookmark: _Toc227928173][bookmark: _Toc227928826]Usernames
Each client must create a unique name before they are able to join a room, then use the /name [insert name] command. The server ensures that all names are unique by checking all other active connections before accepting the name. If the inputted has already been taken the client is notified and must try a different one. The names are stored in a hash map keyed by socket handle. This allows for fast lookup when routing messages or private messages to specific users. 
[bookmark: _Toc227928174][bookmark: _Toc227928827]Rooms
When you have successfully inputted a name you will then be prompted to create or join a room already created. The command for the client to create/join a room is /join [name of room]. A client is restricted to only being in one room at a time and if you are already in a room and use /join for another room will automatically leave the current room you are in. The remaining users in that room will be notified that you have left the room. The /leave command allows a client to leave a room without disconnecting from the server entirely. The /list command shows all active room alongside the number of members in it.
[bookmark: _Toc227928175][bookmark: _Toc227928828]Message History
Each room maintains a history of the last 50 messages which are stored in a std::deque. If a client joins a room that has already had communication the server immediately replays the history of the chat room to give contest for any conversation currently on going. The deque data structure was chosen as it is easier to add new messages to the end and remove old ones from the front. When the 50-message limited has been met the oldest message is removed before the new one is added. The /history command allows a user that is already in the room to replay the last 50 previous messages.
[bookmark: _Toc227928176][bookmark: _Toc227928829]Private messages
The /pm command allows a user to send a direct message to any user connected to the server regardless of which room either party is in. The server finds the desired target by searching the names map, if the name is not found a clear error message is returned. Messages sent via this method are not stored in any room history and are only visible to the sender and recipient.
[bookmark: _Toc227928177][bookmark: _Toc227928830]Additional commands
Other commands within the application are /who which lists all users currently in the same room. The /quit command which initiates a clean disconnect, notifies the room and releases all server resources associated with the client. Once in a room any message without a slash is treated as a room message. 
[bookmark: _Toc227928178][bookmark: _Toc227928831]Adherence to Best Practices
RAII is used consistently throughout the application, this is important as it ensures the mutexes are always released and sockets handles are always closed in the disconnect function. SO_REUSEADDR is used to avoid common operation problems, where restarting a server immediately fails due to the port being held up by the operating system. The command protocol was designed to be simple and easy for users to read. 
Error messages will always have an exclamation mark so users can quickly distinguish server notices from chat messages. Command references are always available to the users; this is to make the application more user friendly.

