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[bookmark: _Toc1737294942]Executive Summary

SteelForm Manufacturing Ltd (SFM), a medium-sized manufacturer that serves the automotive and aerospace industries, is going through a major digital change by adopting Industry 4.0 technologies. As much as this transition can be seen to improve operational efficiency, it also presents the organisations with sophisticated cybersecurity risks both in the information technology (IT) and operational technology (OT) environments. The recent cases of phishing and malware infections and hacking attempts provoke the need to consider the current cybersecurity stance of SFM as inadequate to counter the dynamic nature of the threat environment.


To provide a holistic cybersecurity and data governance policy, this report tackles five key areas, which include threat identification; security policy formulation, mitigation, monitoring, and incident response; staff training; and awareness. The report is based on advanced academic sources, regulatory frameworks, and real-life case studies in the UK to come up with a multi-layered security approach that incorporates technical measures, human-centred interventions, and governance. The suggestions will enhance the resilience of SFM, minimise operational interruptions, and instil a culture of cybersecurity awareness throughout the organisations.










1. Introduction

The digitalisation of manufacturing has completely transformed the risk profile in the sector. The technologies of Industry 4.0 establish interdependence between machines, networks, and cloud systems, exposing them to cyber threats. Babu emphasises that UK manufacturing companies are more dependent on big data and interconnected systems to enhance innovation, but they do not have a robust system of governance to handle the risks [1]. In the case of SFM, the implementation of smart manufacturing technologies created vulnerabilities in both OT and IT environments, especially when any of the legacy industrial control systems (ICS) were combined with the new IoT gadgets.

Note that IIoT retrofitting typically opens insecure communication channels and improperly sets up devices, which opens vulnerabilities to attackers [2]. The recent security incidents of SFM are not isolated and indicate a wider industry-wide trend, proving that the current state of cybersecurity preparedness is not appropriate to the sophisticated nature of recent manufacturing settings. The goal of this report is to establish a solid cybersecurity and data governance policy to meet the global requirements, the expectations of UK regulations, and best practices of manufacturing cybersecurity.

[bookmark: _Toc3894468]2. Identification of Threats
[bookmark: _Toc238311044]External Threats
SFM is exposed to various external threats, such as ransomware, malware, and supply chain attacks, as well as targeted intrusions and intellectual property theft. Alqudhaibi gives an extensive overview of the initiative-taking cybersecurity measures in Industry 4.0 and shows that ransomware-based attacks are becoming more popular as they focus on manufacturing systems, as their operational power is greater [3]. The attackers take advantage of the loopholes in the IoT devices, remote access systems, and out-of- Update the firmware and enter the production networks. Granata creates ICS threat models that expose structural vulnerability of network segmentation and access control to allow adversaries to navigate the OT environments once they have initial access [4].
The threats facing the SFM supply chain are especially important since it depends on its external suppliers and partners. Gokkaya claims that the UK regulatory framework of supply chain cybersecurity is still disjointed and that most organisations do not enforce strict security demands on vendors [5]. This leaves attackers open to breaches into third-party systems and utilises them as a pathway into the main manufacturing networks. This trend has been observed with the phishing campaigns already being run at SFM that target procurement employees since frequently social engineering is employed to obtain footholds in supply chain operations.

[bookmark: _Toc1237133675]Internal Threats
[bookmark: _Int_A5OHlFxW]Human error, misuse, and poor access controls by insiders constitute internal threats. And presents a techno-human vulnerability analysis methodology proving that ICS systems are especially vulnerable to misconfigurations, inadequate authentication, and low levels of security awareness among operators [6]. Production staff and engineers can inadvertently develop vulnerabilities by bypassing security measures to be more convenient or just by being unaware of malicious emails and links.

[bookmark: _Toc1571463664]Case Study Insight
[image: ]The case of the 2025 Jaguar Land Rover cyberattacks, discussed by McAuley, can be used to understand how an organisation of major scale in terms of manufacturing can be severely impacted by technical and human factors and cause a significant disruption in its operations and reputation [5]. The case is closely applicable to SFM, which works in the same industries, and highlights the importance of active threat detection and reduction.Source: https://www.sangfor.com/sites/default/files/inline-images/manufacturing-anindustrial-business-threat-landscape-in-numbers.png



[bookmark: _Toc312682359]3. Security Policies

[bookmark: _Toc325870222]Congruence with Global Standards.
To target the threats identified, SFM will have to implement security policies that will be in line with international standards and those of the UK regulatory frameworks. ISO 27001 offers a detailed framework of information security management, including the control of access, cryptography, the management of assets, and incident response. The incorporation of ISO 27001 domains will help SFM to have a systematised approach in risk management. The NIST Cybersecurity Framework (CSF) also assists in the development of policies by its five core functions: Identify, Protect, Detect, Respond, and Recover. All the policy decisions should be based on the CIA Triad – confidentiality, integrity and availability. Data governance should be aligned with the needs of operations.


[bookmark: _Toc1184653326]Data Governance Policies and Supply Chain.
Cybersecurity policies for supply chains should be enhanced. Gokkaya outlines the necessity of the security requirements of the contract, the risk evaluation, and ongoing monitoring of the compliance of third parties [5]. In the case of SFM, this entails setting minimum requirements for the suppliers in terms of the requirement of encryption and the secure development practices and incident reporting requirement. Pfeiffer highlights the importance of policy control for data spaces in Manufacturing￼X environments, emphasising the need for fine-grained access control, data usage policies, and audit mechanisms [8].

[bookmark: _Toc784695855]IoT and ICS Security Policies
Ontology-based IoT security modelling is suggested by Jarwar and can be used to assist SFM in formulating device authentication policy, firmware updates, and network segmentation policy [9]. Granata also emphasises the necessity to work out ICS-specific policies that would respond to pretesting, vulnerability scanning, and OT-IT integration [4].
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Source: https://adancorporate.com/assets/images/iso-27001-1.png


[bookmark: _Toc79529488]4. Mitigation Measures
[bookmark: _Toc82697123]Technical Controls
The mitigation measures should be interventions that involve technical and human interventions. SFM must adopt the use of multi-layered security measures that are firewalls, intrusion detection systems, intrusion prevention systems, and endpoint protection. To avoid lateral movement in case of attacks, segmentation of the network between the IT and OT environments is required. Cryptography of confidential information, a secure setup of the IoT devices, and frequent maintenance of the patches are essential in minimising exposure to external vulnerabilities. As Comert emphasises, IIoT retrofitting brings about new vulnerabilities, which need constant monitoring and safe integration practices [2].



[bookmark: _Toc758489966]Human-Centred Controls
And emphasise the importance of addressing techno-human vulnerabilities through role-based access control, multifactor authentication and behavioural monitoring. Frequent phishing exercises and compulsory cybersecurity education lessen the chances of human error [6].

[bookmark: _Toc2038967619]ICS Resilience Measures
Staves suggest a cyber incident response and recovery model of ICS environments that encompasses redundancy planning, backup plans, and swift restoration plans. These measures will make SFM resilient in its operations [11].
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Source:  https://liodeus.github.io/assets/imgs/CISSP/CH01/Defense-in-Depth-Graphic.png 


[bookmark: _Toc2070712542]5. Intrusion Detection and Response.
[bookmark: _Toc1550076160]Continuous Monitoring
Constant surveillance is crucial in identification and control of cybersecurity attacks. SFM ought to implement Security Information and Event Management (SIEM) to gather and examine logs of the IT and OT environments. Detection tools to detect anomalies that are associated with cyber-attacks can be used. To prevent anomalies, Suhail suggests using digital twins to simulate the behaviour of cyber-physical systems and identify anomalies in advance [10].

[bookmark: _Toc951601740]Incident Response Plan

A good incident response plan should entail detection, containment, eradication, and recovery. It is detected using SIEM alerts, user reports, and automated anomaly detectors. Containment is the process of isolating systems which are affected to avoid additional spread. Malware needs to be eradicated, and vulnerabilities should be sealed. Recovery is designed to recover operations by restoring backups, ensuring the integrity of data and performing post-incident reviews. According to Staves, ICS environments have a severe issue of operational continuity that needs to be taken into consideration during the recovery planning [11].
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Source: https://industrialcyber.co/wp-content/uploads/2021/03/OT-Threat-Landscape-04_cut-1024x649-1.jpg   








[bookmark: _Toc543280083]6. Training and Awareness
[bookmark: _Toc2091989104]Training Programmer Design

Human behaviour remains one of the most enduring and impactful cybersecurity threats in manufacturing setups. SFM has invested in technical controls; however, current events in the organisations have shown that human-centred vulnerabilities like vulnerability to phishing, poor password hygiene and workarounds are still entrenched within the daily operations of the organisations. According to Charalambous, successful cybersecurity training should not be based on traditional, information-intensive training but should involve building practical skills, situational judgement, and behavioural change [12]. In the case of SFM, this implies the development of training programmes that are not generic but rather orient-orientated towards the unique duties of various staff, their level of exposure to risks and contexts of making decisions. Training is needed on how engineers should securely set up IoT devices and interact safely with ICS interfaces and on how procurement teams need specialised coursework on how to identify social engineering attacks and how to check the authenticity of suppliers.

Rahman has produced the Cyber4Me framework that focuses on personalised awareness measures that respond to the needs of individual learning and behavioural patterns. The training programmer could be incorporated into SFM by integrating this framework to enable the organisations to deliver more engaging, relevant, and impactful content [13]. As an example, more complicated situations could be offered to the staff, showing a higher level of competency, and further reinforcement offered to those students who have problems with the basics. Such an individualised strategy is especially necessary in the manufacturing environment where employees might possess different degrees of digital literacy and exposure to cyber-physical systems.


[bookmark: _Toc509727952]Awareness Initiatives

Constant reinforcement is needed to go hand in hand with training. A similar emphasis is on cybersecurity awareness campaigns at the national level, as they integrate learning with the maintenance of behavioural cues, cultural reinforcement, and exposure to fake threats [14]. SFM needs to follow the same philosophy and incorporate cybersecurity awareness into daily organisational life. It can also involve regular phishing drills, which replicate patterns of attack and attack in the real world, the use of reminder methods like posters and digital signage in production zones, and monthly cybersecurity newsletters, which illustrate the emergent threats applicable to the automotive and aerospace industries.

More importantly, awareness programmes should not be portrayed as a compliance activity but rather as a part of professional responsibility and organisational safety. Manufacturing environments are very dependent on continuous operations, and any mistake by a human can cause a series of failures in systems that are all connected. Thus, SFM must develop an organisational culture of cybersecurity as a common organisational value. On the role of leadership, the managers should be role models about demonstrating secure behaviour and taking part in awareness campaigns; this way the staff will internalise the essence of being vigilant. These efforts can over time normalise safe behaviours, minimise the occurrence of man-made incidents and enhance the overall security posture of SFM.








[bookmark: _Toc2029184643][image: ]7. Conclusion and RecommendationsSource: https://www.mdpi.com/sensors/sensors-21-03901/article_deploy/html/images/sensors-21-03901-g001-550.jpg 


The shift to Industry 4.0 is the high point of the organisational development of SFM, which gives it great opportunities to optimise its operations, provide predictive maintenance and data-driven decision-making. Nonetheless, this change also puts the organisations at risk of an increased and more sophisticated cybersecurity threat environment. The accidents that SFM has had so far reveal that its existing controls are disjointed, reactive, and do not fully correspond to the realities of contemporary manufacturing ecosystems. The discussion in this report reveals that cyber threats to manufacturing companies are becoming increasingly complex, using vulnerabilities in IoT devices, old ICS, cloud services, and human behaviour. The lack of a coherent and integrated cybersecurity and data governance approach may cause SFM to face operational downtime, monetary loss, reputation loss, and possible regulatory non-compliance.

The support of the necessity to adopt a multi-layered and governance-based approach is supported by evidence based on the high-level academic literature and practical case studies. Technical controls would not suffice to safeguard the environment of SFM and need to be augmented with human-based interventions, ongoing monitoring, and a sense of shared accountability. The suggested recommendations, which include policies that are aligned with ISO 27001 and all the digital-twin-enhanced monitoring and behaviour-orientated training, offer a comprehensive system that has the potential of eliminating both existing and upcoming risks. This would require SFM to institutionalise routine reviews of its policies and risk assessment and integrate cybersecurity in strategic decision-making to guarantee long-term resilience. In this way, SFM will not merely enhance its defensive stance but also be established as a safe, trustworthy, and competitive producer in the automotive and aerospace industries
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Manufacturing and Industrial Business Threat Landscape in Numbers

78% of manufacturers experienced
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