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Abstract 
The case study is about AeroLink Logistics (ALL) and currently the organisation face cybersecurity breaches, which is one of the major issues of modern business. For identifying a suitable framework to prevent the issues, four major cybersecurity frameworks like NIST Cybersecurity Framework 2.0, ISO/IEC 27001, COBIT 2019 and ITIL 4 security frameworks are discussed critically. From the analysis and based on the case organisation’s situation, COBIT 2019 is chosen and finally its implementations are shown through flowchart. The solution is integrated with AI-based cloud technology of the organisation, which helps to improve the data protection of the firm. The governance structure and the management structure with compliance roadmap have been developed. Then its contingency and business continuity planning has been done with vendor management and SLA governance. Continuous regulation and standard updates for the new solution and its importance are discussed. 
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[bookmark: _Toc234840297]1.0 Introduction 
The way of management and operating businesses has been transformed by businesses adopting digital technologies and enabling efficiency, automation and data-driven decision-making. Different types of technologies, such as AI, machine learning, cloud computing, and IoT, are used in modern business operations and logistic systems. However, the integration also comes with some threats and data breach, ransomware and other cyber threats are the most vulnerable threats that the organisations face. Technology has changed and improved the overall business scenario rapidly [1]. 
AeroLink Logistics (ALL) is a multinational logistics organisation that uses cloud and IoT technologies in its operations. They also depend on AI technologies and blockchain and outsource their IT services for their operations. The overall operation has been improved and enhanced visibly by adopting the technologies; however, the cybersecurity threat is also increasing (Case study). As per the case, ALL expected data breaches of PII and shipment data breaching due to a lack of proper governance. The cybersecurity system has a lack of a unified framework is also responsible for the incidents. 
The report proposes evaluating all the cybersecurity global frameworks like NIST CSF, ISO 27001, COBIT 2019 and ITIL4 and then among them, the most suitable framework for ALL has been identified. 
[bookmark: _46w9u7muhyij][bookmark: _Toc234840298]2.0 Assumption 
The organisational details in the case are limited, so some assumptions are needed to conduct the research. ALL is assumed to be a large multinational organisation with sufficient financial resources to invest in cybersecurity. They primarily used infrastructure-as-a-service (IaaS) and Software-as-a-Service (SaaS) platforms for their operations. The company is assumed to have low-level security due to overreliance on the IT vendor. Cloud maturity level is also very low, and due to the outsourcing of IT, the organisation faces cybersecurity issues. 
[bookmark: _2c9f1pfv6st1][bookmark: _Toc234840299]3.0 Review and critical evaluation of security frameworks 
[bookmark: _kbra2tbbmkuk][bookmark: _Toc234840300]3.1 NIST Cybersecurity Framework 2.0
The NIST Cybersecurity Framework (CSF) 2.0 is one of the risk-based frameworks that are used for the cybersecurity risk management of organisations. The framework consists of six functions: governing, identification, protection, detection, responding and recovering [2]. The different functions are very flexible to enhance the cybersecurity governance in digital technology adoption and related threats. 
[image: ]
Figure 1: NIST 2.0 Framework
Source: [3] 
The framework has different benefits, like:
NIST CSF 2.0 is one of the flexible frameworks with a higher scalability, and it can be applied in any-sized organisation. According to [4]. in this framework, a governance function introduced recently, and it helps to enhance accountability as it integrates risk management and strategy with cybersecurity. The different international standards are also integrated with the frameworks, such as ISO/IEC 27001, and the GDPR requirements for enhanced governance and compliance. 
However, it also has some drawbacks:
[5] said NIST CSF 2.0 has no certification for standardisation, and it doesn't prescribe about the technical control; hence, after integrating this, additional resources are required to implement for a standardised control of security. The implementation of the framework is quite complex, as in organisations with low cybersecurity maturity. 
[bookmark: _b504znctunq7][bookmark: _Toc234840301]3.2 ISO/IEC 27001
ISO/IEC 27001:2022 is one of the international standardisation frameworks used for developing, implementing, and maintaining the ISMS, and it is quite different from other aspects as it takes a systematic risk-based approach, which helps to protect data and confidentiality. The standard mandates that organisations identify security risks and apply the required controls, regularly review security risks through a process called a risk assessment, and continually monitor and enhance their security performance using a continuous Plan-Do-Check-Act (PDCA) [6]. It is a certifiable standard which offers external confidence in how an organisation's information security management is conducted in line with internationally accepted information security management practices.
The benefits of this framework are as follows:
[image: ]
Figure 2: ISO-IEC 27001: 2022
Source: [23] 
As per [7] the governance framework of ISO/IEC 27001 is one of the main advantages of the standard: it integrates information security into organisational processes and a part of decision making. The standard encourages continuous improvement, builds trust in the stakeholders, supports regulatory compliance with GDPR, etc., and encourages better risk management of the process, people and technology. Certification also benefits in boosting the organisation's reputation and its commitment to safeguarding sensitive information.
The potential limitations are discussed below:
The benefits of implementing ISO/IEC 27001 might be great, but the process isn't without its drawbacks and can be expensive, time-consuming, and needs more resources. Extensive documentation, frequent internal audits, monitoring and management commitment are required for certification [6]. Also, the standard provides only a statement of what needs to be done, and not the means by which these technical security controls should be implemented, leaving organisations with the flexibility to add additional operational practices like NIST CSF 2.0.
[bookmark: _qxdb0a4neves][bookmark: _Toc234840302]3.3 COBIT 2019
COBIT 2019 is an enterprise governance framework created by ISACA to ease the integration of information technology (IT) with enterprise goals and supply effective enterprise governance, risk management, and compliance [8]. 
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Figure 3: COBIT 19 framework
Source: [9] 
The benefits of the framework are: 
COBIT 2019 was one of the most interesting aspects because of its focus on making IT governance coherent with business strategy and the organisation's goals and making security initiatives coherent with those goals [10]. The framework is very important for decision-making and helps in risk management, and also manage third-party suppliers, and it can easily integrate with other frameworks like NIST. 
The drawbacks of the framework are: 
[10] also said that it needs huge financial resources and timing for implementation and is quite complex. The framework concentrates on governance, not on cybersecurity implementation, and has very little guidance on technical security controls. Thus, organisations must integrate COBIT 2019 into technical frameworks like the NIST CSF 2.0 or ISO/IEC 27001 in order to adequately manage information security.
[bookmark: _kr06lln9q29z][bookmark: _Toc234840303]3.4 ITIL 4 Security Management
ITIL 4 Service Management is a part of the IT Infrastructure Library (ITIL) framework, which gives best practices for rendering, managing and continuously enhancing IT services. ITIL 4 does not offer a new IT security framework but rather incorporates information security into the overall IT Service Management (ITSM) process [11]. It focuses on shaping, providing and continuously improving secure IT services, with security factors taken into account in the following activities: service design, transition, operation, and continual improvement. 
The benefits of the framework are discussed below: 
One of the most significant aspects of ITIL 4 Security Management is its emphasis on security as an integral part of everyday IT services, making cybersecurity an ongoing business process, not merely a technical concern. The framework improves incident and changes management, service continuity and service availability and fosters ongoing improvement [12]. It complements governance and management models like COBIT 2019 and cybersecurity models like NIST CSF 2.0, helping organisations to provide secure, reliable and resilient IT services.
The drawbacks are discussed below: 
Even though it has its benefits, ITIL 4 doesn't give much information about the technical aspects of implementing controls and mitigating cyber risks. As per [11], it is mostly oriented toward service management instead of information security governance, which makes it inadequate as an information security framework. Thus, along with other frameworks, like NIST CSF 2.0 and ISO/IEC 27001, organisations need to adopt ITIL 4 to ensure full cybersecurity and compliance.
[bookmark: _ehcx64k2bno][bookmark: _Toc234840304]3.5 Critical comparison 
	Criteria 
	NIST 
	ISO/IEC 27001:2022
	COBIT 2019 
	ITIL 4 Security Management 

	Main focus 
	Risk management of cybersecurity. 
	Information security management system 
	Governance of IT and value creation. 
	Securing IT service. 

	Strengths 
	Flexible and six core functions. 
	Global recognition and standardisation and supporting compliance [13]. 
	Business strategy alignment. 
	Integrating the IT service lifecycle and service continuity management. 

	Limitations 
	Non-certifiable, not suitable for low-maturity security organisations. 
	Costly and resource intensive. 
	Limited operational guidance with low governance maturity. 
	It has less governance control over cybersecurity management. 


Table 1: Critical comparison
[bookmark: _Toc234840305]4.0 Proposed security, governance and compliance framework for Aero Link Logistics
[bookmark: _Toc234840306]4.1 Proposed integrated governance model
Based on the above evaluation COBIT 2019 security framework is suggested to Aero Link Logistics company to improve the performance over time against cyber-attacks. Integrating advanced frameworks is highly essential to the organisation to address the current vulnerabilities. COBIT 2019 developed a clear broad level system in the organisation to distribute the responsibility among the board members to tackle the IT security issue [8]. As per, [14], COBIT 2019 is a well-suited model in the case study organisation because it focuses on enterprise governance of IT systems. It ensures accountability, structured risk management practice and alignment with business goals, which currently lacks in Aero Link Logistics.
The latest issue of using COBIT 2019 is APO012 objective consider as a critical option which create an integration issue to Aero link logistics. Risk may include AI based algorithm bias in data privacy of stakeholder, route optimisation, shipment tracking and trend prediction. 
	Domain
	Objective
	Application 

	EDM (Evaluate, Direct, Monitor)
	Governance oversight
	Board/CISO ensures compliance with vendor SLAs, GDPR and ISO 27001

	APO (Align, Plan, Organise)
	Strategy and resource planning
	Define a unified security strategy and establish risk management.

	BAI (Build, Acquire, Implement)
	Secure system implementation
	Saas/IAAS integrations meet encryption, Ensure IoT sensors and security standards [15]

	DSS (Deliver, Service, Support)
	Incident and continuity management
	Formalise incident response and disaster recovery [16] 

	MEA (Monitor, Evaluate, Assess)
	Compliance and performance monitoring
	Continuous audits against vendor performance metrics, ISO 27001 and GDPR [17] 


Table 2: Key Governance Practices and Management Objectives
The main benefit of integrating this framework is that it eliminates fragmented departmental approaches. It is considered a unified security framework that helps to design the business in a systematic way where access is controlled as per roles and responsibilities [18]. 
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Figure: Flowchart of COBIT 2019 integration 
(Source: Self-developed)
The above figure shows the implementation by considering the present challenges. Successful integration of this method aligns with AI, IT and business goals under on structure. It ensures digital initiative of the organisation to support logistics perfuramnce. APO12 can identufy anomalies in access data centre in real time. 
[bookmark: _Toc234840307][bookmark: _GoBack]4.2 Governance structure and security responsibilities
Governance structure (Board and CISO)
The managing committee of the organisation can consider a functional organisational structure to redesign the governance structure. Following a functional organisational structure allocates the resources, roles and responsibilities among the employees equally to complete the task successfully [10]. The director will take the responsibility to evaluate the risk, identify the main security vulnerabilities and integrate the GDPR. Board of CISO select the vendor very strictly to avoid any bias in behaviour. Evaluation of third party SaaS/IaaS against the ISO 27018 standard ensures the compliance, quality and contemporary of vendor performance as per [19]. 
Management structure (IT and Operations)
· APO domain – Take the responsibility to conduct risk management and plan for compliance to strengthen the security policy [21] 
· BAI domain – Ensure the security integration policy of the organisation related to IOT sensor, AI analytics and cloud devices.
· DSS domain – Develop a data recovery plan and manage incident response planning. It supports continuing business by managing external threats with quality assurance [19]. 
· MEA domain – Conduct a compliance audit program and monitor the performance of stakeholders to identify any errors. Current performance review ensures quality to maintain brand reputation in the global market [10]. 
	Role
	Responsibility
	COBIT Domain

	Board of Directors
	Approve governance policies
	EDM

	CISO
	Enterprise-wide security strategy and vendor accountability
	EDM / APO

	IT Security Team
	Implement an encryption and endpoint security system
	BAI / DSS

	Compliance Officer
	Integrate GDPR and ISO 27001 audits [18] 
	MEA

	Operations Team
	Incident response plan development and disaster recovery system
	DSS

	Vendor Managers
	Ensure third-party compliance with ISO 27017/27018 [10]
	APO / MEA


Table 3: Security Responsibilities
The above table provides a clear overview of the roles and responsibilities of the board member to tackle the security issue in logistics operations. Developing a proper governance layer helps Aero Link logistics to address the challenges successfully.
[bookmark: _Toc234840308]4.3 Compliance roadmap
· Stage 1: Establish compliance governance – Appoint a data protection officer under COBIT EDM03 to set the compliance.
· Stage 2: Define compliance framework – Adopt the GDPR and ISO 27001 as the baseline standard of the organisation to align performance.
· Stage 3: Conduct gap assessment – Audit program to identify gaps in encryption process, vendor selection and data protection using AI technology [21]. 
· Stage 4: Implement policies and controls – Roll out security policies for vendor management, access control and encryption and align this action with DSS05 and APO10.
· Stage 5: Monitor and audit compliance – Establish an action monitoring dashboard to schedule the activity of third parties, which makes it easier to conduct audit programs under MEA03 as per Appendix 1.
· Stage 6: Train and raise awareness – Regular employee training program support to take timely action against breaches.
· Stage 7: Review and improve continuously – Annual upgradation of compliance with current risk assessment; refine SLAS [10]. 
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Figure 5: Compliance roadmap
Source: self-developed, idea taken from [22]
The above figure shows compliance roadmap implementation in the organisational practice to avoid risk incidents in logistics operations.
[bookmark: _Toc234840309]4.4 Security policies and procedures
· Compliance and audit policy - ISO 27001 and weekly audit program by the supervisor protect the integrity and availability of sensitive data and maintain the confidentiality of the customer data across the organisation and technical domain [14]. Encryption mode avoids the disclosure of information to others.
· Data protection and privacy policy – The data management team of the organisation ensures that every action is aligned with GDPR and other data protection laws. PII and client shipment data ensure that the identity of the suppliers and vendors is protected, including phone number, email address and tracking IDs to avoid privacy concerns [16]. 
[bookmark: _Toc234840310]4.5 Risk management process
COBIT 2019 framework allows a broad risk assessment to develop a mitigation strategy in time to avoid a data breach. Based on the IT environment of the company below, a risk register was created.
	Risk Description
	Impact
	Probability (0-5)
	Priority (0-5)
	Likelihood
	COBIT 2019 Domain
	Mitigation Strategy

	Unauthorised access to client shipment data
	Client loss, Regulatory fines, and reputational damage [18]
	3
	4
	High
	DSS05 (Manage Security Services)
	Implement Zero Trust, IAM, MFA and encryption of data in transit

	Weak vendor accountability in IAAS/SAAS
	Service disruption
	4
	4
	High
	APO10 (Manage Vendors)
	Formal vendor risk assessments and third-party audits

	Lack of a unified security framework
	Fragmented controls
	3
	4
	High
	EDM03 (Ensure Risk Optimisation)
	Establish enterprise-wide ISMS aligned with ISO 27001

	Immature compliance processes
	Legal penalties
	2
	4
	Medium
	MEA03 (Monitor, Evaluate and Assess Compliance) [10] 
	Regular compliance audit program

	Inadequate incident response
	Delayed breach containment
	4
	4
	High
	DSS02 (Manage Service Requests and Incidents)
	Develop Incident Response Plan and   SOC integration

	Poor encryption practices
	Data leakage
	4
	2
	Medium
	DSS05 (Manage Security Services)
	Enforce end-to-end encryption

	Remote access
	Malware infection and insider threats [16]
	3
	4
	High
	DSS01 (Manage Operations) [19] 
	Enforce the endpoint security system

	Lack of business continuity planning
	Operational downtime [17] 
	4
	4
	High
	DSS04 (Manage Continuity)
	Develop a BCP/DRP and resilience testing program [15]. 

	No centralised risk management
	Blind spots in the threat landscape
	4
	3
	High
	APO12 (Manage Risk)
	Establish an ERM framework


Table 4: Risk analysis
This table identified that unauthorised access to the d data centre is the most prominent issue experience by aero link due to poor IT security system. Poor access control and measurement incraease the chance of breaches.  There is no proper vendor selection process is followed by the organisation which causes high threat incident to leak the data. Immature complicates plan failed to adhere GDPR/ISO 27001 which causes audit failures to detect the threat incidents. Following this proposed mitigation plan helps the organisation to avoid the identified risk successfully.
[bookmark: _Toc234840311]4.6 Contingency and Business Continuity Planning
Incident response, disaster recovery and business continuity plan 
[image: ]
Figure 4: COBIT DSS02 incident management
 (Source: self-developed, idea taken from [19]
COBIT DSS02 documented the entire procedure clearly to the stakeholders to respond to the breach on time. COBIT DSS04 strengthens the disaster recovery procedure and recovers the data within 4 to 5 hours. COBIT DSS04 support to continue logistics operation within the crisis period [19]. It prioritises warehousing, shipment, tracking and distribution to continue operation.  It develops alternative policies to secure VPN networks.
[bookmark: _Toc234840312]4.7 Protection Mechanisms and Access Controls
Access control – Application of the COBIT 2019 framework helps the organisation to control access by unauthorised sources.  Role-based access ensures that no one can use the information without permission [17]. Multifactor authentication is mandatory for employees, partners and vendors to access sensitive data.
Encryption practice - AES-256 encryption option for warehouse, AI based cloud storage and database ensures the data at rest. Centralised data lifecycle management through AI based cloud solution avoids data breach incidents.
Zero Trust architecture – Zero Trust Architecture works with a never-trust policy. Every access request is cross verified with an authentic ID and password [18]. Micro-segmentation allows the attacker to identify the attackers regardless of location.
[bookmark: _Toc234840313]4.8 Vendor management and SLA governance
Managing vendors at this stage is an important action for the organisation.  The decision to initiate due diligence before onboarding a vendor to avoid risks. COBIT APO12 support to conduct a vendor risk assessment to select credible vendors and avoid cybersecurity issues [10]. DSS01 process collects monthly vendor reports to check the performance accuracy. SLA defines the penalties for data breaches which avoid data loss. SLA governance practice allows sending breach notification instantly to implement the response plan immediately. As per the data protection act backup system will work to continue the service process.
[bookmark: _Toc234840314]5.0 Importance of continuous regulatory and standards updates
The decision to update regulatory practice and standards is highly essential at the present time because it identifies the emerging threats. As per, [21], cyber threats are evolving continuously, which leaves vulnerabilities to the logistic operation. Outdated standards and practices do not allow control of the system. To upgrade the process, it is essential for the organisation to adapt to the emerging threats, such as access control and encryption. SOC 2 and ISO 27001 strengthen the privacy and security policy of the organisation, which avoids any legal complexities in the operational area. Continuous regulatory and standard updates help the organisation to maintain vendor accountability [19]. It ensures that third-party vendors meet the same compliance standards to maintain the standard of performance. COBIT DSS04 integrates a new disaster recovery plan that continuously checks the system across all domains to identify emerging supply chain attack which ensures business continuity and organisational resilience.
[bookmark: _4zo7mpquudff][bookmark: _Toc234840315]6.0 Conclusion 
This is a case of AeroLink Logistic company, and the organisation has been facing many cybersecurity issues and challenges related to it. The different cybersecurity frameworks like NIST 2.0, ISO/IEC 27001:2022, COBIT 2019 and ITIL 4 Security Management are discussed critically. Then, from the critical analysis, COBIT 2019 is the most suitable framework that the organisation can use for their cybersecurity. COBIT 19 can be used with other frameworks, and it helps in securing governance and accountability in making decisions.  The organisation outsources IT services from third parties, and to secure the third-party vendors, the framework is the most suitable. It needs huge investment, but the organisation is a large-scale organisation with good financial resources and has experts, so adopting this framework for cybersecurity can benefit the organisation in protecting data. Finally, the importance of continuous update regulation and standard regulation review are discussed. AeroLink should regular review of the system and update to stay updated about the new and advanced features so that they can protect the sensitive data and maintain trust among ter customers. Finally, it is recommended to hire most experts and invest in advanced tool and technologies and developing partnership with IT firms to get best results. The case study identified a recent issue of cybersecurity and identified solution of integration of COBIT 2019 framework and in the future, the implantation issue of COBIT 2019 ca be addressed and more cases of smart city, which are using the different frameworks other than CPBIT 2019 can will be analysed for better case development. 
[bookmark: _Toc234840316]
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