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[bookmark: _Toc235624785]Introduction
Virtualization has become an important part of technology in modern networking, it lets multiple operating systems and network services to run on a single physical computer using a hypervisor. In this project, Oracle VM VirtualBox, a type 2 hypervisor, was used to design, deploy and test a virtual enterprise network based on the NOSSLONDON2026 topology. The virtual environment included Window Server 2019 and Debian systems configured to stimulate a real-world enterprise network.

This project shows the research on hypervisor, IP addressing, routing and network services, describing their importance in designing and managing modern computer networks. It also record the installation of the virtualization platforms, the deployment of virtual machines, network configuration, connectivity testing and troubleshooting procedures performed during implementation.

Finally, the report reflects on the technical challenges experienced during implementation, like IP addressing and connectivity issue, and analyses troubleshooting techniques used to resolved them. It also shows emphasized the practical knowledge and technical skills gained throughout the project, showing the understanding of virtualization and enterprise network implementation.














[bookmark: _Toc235624786]Task 1: Research
[bookmark: _Toc235624787]1.1 Research on Hypervisor
Hypervisors are the software layer that lets virtualization by finalising the physical hardware so different types of virtual machines can run on a single host. Hypervisor are classified into Type 1 and Type 2 hypervisors. Type 1 run directly towards the physical hardware, that provides lower overhead, better isolation, stronger scalability and much effective resource control. On the other hand, Type 2 run on top of host operating systems which makes it easier to operate for testing but generally introducing more overhead and dependence on host OS security. [1][2]
For the NOSSLONDON2026 topology, as well as enhanced topology, Type 1 hypervisor is the most applicable choice because it supports enterprise style workloads like Window Server 2022, Debian Server, and both Windows and Debian clients. In the BIRMINGHAM.ACCA domain environment, controlled services like authentication, management, and secure communication require stability, and reliable performance between both Birmingham and London. A Type 1 hypervisor is more suitable because it delivers stronger compatibility for a different type of operating systems, enhanced scalability for future service expansion, and it lessen attack surface compared with Type 2 platforms. Although, if the execution must be deployed on limited student hardware, a Type 2 hypervisor may still be more relevant for course work because it is easier to run on an existing desktop or laptop. For this reason, Type 1 is the most theoretical and architectural option, while Type 2 may be the most functional option only under hardware constraints.
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Internet Protocol (IP) addressing is important for communication in computer networks because it delivers every connected device with a unique address that provides its location and helps to transmit data. As soon as the information is sent over the internet, it is split into packets that contains the source and destination IP addresses. Routers analyse these addresses to forward packets into two different networks, while switches use MAC addresses to provides data between devices within the same local network [3].
There are two types of Internet Protocol: IPv4 and IPv6. IPv4 uses a 32-bit address indicated in dotted-decimal format, like 172.16.11, while IPv6 uses a 128-bit hexadecimal format, it provides much large address space to overcome IPv4 address exhaustion [4]. IPv6 also give the best routing efficiency, built in security features, and automatic address configuration, making it much suitable for other networks.
One of the important techniques in IP addressing is Subnetting, it divides a large network into a smaller sub network to enhance its performance, lessen the broadcast traffic, and utilise IP addresses much efficiently. Technologies such as CIDR and VLSM lets the organisations to allocate IP addresses based on network requirements while minimising address wastage [5].
The Birmingham network (172.16.1.0/24) and the London network (172.16.2.0/24) are configured as separate subnets. With its design it enhances network management, improves security, and enables effective communication between the Window Server, Debian Server and client computers. As a result, effective IP addressing forms the foundation of secure, scalable, and efficient network communication.
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Routing is the method of forwarding data packets between separate networks by choosing the most applicable communication path. Routing protocols let routers to switch network information, build routing tables, and distinguish the best route for data transmission. One of the important purposes is to enhance network performance, optimize resource utilization, and ensure steady communication between devices. Routing protocols constantly assess network conditions to maintain effective packet delivery while minimizing congestion and delays.
Static routing and Dynamic routing are the two main routing approaches. Static routing requires administrators to directly configure routing tables, making it simple, safe and suitable for small, steady networks. Although, it cannot automatically adapt to network failures or topology changes. On the other hand, Dynamic routing automatically updates routing tables by swapping routing information between routers using protocols like OSPF or IS-IS. This lets the networks to responds to traffic changes and connect failures, although it introduces additional processing and communication overhead [6].
For this network topology, Static routing is the best solution, as the network includes of only two subnets connected by a router, with the Debian Server operating as a DHCP Relay to forward DHCP requests to the Window Server. Because the Network topology is fixed and unlikely to change, manually configured static routes provide steady communication while reducing administrative complexity and routing overhead. Hence, dynamic routing is much appropriate for large scale or frequently changing networks, static routing offers basic, more efficient, and cost-effective solution for this kind of enterprise environment.
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Now a days modern enterprise network depends on integrated network services to make sure the communication is secure, centralized management and productive resource allocation. Based on the literature, these services work together to enhance the network security, administration, and user productivity more than functioning in the separate technologies. Virtual Private Networks (VPNs) provide safety remote access by producing encrypted communication channel over public networks. VPN’s protect private information through encryption, authentication and tunnelling protocols, they allow authorized users to gain organizational resources securely while reducing the cost of dedicated leased lines [7].
Identity and Access Management (IAM), was implemented through Active Directory Domain Services (AD DS) Windows environments, centralizes authentication and authorization for users and device [8]. States that effective IAM should indicates best practices ling strong authentication, principle of least privilege, and proper identity lifecycle management to lessen cybersecurity risk and enhance the enterprise security. On the other hand, the Dynamic Host Configuration Protocol (DHCP) eases network administration by instantly assigning IP addresses and other configuration parameters to devices, lessen manual configuration errors and assisting both stateful and stateless address location in IPV6 networks [9].  
These network services complement each other to make a secure and manageable enterprise environment. VPNs safe remote access, DHCP automates network configuration, AD DS centralizes identity management, and Certificate Authorities establish trust, making them important components of modern windows server-based enterprise network.
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[bookmark: _Toc235624792]2.1. Choose your Hypervisor: Oracle VM Virtual Box
[bookmark: _Toc235624793]2.2 Download and Setup: Virtual Box
[image: ]

The image above shows the official Oracle VM VirtualBox Download page, these helps the users to acquire the software needed to make and manage virtual machines. The page delivers platform-specific installation packages for different operating system such as Windows, macOS, Linux and Solaris. The screenshot shown that it is running Windows and the main installer is the Windows hosts package. VirtualBox Extension Pack is shown on the right side of the page that is available for download. It offers additional features like USB 2.0/3.0 support, Virtual Box Remote Desktop Protocol (VRDP), disk encryption, and PXE boot capabilities. Altogether, this image signifies as the main download portal for installing VirtualBox and its optional extension pack to improve virtualization functionality.





[bookmark: _Toc235624794]2.2.1 Evidence of Download and installation

Downloading of Windows 2019
[image: ]

The picture shows the Microsoft Evaluation Centre for downloading Microsoft Windows 2019. The page lets user to choose their desired language and pick from different download options, including the 64-bit ISO download, 64-bit VHD download, or the option to try Windows Server on Azure. The 64-bit ISO download is advisable for those users who want to install Windows Server 2019 on a virtual machine like Oracle VM VirtualBox, this is because it develops the installation media needed to create and install the operating system. Overall, this page serves as the Microsoft Server 2019 evaluation files for testing and learning purposes. 







Downloading of Virtual Machine Linux
[image: ]

This image is the official Debian Download page. Users can download the Debian Linux Operating System. The page is about the Debian 13 (Trixie) which is the latest Debian release, it provides links to download the 64-bit netinst ISO. It is a small installation file that downloads the remaining packages during the setup by using the internet connection. It includes links to verify the download through checksum and digital signatures, these ensure the files integrity and originality. In addition, the page includes access to other installer option like live systems, offline installers, and versions for different hardware architectures together with installation guides and release notes. This page delivers as the official source for downloading Debian and preparing it for installation on physical or virtual machines like Oracle VM Virtual Box.









Creation of Virtual machine windows 1 and 2
[image: ]

The image below shows the setup wizard of the New Virtual Machine in Oracle VM VirtualBox, a new virtual machine is being configured to install Windows Server 2019. The virtual machine is named as “serverwindows”, and the Windows Server 2019 Evaluation ISO file has been chosen as as the installation media. Virtual Box automatically detects the operating system from the ISO and identifies it as Windows Server 2019 (64-bit). The Proceed with Unattended Installation option is enabled which means it allows the VirtualBox to automate parts of the operating system installation, like entering installation settings without requiring manual input. This step plans the virtual environment for installing and running Windows Server 2019. 







Creation of Virtual machine Linux Devian 1 and 2
[image: ]

The image shows the VirtualBox new virtual machine that is created as Debian Linux VM. The virtual machine is named as debian1, and the chosen installation file is a Debian 13.5 netinst ISO. VirtualBox has automatically identified the operating system as Linux, that is distributed set to Debian and the version detected as Debian 13 Trixie (64 bit).
With the option “Proceed with Unattended Installation” is checked, this means VirtualBox can automate parts of the installation process, like basic user and system setup. The screen is used to identify the VM name, choose the operating system image and confirm the OS type before moving on to hardware settings such as memory, processor and storage.








Installation of Windows 2019 and Linux OS
serverMaricor
[image: ]

The image shows the Windows Server virtual machine is running inside Oracle VirtualBox. The VM is named as serverMaricor and it has successfully started to the Windows Lock screen, this identifies that the operating sytem has been installed and booted directly. The message Press Ctrl+Alt+Delete to unlock tells that the server is ready for login and further configuration. This part shows that the virtual machine is operational and prepared for the next setup tasks this includes assigning IP settings, installing server roles or configuring services for the network topology.




Serverclient
[image: ]
This image confirms that the serverclient virtual machine powered on in Oracle VirtualBox. The appearance of the Windows Server lock screen indicates that the operating system has been installed successfully, and the server is working properly. This confirms that the virtual server is ready for the next configuration steps like assigning IP settings and installing certain roles.








 Debianclient
[image: ]
The image shows debianclient is running successfully in Oracle VirtualBox. The virtual machine has booted into the Debian graphical desktop environment, verifying that the Debian Operating system was installed correctly and functioning as expected. This shows that the client machine is ready for the next stage of configuration like setting network parameters, testing connectivity and integrating it into the required virtual network environment.








Debian2
[image: ]
The image shows the debian2 virtual machine is powered on and working correctly in Oracle VirtualBox. The system has loaded into Debian desktop environment; it confirms that the operating system has been installed successfully. This indicates that the machine is now ready for the next configuration tasks in the network setup.
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Creation of Network with Internal Network for windows
[image: ]

The image display shows the network settings for the serverclient virtual machine in Oracle VirtualBox. Adapter 1 is turned on and attached to an Internal Network called intent, which means that the machine can communicate only with other virtual machines attached to the same internal virtual network. The selected adapter type is Intel PRO/1000 MT Desktop, and the Virtual Cable Connected option is enabled, confirming that the network interface is active. This setup is perfect for building a controlled virtual lab environment, it separates the client from the host’s external network while allowing communication within the required topology.






Creation of Network with Internal Network for Linux

[image: ]

This shows the Debian2 is setup to use an Internal Network in Oracle VirtualBox. Adapter 1 is enabled, connected to intent and virtual cable is active. This let the virtual machine to deliver with other devices in the same private virtual network. 










Evidence of 2 Windows PCs are connected with Internal Network
Serverclient and serverMaricor
[image: ]

[image: ]
The image below shows that both machines are connected using Internal Network because they need to interact privately inside the virtual lab without using the host computer’s external network or the internet.
These two systems are using addresses in the same subnet:
· 192.168.100.2
· 192.168.100.3
With the subnet mask:
· 255.255.255.0
Both of these two can send traffic directly to each other because they are on the same internal network and same subnet, this is the reason why the ping test is successful in both directions and confirms that the internal network is functioning correctly and that the interaction between both machines has been established without relying on the external network connection.

Evidence of 2 Linux PCs are connected with Internal Network
Debianclient and debian2
[image: ]
[image: ]

The image below shows the successful connectivity of the two Debian virtual machines on the same internal network.
Both systems are using these IP addresses:
· 192.168.100.10
· 192.168.100.11
The two machines are connected through the same network segment and can communicate with each other properly.










[bookmark: _Toc235624796]2.3 Configure IP Addressing:
[bookmark: _Toc235624797]2.3.1. Use appropriate IP addresses to configure your network

Evidence of IP addresses set up in 2 Windows and 2 Linux machine
Windowserver1 and 2
[image: ]


[image: ]
The images below shows that IP configuration of the windows machine using the ipconfig command in Command Prompt. The first machine is assigned the IPv4 address 192.168.100.3 while the other machine is assigned 192.168.100.2 and both use the subnet mask 255.255.255.0. it means that both systems are on the same local network that lets them to interact directly with each other. The image confirm that the network settings have been configured correctly for internal communication into the virtual environment.

Debian 1&2
[image: ]
[image: ]

These images show the IP address configuration of the two Debian virtual machines using the IP address command.
· The first machine debian3 has been assigned the IPv4 address 192.168.100.11
· The second machine debian2 has the IPv4 address 192.168.100.10
The subnet range 192.168.100.0 was used on booth machines, these means that they are on the same local network and can interact directly with each other. The network interface enp0s3 was also shown and the output was active, this confirms that the network adapter is enabled and properly configured. It is the most important step because it verifies that both Debian systems have the correct IP settings before the connectivity tests are executed.







[bookmark: _Toc235624798]2.3.2. The above topology gives network address for the networks
Network IP address from Internal Network for windows
[image: ]
The image shows the IPv4 Properties with static IP address (192.168.100.2) and a subnet mask (255.255.255.0) confirming it always uses the same network address. The default getway is left blank, so the server can only communicate within the local network. The DNS server is set to 127.0.0.1 which is the local host, which means the server uses its own DNS server to resolve domain names. 







Network IP address from Internal Network for Linux
[image: ]
The image shows the IPv4 network configuration of a Linux System. Manual option is selected on this which means a static IP address is being assigned instead of using DHCP. The system is configured with IP address 192.168.100.10 and the subnet mask 255.255.255.0, that has the same local network being positioned in the server. The DNS and Routes settings are left on automatic, while the Getaway field is blank, showing that the machine is configured primarily for local network communication. 


	







[bookmark: _Toc235624799]2.4. Test and Troubleshoot You need to achieve the following: 
[bookmark: _Toc235624800]2.4.1. Perform Connectivity tests 
Outcome 1: Successful connectivity within windows network
[image: ]

[image: ]
The images below displays that the two Windows Server machines have successfully created network connectivity. The first server is configured with the IP address 192.168.100.2 while the other uses 192.168.100.3. a ping command was used as each server successfully sends and receives packets from the other with 0% packet loss, this means that both server can communicate with each other over the network. This also verifies that the IP configuration is correct and the connection between the two servers is working properly.

Successful connectivity within Linux network
[image: ]
[image: ]
The image shows that two Debian Linux machines successfully communicating over the network using ping command. The first image shows that continuous ping request to 192.168.100.10 and receives successful replies, verifying that the destination hosts is reachable. The second image shows that another Debian machine that has the IP address 192.168.100.10 sends ping request to 192.168.100.11 and also gets successful replies with low response times.  together with the image confirms that the IP configurations are correct and they can communicate successfully on the same network.

Outcome 2: Unsuccessful connectivity between Linux and windows networks
Debian
[image: ]









Windows
[image: ]

The image above describes that a failed connectivity test between a Debian Linux machine and a Windows Server. The first screenshot is the Linux system attempted to ping the Windows Server 192.168.100.2, while the second screenshot, the Windows Server attempts to ping the Linux Machine at 192.168.100.10. each tests return Destination Host Reachable, meaning that the two machines cannot communicate with each other. This indicates a network connectivity problem, which can be caused by incorrect IP configuration, different network segments, missing routes or firewall settings blocking communication.








[bookmark: _Toc235624801]Task 3 Personal and Technical Reflection
[bookmark: _Toc235624802]3.1. Reflect on the following
[bookmark: _Toc235624803]3.1.1. Technical reflection covering network deployment and testing
This is the deployment and testing of the virtual network provided valuable practical experience in configuring and managing a virtualised networking environment with the use of Oracle VM VirtualBox, Windows Server 2019, and Debian Linux. During this deployment, I properly created four virtual machines, configured an internal network and assigned static IP addresses in each system. This lets the Windows servers and Debian clients to communicate within their respective network while maintaining an isolated virtual environment.
One of difficulties was troubleshooting the unsuccessful communication between the Windows and Debian machines, which returned “Destination Host Unreachable”. To detect the issue, I checked the Ip configurations using ipconfig and ip addr, verified the VirtualBox network settings, and reviewed the firewall and DNS configurations. This systematic approach helps me to understand how network setting makes an issue with the connectivity.
Overall, this task strengthened my knowledge of virtual network deployment, IP addressing and troubleshooting. It also shows the importance of careful configuration to ensure a fix and functional network environment.

[bookmark: _Toc235624804]3.1.2. Personal Reflection strength and weakness and challenges
This project helps me improved my knowledge of virtualization, IP addressing and network configuration. One of my strengths was complying with the network topology and successfully configuring the virtual machines and testing connectivity. I also become assured using networking tools such as ping, ipconfig and ip addr. 
One of my weaknesses was troubleshooting network problem, most especially when the Windows and Debian machines is not communicating. The main challenge was figuring out the main cause of the connectivity problem, but also by checking the IP settings and network configuration step by step, I was able to enhance my troubleshooting skills. Overall, the project boosts my confidence in deploying and managing virtual networks and prepared me for more advanced networking task in the future.





[bookmark: _Toc235624805]Conclusion
In conclusion, this project successfully demonstrated the implementation and testing of a virtual network using Oracle VM VirtualBox, Window Server 2019 and Debian Linux. Through analysing virtualization, IP addressing, routing and network services. I created a better understanding of the key concepts that includes designing and managing network. I successfully configured virtual machines, assigned static IP addresses, and verified connectivity through network testing. The difficulties thai I encountered during deployment also strengthened my troubleshooting skills and highlighted the importance of accurate network configuration. Overall, this project develop my practical knowledge of virtualized networking and provided a strong foundation for implementing more advanced network services in future coursework. 
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C: \Users\Administrator>ip config
*ip® is not recognized as an internal or external command
Floverabie program or batch file.

LBc: \Users\Administrator>ipconfig

indows IP Configuration

Ethernet adapter Ethernet

Connection-specific DNS Suffix

Link-local TPv6 Address . . . . . : fege::ec8d:dedc:13ee:15c8%4
1Pv4 Address. . . . . . . ... .:192.168.160.3

Subnet Mask . . . . . .. ....: 255.255.255.8

Default Gateway .
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Performance
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BPA results
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C: \Users\Administrator>ip config
*ip® is not recognized as an internal or external command
Floverabie program or batch file.

LBc: \Users\Administrator>ipconfig

indows IP Configuration

Ethernet adapter Ethernet

Connection-specific DNS Suffix

Link-local TPv6 Address . . . . . : fe89::6585:df64:6f87:2c18%
Pv4 Address. . . . . . . ... .: 192.168.160.2

Subnet Mask . . . . . .. ....: 255.255.255.8

Default Gateway .
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C:\Users\Administrator>ping 192.168.166.16

Pinging 192.168.160.10 with 32 bytes of data
Reply from 192.168.160.2: Destination host unreachable
Reply from 192.168.160.2: Destination host unreachable
Reply from 192.168.160.2: Destination host unreachable
Reply from 192.168.160.2: Destination host unreachable

Ping statistics for 192.168.100.16;
Packets: Sent = 4, Received = 4, Lost = @ (e% loss),

C:\Users\Administrators,

ervices
Performanc

BPA results
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