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QUESTION ONE 

a) Imagine you are working on the security team of a small company and you 

realize that an unauthorized system has successfully connected to the wireless 

access point. All you know at the outset is the IP address of the wireless system.  

Figure 1 shows the network diagram.  

 

FIGURE 1 
 
You have used the Paros session tool to collect session data on all interface of the 

firewall/gateway.   

The session Data from the Wireless Segment is given below. The new IP address 

which appears from the scan result is in bold.  



 
Session Data from the Wireless Segment 

 

i. Inspect the Paros data and explain the scan result including the Attackers 

movement. 

 (12 Marks) 

 

b) Examine the output from the scanning tool shown in Figure 2 and describe what 
services are running and what security implications these may have for this 
particular network. 



 

Figure 2: Output of Scanning Tool 
 

 (10 marks) 

c) Explain “Man-in-the-browser” attack? 

(3 mark) 

 

 

QUESTION TWO 

a) Explain your understanding of the following network protection systems: 
i. Intrusion Detection System (IDS) 
ii. Firewall 
iii. Honeypot 

Include in your answer types of each, how to set up a Honeypot, firewall 
identification techniques, tools and countermeasures. 

(18 marks) 
 

b) Outline the flow of a firewall/IDS penetration testing to evaluate the security by 
testing for ingress and egress vulnerability. 

(7 marks) 
 

 

QUESTION THREE 

a) You are employed by Swansea Security Consulting Company as a security tester, 
who has to research any new tools that will help you to perform your duties. It has 
been noted that some open sources tools your company used lack simplicity and 



clarity or don’t meet the company’s expectation. Your IT Director asks you to 
research new or improved products on the market. 

Based on this information, write a report for your IT Director describing four port-
scanning tools that might be useful to the company. Different port scans might elicit 
different information; your report should include the port scan types such as SYN, 
ACK, FIN, etc. 

(12 marks) 

 

a) Explain information security, threats and attacks and describe the elements of 

Information Security. 

(13marks) 

 

QUESTION FOUR 

a) Describe briefly the types of cryptography and any four encryption algorithms that 
security professionals used to protect company’s data. 

(18 marks) 

b) Active attacks attempt to determine the secret key used to encrypt plaintext. Man-
in-the-Middle Attack is one of the common attacks, explain this kind of attack and 
outline a scenario.  

(7 marks) 


