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I. 
II. [bookmark: _Toc512588184]Introduction

This project, while relatively small in scale, does warrant certain characteristics, mainly due to it being a project of which involves a 3rd party business. Those characteristics being risk, sustainability, ethics and legality, and as an additional optional task, quality assurance, making sure the network is up to code, or at the very least up to expectation. All of these must be taken into account to create a successful and well documented project, of which should we attempt something similar in the future, can improve upon that of which we have already done.

III. [bookmark: _Toc512588185]Risk Management

When it comes to risks, while all projects have risks, the amount of risks and their impact can vary greatly. For this writer’s project, while the amount of impacts was relatively small due to the scope of the project, their associated impacts were high enough to warrant attention. The biggest risk with networking gear would be hardware failure and due to the setup of the network, a simulation diagram of which, again, can be seen in figure 1, should a single piece of hardware fail, it will bring the network down with it. While a network failure can be avoided in such a case by having a backup switch and/or router creating a mesh network, as a group it was decided not to go down that route due to the increased cost of such a compromise. Although, should the network fail due to such an instance, the group has backups on hand of a router and a switch, only they are less complex/configurable. In other words, should either hardware fail, the network can continue functioning perfectly fine from the user’s perspective, but at a lower security quality while the original hardware is fixed or reconfigured. All this being said, the chance of hardware failure should be low as before installation all hardware will be tested for quality and stress-tested beforehand to make sure it is up to specification. Another risk that is present is the closure of the charity we are working with, although this is unlikely, it can have a huge impact as we would lose the project premises and there is little to do to stop such a risk. This risk we chalked up as a very unlikely event and as such may be ignored. Other risks and such can be found in figures 2 and 3, detailing their likelihood and severity.[1], [2]

IV. [bookmark: _Toc512588186]Sustainability

In terms of sustainability, while there are effects, they are minimal due to the relatedly small scope of the project and the target charity. This assumption is made due to the fact that it is a charity based out of a residential semi-detached house, and on the ‘Contact Us’ section of their website, it lists only six people, so give or take a few the likely amount of people working in said charity is around 10-12. Moving on, the first first order impact would be the reduction or elimination of paper/physically based work copies, as now with an improved and secured network, copies of work done which would normally be printed off can be stored securely on the network, either on a server, NAS drive or simply as part of a windows Homegroup.
The biggest second order impact would be the possible implementation of a BYOD setup, a Bring Your Own Device setup. In the older network any device connecting to the network would have unrestricted access to all other devices open on the network, but with the introduction of the proposed network using VLAN’s means we can separate what people can and can’t access. As of now in the designing section of the network the only way to access the network would be via a physical port on the switch once it has been opened in the config, but hopefully by the time for actual implementation, we will be confident enough in our knowledge of wireless access points in a cisco environment to implement one without exposing a security flaw in the system. This being said, for anyone wanting to access the network, their MAC address will have to be obtained before access can be provided, due to the MAC filtering provided on the network. Information detailing how to find the MAC address and provide access to the MAC addressed device will be provided via the proposed manual.
The third order impacts, while minimal, would likely be the increase in power consumption due to the new network implementation, and an overall increase in security, organisation and efficiency. The increase power cost is obvious why, the additional network equipment would need more power than that already in place. The other improvement would be to the introduction of a centralised network around which the company can now work more efficiently, and due to the security implementations, in a more secure environment.


V. [bookmark: _Toc512588187]Code of Practice

The code of practice, in this report will look at the issues both legal and ethical with the project. With ethical concerns, these will refer mostly to the BCS[3] and IEEE[4] codes of conduct, with the BCS taking precedence should the two conflict, although that that is quite unlikely.
From a legal standpoint there is only big one issue; privacy. This is because the group is implementing a new network ‘backbone’ so to speak, meaning all information has to go through this network, and so it is very easy for a member of the group to act maliciously and implement a ‘man-in-the-middle’ attack, thereby essentially being able to see nearly any and all information going through the network. Not only would this be a huge legal issue due to the data protection act 1998[5] and the upcoming general data protection data regulation[6], both of which protect the user from unlawful access to their devices, of which this example would fall under, it would be an ethical nightmare, of which would have a high chance of getting disbarred from the BCS, although as students as of yet there is no full BCS accreditation, but students should still follow the BCS code of conduct, not to mention UWTSD’s thoughts on the matter, which would likely end up with the student being expelled or such.
When it comes to ethics issues of this project, barring the previously mentioned legal and ethical issue, there are quite a few; “due regard for the legitimate rights of Third Parties”, “only undertake to do work or provide a service that is within your professional competence”, “avoid injuring others, their property, reputation, or employment by false or malicious or negligent action or inaction.”, “carry out your professional responsibilities with due care and diligence in accordance” and to “accept professional responsibility for your work”. [3] All of these ethical issues are covered by the BCS code of conduct, and as such should they be breached, the person who breaches said conduct can be subject to BCS disciplinary action. To avoid breaching these codes the group has already decided that a description of the benefits and differences will be made available to the client as to not oversell what the network does. Another point is that to “do work or provide a service that is within your professional competence”, is the reason that a change was made to the network configuration in the removal of the cisco-enabled access point, of which the group initially intended to install, simply because no member of the group was confident in their knowledge to set up and configure a access point without it being a huge security risk.
To “avoid injuring others, their property, reputation, or employment by false or malicious or negligent action or inaction.” proper measures will be introduced to increase security and electrical safety, most likely in the form of proper configuration and surge protection to all devices on the network. Also a decision was made as a group to lock the client out of the network devices, as the client will most likely not have the appropriate knowledge to properly edit the configuration if they were to make changes, therefore compromising the network due the group’s inaction.


VI. [bookmark: _Toc512588188]Quality Assurance

Quality assurance at the end of the project will likely consist of ping testing, ease of use, security and uptime testing. Ping testing will be a simple ping to every device on the network, from the router to the device, as you can see in figure 1 it should encompass the entire network. Of course, there will also be ping testing with and without the network in place to see how much additional milliseconds the network adds to the internet-based ping. A good ping threshold will be 35ms, with anything higher being acceptable, but not preferable and anything over 50ms being a failure and a reconfiguration of the path we be undertaken. When it comes to the addition vs removal of the network, an addition of 25ms will be the limit, otherwise it is too great an addition, and again, reconfiguration/retesting will need to take place.
In terms of security, the group will have a 3rd party test the security, aka another student. On one hand a skilled 3rd party could be introduced, but while the security implementation will deter a majority of those trying to gain unwanted access, it will likely not hold up against a security professional, or someone at a higher skill grade than the members of the group, as you cannot protect against something you do not know exists. Moving onto uptime; this will be pretty simple, as network students 99.9% uptime is the standard goal for a network, but in this scenario 96% uptime will suffice, as long as the downtime is not during peak hours, trace amounts of downtime during 12am to 6am can be ‘dusted under the rug’ so to speak. This test will be done by simply letting the server run for 2 weeks of uptime, or 336 hours more precisely, and recording the downtime. This will be done using a network-connected device using a network monitoring software such as PRTG (Powerful Network Monitoring Software). As this software can be installed on something simple such as a raspberry pi, the noticeability/nuisance to the client is minimised. Of course, a port will have to be opened for it, but it will be closed as soon as the results are collected. This action will need the approval of the client, but as it is providing a quality check for little to no costs, it would be hard to imagine a scenario where the client declines this action.
[7]–[9]
[bookmark: _Toc512588189]IV.	Conclusion

In conclusion, the project, while it has suffered a few miss-steps and setbacks due to the appearance of different challenges and avenues of approach, is going quite well, all things considered. The project plan of course was set back from January to April, as when we first designed it, we had assumed we were to do the implementation in January, but the course wasn’t finished and so we moved it to April, when the course would be closer to completion. Another rather big change is that we realised how liberal we were being with our estimates for times in our project plan, and as such we constrained our times to a more conservative time limit, but still allowing for leeway should errors appear.



VII. Figures
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Figure 1- Project Logical Topology
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Figure 2- Project Risk Matrix
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Figure 3- Risk Table
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Figure 4- Updated Project Plan
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