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Task 1
Hypervisors
Virtualisation is a virtual representation of an IT infrastructure that can include networks, devices, applications etc. Virtualisation separates the physical resources of a hardware into simulated environments by abstracting a layer from the physical hardware with the use of virtualisation software, such as a hypervisor [3][4]. 

[image: Traditional vs. virtual architecture diagram]
Figure 1: Traditional & Virtual Architecture [3]

There are two types of hypervisors in use: type 1 and type 2. Type 1 hypervisors run directly on the host device’s system with no operating system (OS) or software layer in between the host system and the hypervisor/virtual machines, type 1 hypervisors being known as ‘Bare-Metal Hypervisors’ [5][6]. An example of one is the Microsoft Hyper-V.
[image: Type-1 and Type-2 Hypervisors]
Figure 2: Type 1 Hypervisor Architecture [5]

An advantage of type 1 hypervisors is the fact that they are very efficient and offer great performance due to the direct access of hardware resources such as CPU, memory etc [6]. Due to running directly on the physical hardware, this makes the type 1 hypervisors very secure due to lacking the vulnerabilities that come with an underlying OS e.g. software vulnerabilities [5].
However, due to the type 1 hypervisor being installed on top of the physical hardware, the host machine will only be able to be used to run virtual machines (VM) [5]. As a result, they usually need a separate machine to manage the VMs and host resources [6].
Better performance and security mean type 1 hypervisors are the preferred choice for business in the industry. Multiple VMs can be run off a single dedicated device, for example a server, also make it an ideal choice for companies that may want to scale up their operations by simply adding additional hardware resources to that machine, instead of purchasing an entirely new machine.
In contrast, type 2 hypervisors hosted run on the host system’s OS, becoming an additional software layer to be able to run the creation of VM instances [5]. As they run as an application, they are known as ‘Hosted Hypervisors’ [6]. Again, host hardware resources will need to be allocated to the guest systems when in use. Examples include VMWare and Virtual Box VMs.

[image: Type-1 and Type-2 Hypervisors]
Figure 3: Type 2 Hypervisor Architecture [5]
These hypervisors are useful as they allow ease of use and access to the VMs on the host machine, as well as the host machine itself [6]. Compared to type 1, performance is lacking, and they have the inherent security vulnerabilities of software [6].

[bookmark: _Toc192250847]IP Addressing
From the discussion, Data is communicated between devices on the internet through the use internet protocols and networking, such as TCP/IP. Within a network, each device is assigned an IP address, which uniquely identifies the device on that network. Data packets are sent between these devices, which is guided by the IP address of that device which is identified by a switch. This works much the same way with multiple networks as each network will have an IP address, however a router is needed to communicate between networks, storing IP addresses and identifying pathways.
Switches and routers are key elements of a network. Switches operate on a local area network (LAN) by storing the MAC addresses of connected devices and facilitating data transfer between them. However, routers facilitate data transfer between multiple networks by identifying a target IP address and choosing the most efficient route for the packet. As such, routers and switches work in tandem to identify the correct destination of a data packet.

IP addresses are essential to allow devices on a network and for the network itself networks to communicate with others and connecting to the internet. When connecting to the internet, an internet service provider (ISP) will assign the device an IP address, or it will assign a router that IP address and create a subnet for all devices that fall under the router’s network [1]. A subnet divides an IP address into a network and a node (host). The network identifies the subnet, while the node connects to it with a unique address, distinguishing between the two. [1].
[image: IPv4 vs IPv6 comparison table] Figure 4: IP Addresses [7]
There are two types of IP addresses, IPv4 and IPv6. IPv4 consists of four numbers, known as octets, separated by dots with each number ranging from 0-255 [1][2]. Each number representing a different aspect of the network, such as the network itself and the exact device on that network. 

As a result, the many devices growing in the world, IPv6 addresses were created to deal with the shortage of IPv4 addresses. By using, a hexadecimal format, many more addresses could be created, not to mention the increased security and performance.

[image: ]
Figure 5: Private and Public IP Address [2]
Due to address constraints, there are private and public IP addresses. This allows for the same IP address to be assigned multiple times, but only on private networks, with the public address being the unique one [2].

[bookmark: _Toc192250848]Routing
Routing is the process of finding and selecting paths for data packets to travel within and networks, and essentially the management of network traffic overall [8]. By identifying the destination IP of a data packet, a router can direct it. This is done using a ‘Routing Table’, which is table used to store the IP addresses and other information needed to select the best data path [9].

[image: Packet-1]
Figure 6: Visualisation of packet transfer [8]



[image: Types-of-Routing]Routing is split into three categories. Static routing is when the network routing configuration is done manually by the network administrator, ideal for maintaining secure control over a small network [9].  However, this is not ideal for businesses seeking to scale-up their network.
Dynamic routing is procedure that is autonomous and does not require manual interaction. Packets are transferred based upon a pre-determined topology and the use of shortest path algorithms [9]. This is preferred as it is adaptive and scalable, due to changes in topology being automatically updated. However, this provides less control over the network, so security and accurate resource management may be an issue, not to mention more expensive [9].Figure 7: Types of Routing [9]

Default routing is when a router transmits data packets to a default route, usually used when a network has only one exit point [9].
To select the best route, routing protocols may operate on different metrics to achieve this goal.
[image: Figure 3-9]
Figure 8: Routing Protocols [10]
Distance vector is used when all nodes on the network are known, and so are the nodes adjacent. Their routing tables are advertised regularly, allowing for the use of the Bellman Ford Algorithm to identify the shortest path to the target node/device [9].
Link-state routing is like distance vector, as it also updates routing tables. However, the tables are only updated when there are new updates or additions to the network, allowing for an effective use of bandwidth [9]. Link state routing considers several metrics when deciding the best path for data such as hop-count, bandwidth, delay etc. As a result of this, these protocols are ideal for larger businesses seeking to expand their networks due to the automatic updates to addressing as well as the bandwidth cost savings [9].






[bookmark: _Toc192250849]Network Services

VPNs
A virtual private networks method for maintaining a secure connection between networks. It establishes a virtual connection between a device and a remote server, it does this by creating a point-to-point connection and encrypts that connection, known as ‘tunnelling’. This encrypts personal data from external threats, masks IP addresses, and it is also possible to access blocked websites [11]. There are several different types of VPN connections methods, each slightly different. A large company may use site-to-site connections to maintain a secure internal network over multiple business sites [11]. This would be important for multi-national business to make use of. A VPN application may also be downloaded onto a device to be used, with dedicated servers providing a secure connection to that device.

DHCP
Dynamic Host Configuration Protocol (DHCP) automatically assigns devices IP addresses when connecting to a network, making things easier and reducing errors. It also provides other important network details like the gateway, subnet mask, DNS etc [12]. 

Active Directory Domain Services 
Active Directory Domain Services (ADDS) are the main components of Active Directory that handle user and computer management, enabling system administrators to structure data in a clear, organized way [13]. ADDS supports security features like certificates, Single Sign-On (SSO), LDAP for directory access, and rights management to control permissions and access in the organisation [13]. An AD must have a domain controller, which act as containers for domains. A domain belongs a to an AD forest, which can contain a single or multiple domains which can be grouped into units. ADDS allows for the management of access and user permissions between users in different domains, which is essential in large organisation with multiple departments and security levels [13].





[bookmark: _Toc192250850]TASK 2

Due to hardware constraints, the decision to use a type 2 hypervisor was deemed necessary. This was chosen due to it’s ease of use, being able to run above the underlying host system as an additional software layer. As such Oracle VirtualBox VM was the selected hypervisor software. This allowed for testing in simulated environments without risking the host device functionality.


VirtualBox was already installed on the device, so it was a simple matter of setting up the VMs.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Figure 9: Windows Server 2022 Download source

As guest OS was needed for the virtual machines being set-up, they would need to be downloaded. As seen above, the ISO for chosen was Windows Server 2022 downloaded form the official Windows website.

[image: A screenshot of a computer

AI-generated content may be incorrect.]
This was followed by the client device, choosing to install Windows 10 desktop ISO downloaded again from the official website.

For the Linux machines, the decision was made to go with the open-source Ubuntu operating systems due to their ease of use and interactivity. 
[image: A screenshot of a computer

AI-generated content may be incorrect.]
As seen above, Ubuntu Server ISO was downloaded from the Ubuntu website.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

Also, the source for the Ubuntu Desktop ISO seen above. The timestamp between sources is due to the stage at which the Linux and Windows VMs were set-up.


The Windows server was chosen to be set-up first.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
After configuring the hardware resources to the VM and installing the ISO, the Windows Server VM booted up successfully as seen above. The next step was setting up the Windows 10 desktop VM.

This was successful. However, screenshot was misplaced.

Next was the set-up of the ubuntu server. [image: A screenshot of a computer

AI-generated content may be incorrect.]
After the same process of resource allocation, admin profile was created and set up was successful.

Alongside, the ubuntu desktop was also set up, with the iso being installed and booted correctly, however screenshot was misplaced.












Using a basic, personally crafted topology to follow, the IP addressing of the network was set up this way .
[image: A diagram of a server

AI-generated content may be incorrect.]
Figure 10: IP Addressing Schema
Private IP addresses were selected for the server-client connections and a static server IPv4 address was selected for the servers.

First, the Windows VMs.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Server IP addressing for the windows server was input with an appropriate subnet in range.
Windows desktop was also input with the desired IP address successfully. However, screenshot was misplaced.
Next was the Linux VMs
Choosing to set up the desktop first.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
IP address was set up according to the topology and was successful on the internal network adapter.

Next was the more difficult Ubuntu server.
[image: A screenshot of a computer screen

AI-generated content may be incorrect.]
[image: A screen shot of a computer code

AI-generated content may be incorrect.]

IP addressing was successfully applied to the required network adapters. To do this, it was necessary to download ‘netplan’ to be able to access the network configuration files, known as .yaml files. [image: A screenshot of a computer

AI-generated content may be incorrect.]


Connectivity test were then performed between the machines.
First the Windows VMs.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
A successful connection. Initially however, this was not the case. The firewalls were preventing successful connections, so were temporarily disabled.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Linux machines also resulted in a successful connection. However, the same issue had occurred, so disabling the firewalls was necessary.



Finally, a ping between different operating systems.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
This was a success. No additional utilities were required for the successful ping.

[image: A screenshot of a computer

AI-generated content may be incorrect.]
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[bookmark: _Toc192250852]Reflection
During task 2, my hypervisors and ISO were stored on the computer I was using and not the OneDrive. This worried me, so midway through I deleted the VMs and moved them to OneDrive, in hindsight this was not needed as I could have moved the VMs without restarting.
The main technical issues encountered was the configuration of IP addresses in the Linux machines. This was a much more complicated processes than expected, having to learn to format the .yaml files correctly. Then the issue of firewalls blocking connections also took a bit of time to resolve.
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64 bytes fron 192.168.2.20: 198 ns
64 bytes from 192.168.2.20: 204 ms
B o o e o8 e
64 bytes from 152.168.2.26 tine=6.145 ms
64 bytes fron 192.168.2.26 1309 ns
64 bytes fron 192.168.2.20: icnp_seq=0 ttl=64 tine=o.394 ms
‘achidBu-server:™$ sudo netalan apply 64 bytes from 192.168.2.20: icmp_seq=10 ttl=64 339 ms
S ~c
o (generate; 1696): HORNING s Farmissic sl 100 apen. Netolen contlaurat e i e
o (process: 104): HARNTNG e Permissions for /etc/metplan/static.uanl sre too ogen. Netolan configurat Attlain/ava/nex/pdevde 1a/RLast/o ast/eRilne
echidiu-server: " ping 192.168.2.2 =1 |
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Microsoft Windows [Version 16..20348.587]
(c) Microsoft Corporation. All rights reserved

C: \Users\vboxuser>ping 172.16.1.2

Pinging 172.16.1.2 with 32 bytes of data
Reply from 172.16.1.2: bytes=32 time<ims
Reply from 172.16.1.2: bytes=32 time<ims
Reply from 172.16.1.2: bytes=32 time<ims
Reply from 172.16.1.2: bytes=32 time-Ims

ping statistics for 172.16.1.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),

Approximate round trip times in milli-seconds

Minimum = ems, Maximum = ims, Average = ems

c: \Users\vboxuser>

rachideu-server:™$ sudo netplan apply

s (generate:1320): HARNING #ok: : Permissions for /etcsnetplan/static.yanl are too open. Netplan configurati
i (process:1318): WARNING wx: : Permissions for /etcsnetplan/static.yanl are too open. Netplan configurati
o (process:1318): WARNING wx: : Permissions for /etcsnetplan/static.yanl are too open. Netplan configurati

rachideu-server:$ ping 172.16.1.1
PING 172.16.1.1 (172.16.1.1) 56(84) bytes of data

bytes from 172.16.1.1: icmp_se time=0.645 ms
bytes from 172.16.1.1: icmp_seq=2 .438 ms
bytes from 172.16.1.1: icmp_se .415 ms
bytes from 172.16.1.1: icmp_se .351 ms
bytes from 172.16.1.1: icmp_se .357 ms
bytes from 172.16.1.1: icmp_seq=6 time=0.259 ms
bytes from 172.16.1.1: icmp_se 275 ms
bytes from 172.16.1.1: icmp_se .324 ms

G20pM- - 172.16.1.1 ping statistics ---

@ % 34pp:0 PaCKEtS transmitted, 6 received, 0% packet loss, time 7415ms
g"tt minsavg/max/mdev = ©.259/0.383/0.645/0.114 ms
f-cchidou-server:~s
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adapter Ethernet:

ection-specific OIS Suffix

Feso: :6971:520b: 1da: 701815
192.168.1.1
1921168120

Jocal 19ve Addres:
Iove Adires.
Subnet Mask

FeBo: :9651:2960:241b: 3147511

chidhu-server:°s ifcont i
4P EROLCAST
2 et

e rachid@ubuntu-desktop: -
nets fado: Jabo:27r ¢ reda:eain

P3:00:27:83:¢3: 15 txauicue en 10 $ ifconfig -a

dackets 1 bytes
dackets 8 bytes 656 (56,6 9)

inet 192.168.2.2 netmask 255.255.255.0 broadcast 192.168.2.255
inet6 fe80::200:27ff:fe28:d196 prefixlen 64 scopeid ox20<link>
ether 08:00:27:28:d1:96 txqueuelen 1660 (Ethernet)

RX packets 2 bytes 120 (126.0 B)

RX errors @ dropped 0 overruns 0 frame 0

TX packets 64 bytes 8160 (8.1 KB)

rpose

it Lxien 6
ueuelen 160 (£thernet

i enpes3: flags=4163<UP,BROADCAST ,RUNNING, MULTICAST> mtu 1500
2

5 frame ¢ TX errors 0 dropped 8 overruns @ carrier 0 collisions 0
aroped 0 overrins © carrier 4 collisions ¢
enpos8: Flags=4163<UP,BROADCAST ,RUNNING, MULTICAST> mty 1560
erps: TSt intu i coc B inet 10.0.3.15 netmask 255.265.255.0 broadcast 10.9.3.255

e {nets f280: 1a00:2711-1eo7 467 prefixten 60 scopeid oxaoctinks
dropped 0 ouerruns o frame o ether 08:00:27:97:6:07 txqueuelen 1000 (Ethernet)
DR e X packets 10 bytes 2298 (2.2 K6)

B0 WE 506 R e @
%S Py doudy A @ D B 0 B

§00E 0 BREE:w





image1.jpeg
Traditional and virtual architecture




image2.png
VM1 VM 2

Hardware

Type 1




image3.png
VM2

o

Hardware

Type 2




