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Apply the principles and practices of Data security, Governance and Compliance based on a given scenario.
Task 1
Digital, networked, and intelligent production equipment security, network security under the end-to-end production model, production control system security, application security, industrial data and user data security have become issues that need to be resolved in the orderly development of the Internet. Data security is a prerequisite for ensuring the orderly development of the Industrial Internet. Defining the objects of data security protection, effectively identifying and preventing data security threats, establishing a data security system that runs through the entire industry chain and the entire life cycle, and resolving data security risks before they happen, is of great significance to the development of the Internet. As the top-level design and implementation outline of the Internet security system, the Internet Security Framework guides the deployment, implementation and evaluation of security protection measures, promotes the improvement of the systemic security protection capabilities of Internet companies, and provides security for the digital, networked, and intelligent development of the Internet trusted environment.
Since the 1970s, computer networks have become popular in developed countries in Europe and America. With the passage of time, the scale of information systems has become larger and larger, and people's dependence on information systems has become stronger. Especially in the 1980s, when the Internet began to spread and the complexity of information systems increased, the quality of the IT services provided by the IT department was not satisfactory, and sometimes even seriously affected the work of the business department. More and more people were aware of the need for a set of methods to manage IT services, and the British government took the first action. The British Central Computer and Telecommunications Agency (CCTA) organized a group of experts to start researching and developing a set of effective and quantifiable IT resource usage and management methods. The final result of this project was the publication of a set of IT management guidelines in 1986, namely ITIL. ITIL sorted out and studied the entire process of IT service activities, launched a relatively complete process-oriented IT service management methodology system, and formally proposed the concept of ITSM (IT Service Management). ITSM abandoned the traditional technology-driven thinking, established the organization's strategic goals and business needs as the starting point, and guided by the management process, and proposed a set of high-quality effective management of IT system planning, research, development, implementation and operation IT service management method. Its purpose is to improve the organization's ability and level of IT service provision and support. At present, ITIL is widely used in the IT operation and maintenance management of various enterprises and plays an important role. IT operation and maintenance management are the prerequisite and foundation for enterprises to carry out operation and maintenance management. It can help enterprise IT departments to standardize various operation and maintenance work and business activities, so that the quality of operation and maintenance can be improved.
ITIL is developed according to practice, and its development process is a process of collecting and analyzing information on IT service management issues. Therefore, ITIL is derived from practice and used to guide practice. It lists the goals, activities, inputs and outputs of each process, and the relationship between the processes, but it does not specify how to implement these functions. Its main goal is to ensure that the process achieves its due function and is coordinated with other processes. As for the specific daily operation activities, the organization can adopt different implementation methods according to its own needs. The interfaces between the core processes defined by ITIL and between the processes and the business have been designed in advance according to business needs, and a process can be easily added or discarded, while other processes can be maintained. The implementation of ITIL does not require an organization to rebuild all its IT management departments and functions. ITIL provides a guiding public framework that can retain reasonable parts of the company's existing IT management methods and technologies, while adding necessary methods and technologies, and facilitate and strengthen communication and coordination among various IT functions.
The International Organization for Standardization (ISO) is a non-governmental organization located in Geneva, Sweden, with more than 100 countries joining. ISO was established in 1947 to develop international cooperation and standards in the following fields: science, technology, trade, and knowledge innovation. ISO is particularly interested in computer industry standards that have a profound impact on global communications. It has been committed to advanced development systems, encouraging computer manufacturers all over the world to participate in competition and innovation. The BS7799 standard is an information security management standard formulated by the British Standards Institute (BSI), and is currently a representative international information security management system standard. In BS7799, information security mainly refers to the maintenance of the confidentiality, integrity and availability of information, that is, the use of computer software and hardware technology, network technology, key technology and other security technologies and various organizational management measures to protect information in each link of production, transmission, exchange, processing and storage in the life cycle, the confidentiality, integrity and availability of information are not destroyed. Since information security is very important to any organization, this standard has been widely used in industries such as telecommunications, insurance, banking, and data processing centers.
COBIT is the current international standard for information system audit, which was announced by the Information System Audit and Control Association in 1996. This is an internationally recognized and authoritative security and information technology management and control standard, which has been updated to the third edition. It builds a bridge between business risks, control needs and technical issues to meet the various needs of management. The standard system has been used in important organizations and enterprises in more than 100 countries in the world, guiding these organizations to effectively use information resources and effectively manage information-related risks.
With the continuous updating of technology and the development of new standards, many aspects have advantages and disadvantages. For example, 5G technology which has developed rapidly in recent years, has been widely used in network data security. Although 5G's data encryption and privacy protection mechanisms are more complete than 3G and 4G, 5G is a long-term evolution of communication technology, and some of the original 4G vulnerabilities and security issues may also appear in 5G networks. Business security is a big concept, which is by no means achievable by a few tools or systems. Just as in network security, Party B’s company can make professional security products such as WAF, IDS/IPS, and missed scanning, but it cannot establish a complete security architecture for the enterprise. Therefore, in business security, Party B's company may be able to produce related security products such as risk control systems, verification codes, and face recognition, but the construction of business security still needs to rely on the security team for planning and construction. The security framework can play a central role in the development of enterprise business security. As a high-level guideline, the security framework can help the security team quickly sort out work goals and find security shortcomings, thereby comprehensively improving the security level of the enterprise. Due to its versatility, the security framework can also point the direction to the security team and business departments in a variety of business scenarios, avoid putting too much energy on useless places, and improve efficiency. Of course, because of the characteristics of business security, the security framework cannot list everything an enterprise should do in detail like it does in network security. Therefore, in terms of details, if better security services are provided for the business, the security team still needs to combine the business characteristics to make specific decisions.
There are also some difficulties in the current implementation of ITIL, such as long implementation time, complex implementation process, need for the support of information strategy, and more investment in manpower and material resources. Update and improve ITIL related theories, which will be more widely used in many enterprises. At the same time, it is very important to formulate updated regulations and information security standardization. Standardization work has become a booster for improving governance capabilities, a coupler for market economy operation, a container for government function transformation, and an important means of technological innovation. Information security standards are of great significance to China's national security and long-term social stability. Information security standards are usually compiled by national organizations, and on this basis, provide guidance to the information security industry, so as to achieve the important purpose of maintaining national security and social stability. While ensuring the security of national cyberspace, it also effectively protects personal privacy and data security.























Task 2
The advent of the information and communication era has given birth to many innovative technologies and Internet applications, which have greatly promoted the development of modern society and facilitated people's production and life. At the same time, the collection of user information and the processing of application data have become increasingly common and frequent, and the data leakage problems caused by this have become more and more serious. Caribbean Coffee Company also has data security issues. Therefore, how to ensure the data security of these complicated business systems is an important issue that Caribbean Coffee Company urgently needs to solve.
According to CaribbeanCoffee's data characteristics and data security requirements, the overall management design was carried out. Establish a company-wide data security management system, including these contents: the first is to establish a data security organization system covering the entire company, implement data security responsibilities, take the department as a unit, implement it to individuals, and sign a security commitment. The second is to formulate data security management specifications covering the entire life cycle of data (which is data collection, data processing, data storage, data transmission, data use and data destruction), including management systems, corporate specifications and technical standards. The third is to sort out all the company's data, classify it according to the data sensitivity level, and clarify the roles and permissions for the use and management of sensitive data. The fourth is to establish data supervision, data audit and risk assessment mechanisms, and organize data security investigations in a regular and irregular combination.
In order that employees and customers can use their own personal devices to access the company's network and resources, while also ensuring data security. Therefore, a service desk is needed to achieve this. The service desk can provide users with a contact point for contacting the IT department, so as to ensure that suitable support personnel can be found to help solve problems and requests. The service desk is different from the help desk, and the service desk provides a wider range of support activities are an excellent tool to maintain daily contact with users to monitor customer satisfaction. It has a good advantage in security management. The specific activities of the service desk include responding to call requests, publishing information, operation management tasks and infrastructure monitoring. The figure below is the basic flow chart of the service desk:
[image: ]
Figure.1 Service desk
After completing the service desk, it needs to set up corresponding incident management. The purpose of incident management is to restore the fault in the shortest time, so as to minimize the loss of the fault, and to meet the service requirements as much as possible on this premise. When dealing with several incidents at the same time, priority must be set and the impact, urgency and priority of the incident must also be determined. This can better solve the problems of security governance and strategic planning and can also adequately respond to some emergencies. Incident management process:
[image: ]
Figure.2 Incident management
Then there is the aspect of problem management. How to deal with the problem when the security system encounters a problem. Firstly, it should minimize the adverse impact of IT infrastructure failure on security, and then explore the root cause of the incident, finally initiate actions to improve or correct to prevent the recurrence of related incidents. The problem control process is as follows:
[image: ]
Figure.3 Problem control
For information security protection and security governance planning, configuration management plays a very important role. Configuration management manages a database of any information required for IT service quality in a cost-effective manner by determining and positioning configuration items and their status and interrelationships. Provide precise information about the configuration and its documentation, and support all other management processes, the specific activities are divided into the following parts: planning, determining the strategy, policy and goals of the configuration management process, analyzing prior information, determining the tools and resources needed, creating interfaces with other processes, projects and suppliers; identifying: establish a process to maintain the update of the configuration management database; control: by only approving, recording and monitoring those authorized and confirmed configuration items to ensure the timely update of the configuration management database; status records: storing related configuration items in their life cycle Current and historical information about the state; reports provide information for other processes and report trends and developments.
The resource Configuration Management Database (CMDB) replaces the manual storage and management of various configuration information of the equipment in the enterprise IT architecture and uses the automatic acquisition method to store various configuration item information of IT basic equipment. The configuration management database is closely related to all ITIL processes. Connected to provide effective data to support the operation of other processes, while related processes provide accurate data to be stored in the CMDB for operation and maintenance management personnel to view. As a core component of the standard process, the configuration management database records the operation of other processes. A process starts to close at the end, and all the processes in the middle are automatically recorded in the CMDB.
The company also needs to develop a special comprehensive data security management system to support the overall management of data security and solidify data security management into the actual work process, including account data management, access control, data storage, and security audits. In accordance with the specific requirements of regulatory authorities and security management, clear requirements for the complexity and update cycle of ordinary customer account data and administrator account data; set database access control policies in accordance with the principle of least privilege, and strictly restrict database access control permissions; use clustering, hot standby, cold standby to ensure the security of data storage; regularly conduct data security audits to check the effectiveness of data security systems and procedures.
Change management needs to be completed, because change management can ensure that standardized methods and procedures are used to process all changes efficiently and quickly, so as to minimize the impact of change-related events on service quality, thereby improving the daily operation of the organization. This also makes change management an indispensable part of information security, risk management and emergency measures. The benefits of change management are to reduce the adverse impact of changes on the quality of IT services, better evaluate the cost of planned changes, obtain more management information about changes, and improve the ability to handle frequent changes.
After completing the above functions, you need to implement the corresponding technical management. Strengthen the construction of data security technical means and make improvements and upgrades in data identification and identification, data protection, and data leakage prevention. One is to strengthen the discovery and protection of sensitive data and use digital watermarking and other technologies for identification. The second is to strengthen data protection, use dynamic document encryption technology, identity authentication technology, hardware binding technology and other technologies to perform real-time, mandatory, and transparent encryption and decryption of specified types of files, and perform detailed permissions settings for documents to ensure that the encrypted information performs specified operations within a specific authorization range. Protect the sensitive customer information data stored in the core business database system, including database authority management, database access control, database operation audit, production data desensitization (including dynamic data desensitization and static data desensitization). The third is to strengthen the protection against leakage during data collection, data use and data transmission. Identify and control sensitive data in transmission at the network exit or security domain boundary, and control or monitor the transmission of sensitive data through network protocols such as mail, WEB, and FTP. Implement policy control on the illegal use and transmission of sensitive data in the terminal and monitor the terminal use behavior of sensitive data. Scan the structured and unstructured data stored in servers, databases and repositories, discover and record sensitive data according to policies, and report violations of storage events.
[image: ]
Figure.4 Configuration management
In the entire design scheme, the first part determines the establishment of an overall company-wide data security management system and the scope of IT service continuity management, using the service desk to meet the needs of customers and employees, while also ensuring data security. The ability to find the right technicians when meeting customer needs to solve problems. The second part is security governance analysis and strategic planning, applying incident management and problem management analysis to IT services that have a critical impact on the business, and at the same time assessing emergencies and risks according to the specific conditions of each IT component, and adopting preventive measures and recovery plans to reduce the probability or impact of occurrence, and narrow the scope of the recovery plan. The third part is configuration management. The use of resources to configure the database can ensure the accuracy of the data. Through the unified management of resources and configuration, ensure that the basic data configuration items are accurate, and ensure the security of data information through the IT operation and maintenance management platform, and develop special data. The comprehensive security management system supports the overall management of data security. The last part is change management, which effectively handles data and event changes, improves risk response capabilities and protection mechanisms, and at the same time strengthens the construction of data security technical means, and improves and upgrades data identification and identification, data protection, and data leakage prevention. It is also necessary to carry out relevant training for IT and employees to improve the cultivation of data security awareness, familiarize with the corresponding processes and methods of handling problems, and regularly check the resource configuration database and data security issues at regular intervals to prevent IT infrastructure problems and to ensure the security of customer data and employee personal data as the most important part of the company, and implement corresponding measures to protect intellectual property rights.
There are also some suggestions in other aspects. Management: regularly sorting out and updating data security-related laws and regulations, summarizing new national policies and requirements in the field of data security; establishing a data security personnel protection mechanism, forming a protection echelon covering all units, and the safety work is implemented to the specific responsible person. Research: timely sort out internal data security cases, carefully analyse the causes of risks, and form the company's internal data security risk management; organize experts to analyse internal data security risks on a regular basis and combine the company’s actual situation to propose risks prevention, risk emergence, risk treatment and countermeasures and suggestions for each link. For employees: regularly carry out special data security training, invite well-known experts to teach data security knowledge, and further improve the business ability of data security personnel; carry out data security publicity work through various methods, teach all employees to establish a strong data security awareness, and actively prevent possible emerging data security risks; at the same time, actively learn the advanced technologies and advanced experience of Internet companies, regularly organize exchanges and special lectures, and further enhance the professional capabilities of internal data security personnel.
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