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The technology industry has been greatly impacted by cloud computing in a number of ways, including how firms function and how IT infrastructure is being transformed. Many changes have occurred because of the move to cloud computing, impacting domains including technology, cost management, scalability, security, and business processes.

Cloud Computing platform provides on demand services, that are always on, anywhere, anytime, and anyplace. Pay for use and as needed, elastic scale up and down in capacity and functionalities The hardware and software services are available to public, enterprises, corporations, and businesses markets. Globally, businesses are becoming more and more interested in cloud computing. As enterprises gain greater expertise with cloud computing, they begin to move an increasing number of essential business operations on cloud platforms. [1]

Technology Advancements: While cloud computing gives users access to state-of-the-art tools and resources, it has accelerated technical progress. It has made it possible for companies to take advantage of cutting-edge technologies like Internet of Things (IoT), machine learning, artificial intelligence, and big data analytics without having to make significant upfront infrastructure investments. [2]

Business Operations: As cloud computing provides scalable and adaptable solutions, it has simplified commercial processes. With increased efficiency and agility, organizations can now simply deploy applications, manage data, and work across geographically dispersed teams. [2]

Security Enhancements: Although original security concerns prevented cloud computing from being widely used, the industry has responded with strong security safeguards. To guarantee data security and privacy, cloud service providers have created sophisticated security protocols, encryption techniques, and compliance criteria. [2]

Scalability and Flexibility: Businesses now have unmatched flexibility and scalability because to cloud computing, which are more dependent on precise data to meet customer demand. Businesses can quickly adapt their computer resources to meet demand, which improves efficiency and lowers costs. Software is used to manage the computer resources, so they can be quickly deployed in response to changing needs. The purpose of cloud computing is to minimise service provider interaction by dynamically scaling resources up or down via software APIs based on client load.  [2]

Cost Management: The move to cloud computing has changed how firms handle their costs. Pay-as-you-go methods allow firms to optimize operational costs and save capital expenditures by doing away with expensive hardware and upkeep. It significantly reduces the barrier of entry for smaller businesses wishing to take advantage of compute-intensive business analytics that were previously exclusive to the biggest companies.  [2]

Global Accessibility: For companies of all sizes, cloud computing has made the world more accessible. It facilitates easy access to data and apps from any location with an internet connection, encouraging remote work and improving teamwork. [2]

Innovation Acceleration: Cloud computing has caused an acceleration of innovation in the industry. With low entry barriers, businesses can quickly develop, test, and introduce new goods or services, encouraging an innovative and entrepreneurial culture. [2]

Environmental Impact: Sustainability in the environment has also benefited from the move to cloud computing. In comparison to traditional IT infrastructures, cloud providers have achieved notable progress in lowering carbon footprints through the consolidation of data centres and the optimization of energy consumption. [2]

In conclusion, the industry has been greatly impacted by the move to cloud computing, which has sped up innovation, advanced technology, improved security, streamlined business operations, allowed for global accessibility, transformed cost management strategies, and encouraged environmental sustainability. [2]
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Figure 1: Cloud computing deployment models [3]
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Figure 2: Cloud computing service categories [3]
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Figure 3: Cloud features [3]
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The role of network professionals has undergone significant evolution in response to the technological challenges presented by cloud computing. The introduction of cloud computing has changed networking, necessitating the adaptation and acquisition of new skills by experts in order to manage and secure cloud-based infrastructures. In the past, networking specialists were primarily concerned with maintaining on-site hardware, setting up routers, switches, and firewalls, and making sure that data moved freely within of a secure environment. But the move to cloud computing has changed the way networking procedures are done. Managing virtual networks, establishing connections to cloud services, and putting security measures in place for distributed systems are all part of cloud networking. [4]

Software-defined networking (SDN), network function virtualization (NFV), and virtualization technologies have become essential knowledge for network workers. They must be adept in using cloud computing systems like Google Cloud Platform, Microsoft Azure, and Amazon Web Services (AWS). Additionally, to streamline network operations in the cloud, proficiency with scripting languages, automation tools, and DevOps approaches has become imperative. [4]

Network experts now have additional security issues to deal with as a result of the cloud move. Important components of cloud networking include safeguarding against sophisticated cyberattacks, enforcing strict access rules, and securing data while it's in transit across public networks. Experts must be knowledgeable with identity management programs, encryption techniques, and cloud-specific compliance requirements. [4]

Network specialists are faced with the challenge of integrating several cloud platforms while preserving smooth connectivity and data consistency as enterprises embrace hybrid and multi-cloud strategies. To do this, a thorough grasp of load balancing across different providers, distributed application performance optimization, and inter-cloud networking is needed. [4]
In the age of cloud computing, network experts work closely with DevOps teams to match application requirements with network configurations. This means that in order to guarantee scalability in dynamic cloud environments and automate network provisioning, infrastructure as code (IaC) tools such as Terraform and Ansible are utilized. [4] 
Despite the challenges, network specialists will remain essential to the ongoing cloud journey because of their understanding of network architecture, performance, and topologies. "Their role as essential team members will continue to evolve, mitigating complex cloud environments." "Network professionals must understand cloud networking features and offerings as thoroughly as they have traditional networking solutions in order to succeed in this role." [5] 

The need for networking skills is increasing as firms adapt to suit customer requests and the demands of a remote workforce. Cloud computing adoption has expanded at a historic pace. Networking specialists with the know-how to efficiently provide, implement, process, analyse, and protect cloud infrastructure are needed in today's enterprises. [6] 
Network professionals' development in the context of cloud computing emphasizes the necessity of ongoing education and technological adaptability. Network experts are essential to designing robust and efficient networks that support contemporary digital enterprises, since more and more companies depend on the cloud for their IT infrastructure. [7] 

the main duties performed by cloud / network professionals: [7]
· Tailored infrastructure customization
· Efficient resource allocation
· Continuous performance optimization
· Strategic data protection
· Efficient automation
· DevOps collaboration
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RESTful web services have been crucial in enabling transformations in a multitude of sectors and fields. The architectural style known as Representational State Transfer, or REST, offers guidelines for developing online services. Through the use of common operations like GET, POST, PUT, and DELETE, these services allow many systems to communicate with one another across the internet. The development, integration, and accessibility of programs have changed significantly as a result of the use of RESTful web services. [8]

The Internet is, well, a given when it comes to the Internet of Things. RESTful services are the almost universal means of Internet-based communication between devices and applications. The simplest approach for linked apps and "Things" to communicate in a common, comprehensible language is through REST APIs. Furthermore, consistent REST APIs are the most effective approach to ingest, store, and process the data from all these linked items in a range of database types. [8]

REST addresses the following:

Interoperability and Integration An important way that RESTful web services have brought about change is by virtue of their enhanced integration and interoperability. Using commonly accepted data formats like XML and JSON, as well as conventional HTTP procedures, RESTful web services facilitate smooth communication across diverse systems. As a result, systems have become increasingly networked and interoperable, facilitating the seamless interchange of functionality and data between various applications. [8]

Scalability and Performance Modern applications' performance and scalability have changed as a result of RESTful web services. Better scalability is made possible by REST's stateless architecture, which spares servers from having to keep track of session state between requests. As a result, extremely scalable systems that support numerous concurrent users have been developed. Furthermore, RESTful web services perform better due to their lightweight design, which makes them perfect for cloud-based and distributed systems. [8]

Mobile and IoT Integration RESTful web services have significantly contributed to the development of mobile devices and Internet of Things (IoT) technologies. These services offer a lightweight and adaptable method of connecting IoT devices and mobile apps to backend processes. The way that mobile apps, IoT devices, and server-side applications communicate with one another has changed significantly as a result of RESTful APIs becoming the default option for communication. [8]

Flexibility and Modularity RESTful web services have also made application design more flexible and modular, which is a big development. Because REST places a strong focus on resources and consistent interfaces, it is possible to create reusable, modular parts that are simple to combine to create complicated systems. A move toward more adaptable, decoupled architectures that can accommodate quick development cycles and shifting requirements has resulted from this. [8]
Ecosystem Development An significant ecosystem of tools, frameworks, and best practices has grown as a result of the broad adoption of RESTful web services. This ecosystem helps developers create, use, and successfully manage RESTful APIs. This has led to an explosion of developer-friendly tools and platforms that make it easier to create and use web services, which has further changed the way applications are created and integrated.

In conclusion, by enhancing interoperability, scalability, interaction with mobile and IoT technologies, flexibility in application design, and nurturing a rich ecosystem of supporting tools, RESTful web services have played a pivotal role in driving significant changes across numerous sectors. [8]
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Figure 4: REST Web Service [9]
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The design, deployment, and management of networks have all undergone radical change because to software-defined networking, or SDN. Notwithstanding its advantages, SDN has fundamentally altered the work that network engineers undertake, necessitating their adaptation to new tools, techniques, and technologies. SDN has, nevertheless, been rapidly embraced by the industry because of its many benefits, which exceed the difficulties in adjusting to the new technology.

Demands on the network are increasing quickly, and network administrators are finding it challenging to keep track of which users are accessing the network frequently. As a result, overseeing the infrastructure needed to meet these needs has grown challenging and time-consuming. In addition to constantly changing due to expansion, networks also need to be reconfigured in order to fulfil business requirements. Technologies like network function virtualization (NFV) and software defined networking (SDN) have come to light as viable ways to alter the agility and cost structure of internet protocol (IP) networks. From a conceptual standpoint, SDN gives network administrators more control over how their networks operate and a single, unified picture of the entire network by conceptually separating the network's control logic from the hardware that supports it. Nonetheless, NFV and SDN can be combined, which may lessen the difficulties presented by outdated networks. [10]

SDN's Advantages:

Programmability and automation: Software-Defined Networking (SDN) facilitates the definition of network behaviour by network managers, thereby reducing the need for manual intervention and streamlining network chores. Improvements in scalability, efficiency, and deployment speed have resulted from this.

Decoupling of the control and data planes: SDN makes it possible for network management to be more adaptable and agile by separating the control plane, or network intelligence, from the data plane, or network forwarding. Network administrators may maximize network performance, security, and dependability thanks to this decoupling.

Open standards and interoperability: SDN is based on open standards, which guarantee interoperability of software and hardware from various suppliers. Because of this, the market is now more competitive, which encourages innovation and lessens vendor lock-in.

Centralized management and monitoring: SDN gives network managers a centralized perspective of the network, making it possible for them to oversee and control the whole system from one location. Because of the increased network visibility, problem solving and troubleshooting can now be completed more quickly.
Cloud integration and virtualization: SDN facilitates virtualization of networks, allowing network managers to design services and virtual networks that are readily deployable and manageable in cloud settings. [10]

SDN's challenges:

Steep learning curve: SDN necessitates that network engineers pick up new skills, tools, and techniques, which can be difficult and time-consuming.

Complexity: Since network administrators must comprehend the new architecture and all of its components, SDN may add more complexity, particularly in the early phases of deployment.

Interoperability challenges: Despite the fact that SDN is based on open standards, there may still be problems with software and hardware from various suppliers that prevent seamless integration. 

Notwithstanding these difficulties, SDN has become widely used in the business because its advantages have overcome its disadvantages. In order to effectively manage and maintain SDN networks, network engineers have had to adjust to the new technology and pick up new skills and knowledge. [10]

[image: ]
Figure 5: SDN Architecture [11]
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Web developers have embraced standards like REST (Representational State Transfer) and JSON (JavaScript Object Notation) because they facilitate interoperability, flexibility, and scalability. These criteria were chosen and applied for the following reasons:

Interoperability: Different systems may easily communicate with one another thanks to JSON's lightweight, easy-to-read and write data interchange standard. Based on the concept of resources that are accessible via the internet, RESTful APIs use JSON as a natural format for data representation and transmission. Regardless of the platform or programming language used, developers can create apps that communicate with many systems and services by utilising these standards.

Flexibility: A vast variety of data structures, from straightforward items to intricate hierarchical structures, can be represented using the versatile JSON format. On the other hand, REST offers an adaptable architecture that can be utilised to create a variety of applications, from straightforward web services to intricate distributed systems. Developers can create applications that are flexible enough to change with requirements and expand over time by utilising these standards.

Scalability: JSON is a text-based format that works well for large-scale applications since it is simple to interpret and send. Because of its stateless architecture and capacity to manage several simultaneous requests, REST is a good fit for websites and applications with heavy traffic. Developers can create applications that grow with their user base by utilising these standards.

Industry support: The industry has embraced JSON and REST extensively, and a number of well-known programming languages and frameworks have built-in support for both standards. This makes it simpler for developers to create and maintain their applications since they can locate tools, libraries, and resources to assist them in working with these standards.

In conclusion, the requirements for industry support, scalability, flexibility, and interoperability influence the choice and application of JSON and REST in web development. It is anticipated that further acceptance of these standards will occur in the future as they have established the de facto standard for developing web services and APIs. [12]







[bookmark: _Toc109853931]




[bookmark: _Toc153528889]Reference list

[1] Won Kim, “Cloud Computing: Today and Tomorrow”, Journal of Object Technology, Volume 8, no. 1 (January 2009), pp. 65-72, doi:10.5381/jot.2009.8.1.c4. ISSN 1660-1769 [Online Available] at: https://www.jot.fm/contents/issue_2009_01/column4.html  [Accessed: November 2023]

[2] ScienceDirect, “Advantages and Challenges of Adopting Cloud Computing from an Enterprise Perspective” [Online Available] at: https://www.sciencedirect.com/science/article/pii/S221201731300710X [Accessed: November 2023]

[3] Wesley Chai Stephen J. Bigelow, Senior Technology Editor, “Cloud Computing”. [Online Available] at: https://www.techtarget.com/searchcloudcomputing/definition/cloud-computing [Accessed: November 2023]

[4] “The role of Cloud Computing in Cybersecurity”, Article published on 13 September 2023, [Online Available] at: https://www.ironhack.com/gb/blog/the-role-of-cloud-computing-in-cybersecurity [Accessed: December 2023]

[5] John Edwards “How network pros can fight being squeezed out of cloud decisions”, Article published on 4 March 2023, [Online Available] at: https://www.networkworld.com/article/972014/how-network-pros-can-fight-being-squeezed-out-of-cloud-decisions.html [Accessed: December 2023]

[6] Joann Varello “The Growing and Evolving Role of Today’s Networking Professional”, Article published on 14 March 2023, [Online Available] at: 
https://onug.net/blog/the-growing-and-evolving-role-of-todays-networking-professional/ [Accessed: December 2023]

[7] “The role of Cloud Computing in Cybersecurity”, Article published on 13 September 2023, [Online Available] at: 
https://www.ironhack.com/gb/blog/the-role-of-cloud-computing-in-cybersecurity [Accessed: December 2023]

[8] Alexandra Bowen “REST: a Developers Best Friend”, Article published on 25 September 2018, [Online Available] at: https://dzone.com/articles/iot-is-eating-the-world-apis-and-rest [Accessed: December 2023]

[9] “Introduction of SOAP and REST Web Services“ [Online Available] at:  
https://www.javatpoint.com/soap-and-rest-web-services [Accessed: December 2023]

[10] Manar Jammal, Taranpreet Singh, Abdallah Shami, Rasool Asal, Yiming Li “Software defined networking: State of the art and research challenges” Volume 72, 29 October 2014, Pages 74-98, [Online Available] at: https://www.sciencedirect.com/science/article/abs/pii/S1389128614002588 [Accessed: December 2023]

[11] “SDN 101: An Introduction to Software Defined Networking – CITRIX” [Online Available] at: https://www.openreality.co.uk/wp-content/uploads/2015/06/Software-Defined-Software.pdf [Accessed: December 2023]

[12] O’REI LLY – Leonard Richardson, Sam Ryby “RESTful Web Services”, ISBN:9780596529260 [Online Available] at:
https://ia600909.us.archive.org/6/items/RESTfulWebServices/RESTful_Web_Services.pdf
[Accessed: December 2023]





17

image2.png




image3.png




image4.JPG
Cloud computing deployment models
B T T

A cloud computing model
inwhich an enterprise uses a
proprietary architecture and
runs cloud servers within
its own data center.

CHARACTERISTICS:
single-tenant architecture
On-premises hardware

Direct control of underlying
cloud infrastructure

TOP VENDORS:

HPE, VMware, Dell EMC, IBM/
Red Hat, Microsoft, OpenStack

A cloud computing model that
includes a mix of on-premises,
private cloud and third-party
public cloud services with
orchestration between the
two platforms.

CHARACTERISTICS:
Cloud bursting capabilities

Benefits of both public
and private environments

TOP VENDORS:

A combination of both public
and private cloud providers

A cloud computing model
in which a third-party provider
makes compute resources
available to the general public
over the internet. With public
cloud, enterprises do not have
to set up and maintain their
own cloud servers in house.

CHARACTERISTICS:
Multi-tenant architecture

Pay-as-you-go pricing model

TOP VENDORS:

AWS, Microsoft Azure,
Google Cloud




image5.jpg
Cloud computing service categories

Software as a service

Paas

Platform as a service

laas
Infrastructure as a

A software distribution model
in which a third-party provider
hosts applications and makes
them available to customers
over the internet.

EXAMPLES:

Salesforce, NetSuite
and Concur

A model inwhich a third-party
provider hosts application
development platforms and
tools on its own infrastructure
and makes them available to
customers over the internet.

EXAMPLES:

AWS Elastic Beanstalk,
Google App Engine and Heroku

A model inwhich a third-party
provider hosts servers, storage
and other virtualized compute
resources and makes them
available to customers
over the internet.

EXAMPLES:

AWS, Microsoft Azure and
Google Compute Engine




image6.jpeg
&3

Automation and
Orchestration

Application migration
VM images/instances

Configuration
management

Cloud features

Cost Management

Cloud instance
right sizing

User chargeback
and billing
management

Performance
Monitori

Storage

Networks
Applications

Compute

Governance and
compliance

Risk assessment/
threat analysis

Audits

Service and resource
governance

Security
1AM

Encryption

Mobile/endpoint
security




image7.png
HTTP
Request

Rest Web Service
Server

Client

HTTP
Response|





image8.png
Application Layer

Business Applications Il

Control Layer

Control Data lane.
Infrastructure Layer et (s ¥ opaarioet
((Network pevice | (wetwork Device | (wetwork Device |





image1.png
P Prifysgol Cymru
) Y Drindod Dewi Sant

\"" University of Wales
Trinity Saint David




