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1. Introduction

This report documents the second stage of the virtualised enterprise network developed for the Network Operating Systems and Services assessment. It builds on the Coursework 1 topology, where the Swansea and London networks were created using Windows Server, Debian Server, Windows Client and Debian Client virtual machines across segmented local area networks and an inter server transit link [1].
This stage developed the existing topology into a functional enterprise style network through the configuration of routing, domain services, Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), domain membership, file sharing, Internet Information Services (IIS) web access and Remote Desktop access. The Swansea server, S-DC, acted as the main infrastructure server, while the London server, L-CD, supported packet forwarding and relay functions for the London network [2].
The implementation was evidenced through screenshots, service checks and connectivity tests, allowing the report to demonstrate configuration, verification and reflective technical judgement.



























[bookmark: _Toc229394158]2. Routing

Routing was required to enable controlled communication between the segmented Swansea and London networks. In Coursework 1, cross network communication was intentionally restricted. In this stage, routing was introduced so that devices on the Swansea network could communicate with devices on the London network through the inter server transit link [3].
This was essential because later services, including Dynamic Host Configuration Protocol (DHCP) relay, Domain Name System (DNS) resolution, domain authentication, file sharing and remote access, depended on successful Layer 3 communication between the 192.168.1.0/24 and 192.168.2.0/24 networks. Therefore, routing was configured on both sides of the topology, with S-DC using Routing and Remote Access Service (RRAS) and L-CD using persistent IP forwarding and routing [4].

[bookmark: _Toc229394159]2.1 Routing in Swansea Network
Routing in the Swansea network was configured on S-DC by enabling Routing and Remote Access Service (RRAS). This allowed the Windows Server to forward traffic from the Swansea local area network (LAN) to the London subnet through the inter server transit link. A static route was added so that traffic destined for the London network used the correct next hop address on L-CD [3].

[image: ]
Figure 1. Routing and Remote Access Service installed and enabled on S-DC.

The routing table was checked to confirm that S-DC had a valid route to the London network. This verification was necessary because London clients required access to services hosted on S-DC, including authentication, DNS and shared resources.

[image: ]
Figure 2. Static route configured on S-DC for the London network.

The Windows firewall was configured to allow Internet Control Message Protocol (ICMP) traffic for testing. This supported connectivity checks using ping while keeping the firewall enabled, which was more appropriate than disabling protection entirely because only the required diagnostic traffic was permitted [16].

[image: ]
Figure 3. Windows Defender Firewall rule allowing ICMPv4 echo requests on S-DC.


[bookmark: _Toc229394160]2.2 Routing in London Network
Routing in the London network was configured on L-CD, which required persistent Internet Protocol (IP) forwarding to route traffic between its London local area network (LAN) interface and the transit interface. This allowed ClientL1 and other London side systems to access services hosted on S-DC [4].
The Linux kernel setting net.ipv4.ip_forward was enabled and made persistent so that packet forwarding would remain active after reboot. This improved reliability because the routing function did not depend on a temporary command.

[image: ]
Figure 4. Persistent IPv4 forwarding enabled on L-CD.

The routing table was checked to confirm that L-CD had valid routes for both the Swansea and London networks, ensuring that traffic from the London LAN could be forwarded through the transit link.
[image: ]
Figure 5. L-CD routing table showing routes for the L-CD (London) to S-DC (Swansea) and transit networks.

After routing was configured on both S-DC and L-CD, connectivity tests confirmed successful communication between the two sites. Successful ping results confirmed routed communication between both sites and provided evidence that later services could operate across the topology.
[bookmark: _Toc229394161]3. Domain Server

The domain server configuration was implemented on S-DC to provide centralised authentication, name resolution and administrative control across the Swansea and London networks. This developed the Coursework 1 topology from basic virtual machine connectivity into a managed domain infrastructure [5].
Active Directory Domain Services (AD DS) was installed on S-DC and used to create the domain forest kawam.acca. AD DS provides a centralised directory for managing users, computers and authentication within a Windows Server environment. Domain Name System (DNS) was also essential because domain controllers rely on DNS records to locate directory services and support domain communication [5][6].
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Figure 6. Successful ICMP test from the S-DC (Swansea network) to the L-CD (London network).

[image: ]
Figure 7. Successful ICMP test from the L-CD (London network) to the S-DC (Swansea network).

Overall, this configuration established S-DC as the central domain controller.

The implemented London routing configuration met the functional requirement by enabling persistent packet forwarding and route communication between the two networks. Although a fully evidenced encrypted IKE/IPsec site to site VPN would represent a stronger advanced extension, the implemented routing configuration successfully supported the core inter site communication required for the rest of the assessment [2].

[bookmark: _Toc229394162]3.1 Forest Creation
A new Active Directory forest was created using the domain name kawam.acca. This established S-DC as the Domain Controller and enabled users, computers and services to be managed centrally across the network [5].
After the Active Directory Domain Services (AD DS) role was installed, S-DC was promoted to a Domain Controller, creating the kawam.acca forest and enabling centralised authentication and directory services.

[image: ]
Figure 8. S-DC configured as the Domain Controller for the kawam.acca forest.

The configuration was verified using Active Directory administrative tools, confirming that the forest had been created successfully and that S-DC was operating as the central domain server.


Password policy evidence would further strengthen the secure domain configuration because account controls support stronger authentication and reduce the likelihood of weak credential use [16].

[image: ]
Figure 9. Domain password policy or account policy settings configured for kawam.acca.

[bookmark: _Toc229394163]3.2 DNS A Records
Domain Name System (DNS) A records were configured to support name resolution across the Swansea and London networks. This allowed domain members and network services to resolve internal hostnames, including S-DC, L-CD, client machines, the Internet Information Services (IIS) website and Remote Desktop Services (RDS) access records [6].
Records were created for the main infrastructure systems and service aliases, including webs.kawam.acca and rds.kawam.acca. These mapped hostnames to Internet Protocol version 4 (IPv4) addresses, allowing clients to access services through meaningful domain names rather than direct IP addresses. This also aligns with secure DNS practice because consistent records support service availability and troubleshooting [7].

[image: ]
Figure 10. Forward lookup zone for kawam.acca showing infrastructure DNS A records.

The DNS configuration was tested using nslookup. Successful resolution of dns.kawam.acca to the Swansea server address confirmed that the DNS record had been configured correctly.

[image: ]
Figure 11. DNS A records verified for DNS services.

[bookmark: _Toc229394164]3.3 Reverse Lookup Zone and PTR Records
A reverse lookup zone was configured to support Internet Protocol (IP) to name resolution through Pointer (PTR) records. This complemented the forward lookup zone by allowing IP addresses to resolve back to hostnames, supporting troubleshooting, service verification and administrative clarity [7].

[image: ]
Figure 12. Reverse lookup zone configured for the Swansea network.

PTR records were created for key infrastructure hosts across the Swansea and London networks, including S-DC, ClientS1, L-CD and ClientL1. This ensured that reverse lookups could identify the correct system from its assigned IP address.

[image: ]
Figure 13. PTR records created for the London reverse lookup zone.

The configuration was tested using nslookup. The results showed that 192.168.1.1 resolved to S-DC.kawam.acca and 192.168.2.1 resolved to L-CD.kawam.acca, confirming that the reverse DNS records were functioning correctly. Together, the forward and reverse DNS records supported domain and service name resolution.

[image: ]
Figure 14. Reverse DNS lookup test showing 192.168.1.1 resolving to S-DC.kawam.acca and 
192.168.2.1 resolving to L-CD.kawam.acca.

Together, the forward and reverse DNS records supported domain and service name resolution.

[bookmark: _Toc229394165]4. Encrypted Connection between Swansea and London

The assessment required a site-to-site connection between the Swansea and London networks. In this implementation, the available evidence confirms persistent routed connectivity between S-DC and L-CD, allowing traffic to pass between the 192.168.1.0/24 and 192.168.2.0/24 subnets through the transit network [2].
Although the assessment guidance refers to an encrypted Virtual Private Network (VPN), the screenshots evidence routed inter site communication rather than a separate encrypted tunnel. Therefore, this section presents the validated connection accurately, while recognising that a fully evidenced IPsec VPN would be a future security improvement [16].

[bookmark: _Toc229394166]4.1 Site-to-Site Connectivity to London Network
Persistent site to site communication was supported through the routing configuration evidenced in Section 2. As shown in Figure 4, L-CD was configured with persistent Internet Protocol version 4 (IPv4) forwarding and a static route to the Swansea network through the transit link. This allowed London side traffic to reach services hosted on S-DC [4].

[image: ]
Figure 15. Successful connectivity test from Swansea to London across the inter-site route.

Connectivity was tested using Internet Control Message Protocol (ICMP). Successful replies from 20.0.0.2 and 192.168.2.1 confirmed that S-DC could reach both the L-CD transit interface and the London gateway address. This demonstrated that traffic could pass across the routed path and support later cross network services.

[image: ]
Figure 16. Successful connectivity test from Swansea to London across the inter-site route.

Overall, the configuration met the practical communication requirement by enabling reliable routed inter site traffic. However, because no encrypted tunnel evidence was available, it is presented as routed connectivity rather than a confirmed encrypted VPN.
[bookmark: _Toc229394167]5. Users

User accounts were created in the kawam.acca domain to support centralised authentication and access control. This was necessary because later services, including file sharing, Internet Information Services (IIS) Windows Authentication and Remote Desktop access, relied on Active Directory rather than separate local accounts on individual machines [5].

[bookmark: _Toc229394168]5.1 Domain User Account Creation
User accounts were created in line with the details provided in the users_list_updated.xlsx file. To meet the required naming convention, each Security Account Manager (SAM) account name used the first letter of the user’s first name, followed by a dot and the user’s surname.
PowerShell was used to create the accounts in bulk, rather than entering each user manually through Active Directory Users and Computers. This improved consistency and reduced manual error. The New-ADUser cmdlet was used with imported user data to create multiple domain accounts efficiently [11].

[image: ]
Figure 17. PowerShell Script to create bulk domain users.

The script applied the required naming convention and created the accounts within the kawam.acca domain, allowing users to be authenticated centrally by the Domain Controller.

[image: ]
Figure 18. PowerShell output confirming successful domain user creation.

After execution, Active Directory Users and Computers was checked to confirm that the accounts had been created successfully.

[image: ]
Figure 19. Active Directory Users and Computers showing the created domain user accounts.

This met the user creation requirement and supported later testing of domain logon, shared folder access and Internet Information Services (IIS) Windows Authentication.

[bookmark: _Toc229394169]6. Domain Membership

Domain membership was configured for L-CD, ClientS1 and ClientL1 so that the main server and client systems could be managed through the kawam.acca domain. This was necessary because the assessment required these systems to authenticate against the domain rather than operate as independent local machines. Joining the domain enabled centralised identity, authentication and resource management [5][12].

[bookmark: _Toc229394170]6.1 Joining L-CD, ClientS1 and ClientL1 to the Domain
ClientS1, L-CD and ClientL1 were joined to the kawam.acca domain so that each system could be recognised and managed within the same Active Directory environment. This was required because later services, including shared folder access, Domain Name System (DNS) resolution, Internet Information Services (IIS) authentication and Remote Desktop access, depended on communication with the Domain Controller.
Domain membership was verified using PowerShell. The Get-ADComputer command confirmed that the expected computer objects existed in Active Directory and displayed their associated DNS hostnames.
[image: ]
Figure 20. PowerShell output confirming domain-joined computer objects in kawam.acca.

The output included S-DC, ClientS1, ClientL1 and L-CD, confirming that both Swansea and London systems had joined the domain. This confirmed that the topology was operating as a centrally managed domain environment.

[bookmark: _Toc229394171]7. DHCP Server

[bookmark: _Toc229394172]Dynamic Host Configuration Protocol (DHCP) was configured to provide automatic Internet Protocol version 4 (IPv4) addressing for the Swansea and London networks. This reduced manual configuration and supported a more centrally managed network design [8][9].
The DHCP Server role was configured on S-DC because it already hosted the main infrastructure services, including Active Directory, Domain Name System (DNS) and internal name resolution. Separate DHCP scopes were required because the Swansea and London networks used different IPv4 subnets. Each scope defined the address range and related settings needed by clients, including subnet mask, default gateway and DNS server information [8].

7.1 DHCP Scope and Options Configuration on S-DC
S-DC was configured with separate Dynamic Host Configuration Protocol (DHCP) scopes for the Swansea and London networks. The Swansea scope served the 192.168.1.0/24 subnet, while the London scope served the 192.168.2.0/24 subnet. This allowed the central DHCP server to manage address allocation across both routed networks [8].
DHCP options were configured to provide the required network settings. For the London scope, the router option was set to 192.168.2.1, the Domain Name System (DNS) server was set to 192.168.1.1, and the domain suffix was configured as kawam.acca. This ensured that London clients received the correct gateway, DNS and internal domain information [9].

[image: ]
Figure 21. DHCP scopes and scope options configured on S-DC for the Swansea and London networks.

[bookmark: _Toc229394173]7.2 DHCP Relay and Client Addressing
Because S-DC was located in the Swansea network and ClientL1 was located in the London network, Dynamic Host Configuration Protocol (DHCP) traffic required relay support across the routed boundary. L-CD was therefore used as the London side relay point to forward DHCP requests from the London network to the central DHCP server on S-DC [8].
Although limited screenshot evidence is available for the relay configuration, the London scope and its required options were configured on S-DC. These included the London gateway, internal Domain Name System (DNS) server and kawam.acca domain suffix, allowing London clients to receive appropriate network settings.
The DHCP configuration met the requirement by using S-DC as the central DHCP server with separate Swansea and London scopes. Further relay or lease evidence would strengthen the section, but the available screenshots demonstrate the required scope and option configuration.

[bookmark: _Toc229394174]8. Test and Troubleshoot

[bookmark: _Toc229394175]Testing and troubleshooting confirmed that routing, DNS resolution and cross network communication were operational after configuration.
Connectivity was tested from both sites. Successful ping results from L-CD to Swansea addresses confirmed that return traffic was functioning correctly, which was essential for domain services, DNS communication and access to shared resources [6].

8.1 Network Connectivity Testing

[image: ]
Figure 22. Successful connectivity test from S-DC to the London network.


[image: ]
Figure 23. Successful connectivity test from L-CD to the Swansea network.

DNS testing was completed using internal service names. The nslookup results confirmed that records such as dns.kawam.acca, dhcp.kawam.acca, webs.kawam.acca and rds.kawam.acca resolved to the expected internal address. This confirmed that DNS records were available to clients and domain systems [7].

[image: ]
Figure 24. Successful DNS resolution for internal DNS, DHCP, web and RDS service records.

Troubleshooting focused on routing, DNS and firewall behaviour, as issues in these areas could prevent service validation. After corrections were applied, successful ping and nslookup results confirmed that the Swansea and London networks were connected and operational.

[bookmark: _Toc229394176]9. Disk Drive

A second disk was mounted on S-DC as the E drive to provide shared storage for domain users.

[bookmark: _Toc229394177]9.1 SwanseaFiles Drive Mounting, Sharing and Permissions
The additional disk was configured on S-DC as the E drive, and the SwanseaFiles folder was created as a separate storage location for shared domain files. This avoided storing user accessible data directly on the system drive. The folder was then shared using the Universal Naming Convention (UNC) path \S-DC\SwanseaFiles [13].

[image: ]
Figure 25. SwanseaFiles folder created on the E drive and shared with Domain Users permissions.

Share permissions were configured so that Domain Users had Full Control, enabling authenticated users to create, modify and manage files within the shared folder. This supported centralised access control because permissions were assigned to a domain group rather than individual local accounts [10].
New Technology File System (NTFS) permissions were also reviewed, as effective access depends on both share and NTFS permissions. The evidence showed that Authenticated Users had read based permissions, including Read and execute, List folder contents and Read, which provided an additional layer of control [13].

[image: ]
Figure 26. NTFS security permissions configured for Authenticated Users the SwanseaFiles folder on the E drive.

The screenshots demonstrate the required drive mounting, folder sharing and permission configuration, although client side access testing would strengthen the evidence.
[bookmark: _Toc229394178]10. IIS Server

Internet Information Services (IIS) was configured on S-DC to host the internal webs.kawam.acca website. Windows Authentication was used so access could be controlled through kawam.acca domain credentials rather than anonymous access [14].

[bookmark: _Toc229394179]10.1 Webs.kawam.acca Website and Windows Authentication
The Internet Information Services (IIS) website was configured with the hostname webs.kawam.acca, matching the Domain Name System (DNS) A record created earlier. This allowed domain clients to access the site using a fully qualified domain name rather than the server Internet Protocol (IP) address [6][14].

[image: ]
Figure 27. IIS site binding configured for webs.kawam.acca.

Windows Authentication was enabled so authenticated users could access the internal website using their kawam.acca domain credentials. Anonymous Authentication was disabled to prevent unauthorised access and support a domain-controlled access model [14].


[image: ]
Figure 28. Windows Authentication enabled and Anonymous Authentication disabled for webs.kawam.acca.

The website was tested using PowerShell. The Invoke-WebRequest command returned StatusCode 200, confirming that the site was reachable through its internal DNS name. The output also displayed the required Welcome to Swansea Website message and showed that authentication was being used.

[image: ]
Figure 29. Successful authenticated web request to webs.kawam.acca showing the Swansea welcome page.

Overall, this met the IIS requirement, although HTTPS was not implemented. This should be considered a future security improvement because encrypted web access would provide stronger protection for authentication traffic [16].

[bookmark: _Toc229394180]11. Remote Desktop Services

Remote Desktop Services (RDS) were prepared to support name based administrative access to S-DC within the domain [15].

[bookmark: _Toc229394181]11.1 Remote Access Name Resolution for S-DC
A Domain Name System (DNS) A record was configured for rds.kawam.acca and pointed to S-DC at 192.168.1.1. This supported name access to the Remote Desktop service, allowing users to connect through a service hostname rather than the server Internet Protocol (IP) address [15].

[image: ]
Figure 30. DNS A record for rds.kawam.acca resolving to S-DC.

The record was tested using a name resolution command, and the successful result confirmed that the Remote Desktop hostname resolved to the correct server address. This was important because Remote Desktop Protocol (RDP) access depends on reliable connectivity and DNS resolution across the domain [15].

[image: ]
Figure 31. DNS resolution test for the Remote Desktop service hostname.

The evidence confirms DNS based preparation for Remote Desktop access, but does not prove a full RDP session, firewall rule or TCP port 3389 listening state. CISA guidance highlights the importance of securing remote access software, so future work should include stronger evidence of access control and exposure reduction [16].





[bookmark: _Toc229394182]12. Conclusion

The Coursework 2 implementation successfully developed the Swansea and London topology from a segmented virtual network into a functional enterprise style environment. The project configured routing, Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), Active Directory, domain membership, file sharing, Internet Information Services (IIS) and Remote Desktop supporting configuration across both sites.
Final validation showed that all fourteen scripted checks passed with zero failures, confirming that the core assessed services were operational. The implementation also demonstrated service interdependence, as routing enabled cross site communication, DNS supported domain and service access, DHCP provided automatic addressing, and Active Directory enabled centralised user and computer management. Although advanced features such as HTTPS binding, signed Remote Desktop certificates and a fully evidenced IPsec Virtual Private Network (VPN) remain future improvements, the completed configuration met the main functional requirements. Overall, the evidence demonstrates a tested and stable enterprise style network across the Swansea and London sites.
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auam@debian:~s ip a
1+ 1o: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1000
Link/loophack 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
ineté /128 scope host noprefixroute
valid_Lft forever preferred_lft forever
enpos3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:26:0c:26 brd ff frffiffaff
altname enxos0027260ces
inet 20.0.0.2/30 scope global enpas3
valid_Lft forever preferred_lft forever
ineté -~ oo oo /B4 scope link proto kernel 11
valid_Lft forever preferred_lft forever
enposa: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:15:67:06 brd ff:ff:ff:if:fffi
altname enx0800271587h6
inet 192.165.2.1/24 scope global enpass
valid_Lft forever preferred_lft forever
ineté -~ oo o /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
enpos3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:34:4b:87 brd ff frffiffaff
altname enxo80027344b87
inet 19.0.4.15/24 scope global enpass
valid_Lft forever preferred_lft forever
ineté oo /64 scape global dynamic mngtmpaddr proto kernel_ra
valid_lft 86333sec preferred_lft 14333sec
ineté - oo oo /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
cauamdebian:~$ ip route
jefault via 10.0.4.2 dey enposs
10.0.4.0/24 dev enps3 proto kernel scope link src 10.0.4.15
°0.0.0.0/30 dev enpgs3 proto kernel scope link src 20.0.9.2
192.168.1.0/24 via 20.0.0.1 dev enpos3
192.168.2.0/24 dev enpdss proto kernel scope link src 192.168.2.1
cawamdebian:~$ cat /proc/sys/net/invd/ip_foruard
L
cawam@debian:“$ ping -c 4 20.6.0.1
"ING 20.0.0.1 (20.0.0.1) 56(84) butes of data.
54 bytes from 20.
54 bytes from 20.0.0.1: icmp_seq=2 tt1=128 time=2.17
54 bytes from 20.
54 bytes from 20.

--- 20.0.0.1 ping statistics ---
4 packets transmitted, 4 received, 9% packet loss, time 3428ms
"t min/avgs/max/mdey = 1.342/1.691/2.173/0.301 ms
cawam@debian: ~E




image7.png
ct Administrator 4 Prompt

pinging 26.6.6.2 with 32 bytes of data:

Reply from 26.0.6.2: bytes=32 time<ims 4
Reply from 26.0.6.2: bytes=32 time<ims 4
Reply from 26.6.6.2: bytes=32 time<ims 4
Reply from 26.0.6.2: bytes=32 time-ims 4

bing statistics for 20.0.6.2:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

C: \Users\Administrator>ping 192.168.1.1

binging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims

Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims

ping statistics for 192.168.1.
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\Administratorsping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
: bytes=32 time<ims

Reply from 192.168.2.
Reply from 192.168.2.
Reply from 192.168.2.
Reply from 192.168.2.

bytes=32 time=ims

bing statistics for 192.168.2.1:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

@ Fain o stop
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Debian GNU/Linux 13 debian ttyl

debian login: kawam
Passuord:
inux debian 6.12.63+debl3-and6d #1 SMP PREEMPT_DYNAMIC Debian 6.12.63-1 (2025-12-30) x86_64

The programs included with the Debian GNU/Linux system are free softuares
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/+/copyright.

Debian GNU/Linux comes with ABSOLUTELY ND WARRANTY, to the extent
nermitted by applicable law.

kauamedebian:“$ ping -c 4 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) butes of data
54 bytes from 192.168.1.1: icmp_seq=1 tt1=127 time=0.711 ms

54 bytes from 192.168.1.1: icmp_seq=2 tt1=127 time=1.22 ms
54 bytes from 192.168.1.1: icmp_se .920 ms
54 bytes from 192.168.1.1: icmp_se .05 ms

- 192.168.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3100ms
Pt min/avg/max/mdev = 0.711/6.974/1.221/0.186 ms
Kauamedebian:“$ ping -c 4 192.166.1.18

PING 192.168.1.10 (192.168.1.10) 56(84) butes of data

54 bytes from 192.168.1.10: icmp_seq=1 ti
54 bytes from 192.168.1.10: icmp_seq=2 ti
54 bytes from 192.168.1.10: icmp_seq=3 ti
54 bytes from 192.168.1.10: icmp_seq=d ttl=127 time=1.62 ms

- 192.168.1.10 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3178ms
Pt min/avg/max/mdev = 0.918/1.903/2.965/0. 744 ms
cawamadehian: ~s
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far Server Manager -

i PROPERTIES

For s-DC TaSks_~
Computer name soc Lastinstlled updates Never
Domain Kawamacca Windows Update Downloa
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Operating systemversion  Microsoft Windows Server 2022 Standard Evaluation  Processors 12th Gen

EVENTS

Al events | 710 total Tasks v
o ® v 2

ServerName 1D Severity Source Log Date and Time

soc 1020 Warning. Microsoft-Windows-DHCP-Server System  09/05/2026 23:56:41

soc 1376 Warning. Microsoft-Windows-DHCP-Server System  09/05/2026 23:56:41

soc 1020 Warning. Microsoft-Windows-DHCP-Server System  09/05/2026 22:56:41
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iicrosoft Windows [Version 16.9.20348.587]
(c) Microsoft Corporation. All rights reserved

c: \Users\Administratorsgpupdate /force
updating policy.

conputer Policy update has completed successfully
user Policy update has completed successfully

c: \Users\Administratorsnet accounts

Force user logoff how long after time expires? Never
ininum password age (days) 1
axinum password age (days) a2
tininum password length 16
Length of password history maintained 2
Lockout threshold s
Lockout duration (minutes) 1
Lockout observation window (minutes) 1
conputer role PRIMARY
The command completed successfully

c: \Users\Administrator>
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rator: Command Prompt

ticrosoft Windows [Version 16.6.20348.587]
() Microsoft Corporation. All rights reserved

C: \Users\Administratorsnslookup dns.kawam.acca
server: localhost
Address: 127.6.0.1

Name dns. kawam. acca

address: 192.168.1.1

C: \Users\Administratorsnslookup dhcp.kawam.acca
server: localhost
Address: 127.6.0.1

Name:  dhcp.kawam.acca

address: 192.168.1.1

C: \Users\Administratorsnslookup webs. kawam.acca
server: localhost

Address: 127.6.0.1

Name:  webs. kawam.acca

Address: 192.168.1.1

C: \Users\Administratorsnslookup rds.kawam.acca
server: localhost

Address: 127.6.0.1

iame rds . kawam.acca

Address: 192.168.1.1

C: \Users\Administrator>
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dministr nmand Prompt

Microsoft Windows [Version 16.6.20348.587] B
(c) Microsoft Corporation. All rights reserved.

C:\Users\Administrator>nslookup 192.168.1.1
server: localhost
Address: 127.0.0.1

Name:  S-DC.kawam.acca
Address: 192.168.1.1

C:\Users\Administrator>nslookup 192.168.2.1
server: localhost
Address: 127.0.0.1

Name:  L-CD.kawam.acca
Address: 192.168.2.1

C:\Users\Administrators,
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A gsams B
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Administrator: Command Prompt

ticrosoft Windows [Version 16.6.20348.587] ~
() Microsoft Corporation. All rights reserved.

\Users\Administrator>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
Reply from 192.168.2.1: bytes=32 time<ims
Reply from 192.168.2.1: bytes=32 time=ams
Reply from 192.168.2.1: bytes-32 time=ims TTL-64
Reply from 192.168.2.1: bytes=32 time<ims TTL-64

ping statistics for 192.168.2.1:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - 2ms, Average = 6ms

\Users\Administrator>ping 192.168.2.10

pinging 192.168.2.10 with 32 bytes of data:
Reply from 192.168.2.10: bytes=32 time<ims
Reply from 192.168.2.10: bytes=32 time-ims
Reply from 192.168.2.10: bytes=32 time=2ms
Reply from 192.168.2.10: bytes=32 time<ims

Ping statistics for 192.168.2.10:
Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - 2ms, Average = 6ms

C: \Users\Administrators,

I

. IR 230
= =l 09/05/2026
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ScsvPath = "C:\Users\Administrator\Desktop\users_list_updated.csv"
$domainName = "kawam.acca”

S$defaultPassword = ConvertTo-SecureString "Password123!" -AsPlainText -Force

Susers = Import-Csv ScsvPath

foreach (Su in Susers) {
Sfirst = Su.first_name.Trim()
Slast = $u.last_name.Trim()
$u.company. Trim()

Su.city. Trim(
S$department = Su.department. Trim()

$sam = ((Sfirst.Substring(0,1) + "
$sam = S$sam -replace "\s+", """
$sam = $sam -replace "[*a-z0-9\\-]", "

+ $last). ToLower())

SdisplayName = "$first Slast"
S$upn = "$sam@SdomainName"

SexistingUser — Get-ADUser -Filter "SamAccountName -eq '$sam' -ErrorAction SilentlyContinue

if (-not SexistingUser) {

New-ADUser *
-Name SdisplayName *
-GivenName Sfirst *
-Surname Slast *
-SamAccountName $sam *
-UserPrincipalName Supn *
-DisplayName $displayName *
-Company Scompany
~Title Sjob *
~City $city *
-Department $department *
-AccountPassword $defaultPassword *
-Enabled $true *
-ChangePasswordAtLogon $false
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inistrator> Get-ADUser

.SamAccountName @("Administrator’

Name , Surname, SamAccountName |
Guest™) } |

@ Name,GivenName, Surname, SamAccountName

Name GivenName

8rian White Brian
Luis Terry Luis

susan Jackson  Susan
Sherri Carney  Sherri
samuel Reed samuel

Jonathon Doyle  Jonathon
Carla Harrington Carla
Drew Garcia Drew
Billy Williams Billy

welinda Donovan Melinda
Donna Clarke  Donna
Robert Simmons  Robert
Kelsey Garcia  Kelsey
wesley Cole vesley
Steven Mcgee  Steven
sara Tran sara
Carrie Walker  Carrie
James Walsh James.
Alicia Brooks  Alicia
Cody Salinas  Cody

Surname

white
Terry
Jackson
carney
Reed

Doyle
Harrington
Garcia
wWilliams
Donovan
Clarke
simmons
Garcia
cole
Hegee
Tran
valker
valsh
Brooks
salinas

PS C:\Users\Administrator>f]

SamAccountName

.white

-terry
-jackson
.carney
-reed
-doyle
-harrington
.garcia
_williams
-donovan
.clarke
-simmons
-garcia
.cole
-mcgee
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PS C:\Users\Adm
>> Where-Object { 5
>> select-Object
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windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

11 the latest Powershell for new features and improvements! https://aka.ms/PSWindous

inistrator> Get-ADComputer
Name  DNSHostName

5-DC 5-DC. kawam. acca
Clients1 Clients.kawam.acca
ClientL1 ClientL1.kawam.acca
L-cD L-CD.kawam. acca

PS C:\Users\Administrator>

DNSHostName | Select-Object Name,DNSHostName

o

Insta

PS C:\Users\Adm
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dministr nmand Prompt

Microsoft Windows [Version 16.6.19645.6466]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Administratorsping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
Reply from 192.168.2.1:
Reply from 192.168.2.1
Reply from 192.168.2.1: bytes=32 time=2ms TTL-63
Reply from 192.168.2.1: bytes=32 time=ims TTL-63

Ping statistics for 192.168.2.1:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum - 2ms, Average = 1ms

C:\Users\Administratorsping 192.168.2.10

Pinging 192.168.2.10 with 32 bytes of data:
Reply from 192.168.2.16: bytes=32 time<ims
Reply from 192.168.2.10: bytes=32 time=ams
Reply from 192.168.2.10: bytes=32 tim
Reply from 192.168.2.10: bytes=32 tim

Ping statistics for 192.168.2.1
Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - 2ms, Average = 1ms

C:\Users\Administrator> +
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Debian GNU/Linux 13 debian ttyl

debian login: kawam
Passuord:
Login incorrect

debian login: kawam
Passuord:
Linux debian 6.12.63+den13-andsd #1 SMP PREEMPT_DYNAMIC Debian 6.12.63-1 (2025-12-30) x86_64

The programs included with the Debian GNU/Linux system are free softuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/«/copuright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
permitted by applicable law.

kawamédebian:~$ ping -c 4 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data

64 bytes from 192.168.1. tt1=127 tim
64 bytes from 192.168.1.1: icmp_seq=2 tt1=127 time=0.563 ms
64 bytes from 192.168. t11=127 tine=1.10 ms
64 bytes from 192.168.

192.168.1.1 ping statistics ---
4 packets transmitted, 4 received, 8% packet loss, time 3742ms
rtt min/ave/max/mdey = 0.563/0.769/1.097/0.216 ms
kawam@debian:~$ ping -c 4 192.168.1.10

PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data

64 bytes from 192.168.1.10: icmp_seg=1 tt
64 bytes from 192.168.1.10: icmp_sed=2 tt
64 bytes from 192.168.1.10: icmp_sed=3 tt
64 bytes from 192.168.1.10: icmp_seq=d tt1=127 time=0.633 ms

- 192.168.1.10 ping statistics ---
4 packets transmitted, 4 received, 8% packet loss, time 34g4ms
rtt min/ave/max/mdey = 0.839/1.178/1.653/0.311 ms
kawam@debian:~s _
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Administrator: Command Prompt

Microsoft Windows [Version 16.6.20348.587]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Administrator>nslookup dns.kawan.acca
server: localhost
Address: 127.6.6.1

Name dns. kawam. acca
Address: 192.168.1.1

C:\Users\Administrator>nslookup dhcp.kawam.acca
server: localhost
Address: 127.6.6.1

Name:  dhcp.kawam.acca
Address: 192.168.1.1

C:\Users\Administrator>nslookup webs.kawan.acca
server: localhost
Address: 127.6.6.1

Name webs . kawam. acca

Address: 192.168.1.1

C:\Users\Administrator>nslookup rds.kawan.acca
server: localhost
Address: 127.6.6.1

Name rds. kawam.acca
Address: 192.168.1.1

C:\Users\Administrator>
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windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved

Insta

11 the latest Powershell for new features and improvements! https://aka.ms/PSWindous

PS C:\Users\Adm

inistrators Invoke-WebRequest "http://webs.kawan.acca”
StatusCode : 200
StatusDescription : OK
Content Ing<html>
<head>
<titleswebs. kawam.acca</titles
</head>
<body>
<hiskelcome to Swansea Website</h1>
<p>Internal authenticated website for Kawam ACCA domain users.</p>
</body>
</html>
RawContent : HTTP/1.1 260 OK
persistent-Auth: true
Accept-Ranges: bytes
Content-Length: 195
Content-Type: text/html
Date: Sun, 16 May 2626 ©6:59:43 GHT
ETag: "bs1471fegedfdc1:e"
Last-Modified: Sat, €9 May 2..
Forms 8
Headers : {[Persistent-Auth, true], [Accept-Ranges, bytes], [Content-Length, 195], [Content-Type
text/html]
Images : {}
InputFields I3
Links O
ParsedHtnl
RawContentlength : 195

PS C:\Users\Administrator>
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windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindous
PS C:\Users\Administrator> Resolve-DnsName rds.1d.kawam.acca A

Name Type TTL Section  IPAddress

rds.1d.kawam.acca A 3600 Ansuer 192.168.1.1

PS C:\Users\Administrator>
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uam@dehian:~$ cat /etc/netuark/interfaces
! This file describes the netuork interfaces available on your system
nd how to activate them. For more information, see interfaces(s).

source /etc/netuork/interfaces.d/x

+ The loopback network interface
uto 1o
face lo inet loopback

¥ The primary network interface - NAT
uto enpass
face enpesd inet static
address 10.0.4.15
netmask 255.255.255.0
gateuay 10.0.4.2

! This is the External Interface Connected to the Server S-DC
11low-hotplug enpas3
face enpes3 inet static

address 20.0.0.2

netmask 255.255.255.252

post-up ip route replace 192.168.1.0/24 via 20.0.0.1 dev enpos3

! This is the Internal Interface Connected to the ClientLl
111ow-hotplug enpass
face enpes inet static

address 192.168.2.1

netmask 255.255.255.0
auan@debian:~$ net.ipvd. ip_foruard=1
bash: net. ipvd. ip_foruar command not found
auanedebian:“$ grep -n "net.ipv4.ip_foruard" /etc/sysctl.conf
tnet. ipvd. ip_foruar:
awam@debian: s
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