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ANSWER THREE QUESTIONS

Q1. 

a. With reference to Access Control List (ACL):
i. Name and describe the two types of Cisco IPv4 ACL
(5 marks)
Solution:
1. Standard ACLs (2 marks; 1 mark for naming and any of the three statements is 1 mark)
[image: ]
Standard ACLs can be used to permit or deny traffic only from source IPv4 addresses. 
The destination of the packet and the ports involved are not evaluated

2. Extended ACLs (3 marks)
[image: ]


ii. Although IPV4 and IPV6 ACLs are very similar, there are three significant differenced between them, explain these differences.	
(6 marks)
Solution:  (2 marks for each) 
· Applying an IPv6 ACL
· IPv6 uses the ipv6 traffic-filter command to perform the same function for IPv6 interfaces.
· No Wildcard Masks
· The prefix-length is used to indicate how much of an IPv6 source or destination address should be matched.
· Additional Default Statements
· permit icmp any any nd-na
· permit icmp any any nd-ns



iii. Refer to figure 1 configure IPV6 ACL R1:
· Name the access list
· Denies all IPV6 packets from 2001:DB8:CAFE:30::/64 destined for any IPV6 network
· Allow all other IPV6 packets
(5 marks)
		[image: ]
Figure 1: Configuring IPV6 ACLs
Solution:

[image: ]



iv. Match the numbered ACL operation statements in figure 2 below from the provided ACL operation list.  Not all answers will be used. The first statement requires two words or phrases to complete it.
(9 marks)
[image: ]
Figure 2: ACL Operation
Solution:
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Q2. 

a. Point to Point Protocol (PPP) frame consists of six fields. Name and describe them.
           (12 marks)
Solution: (2 marks each)
· Flag - A single byte that indicates the beginning or end of a frame. The Flag field consists of the binary sequence 01111110.
· Address - A single byte that contains the binary sequence 11111111, the standard broadcast address. PPP does not assign individual station addresses.
· Control - A single byte that contains the binary sequence 00000011, which calls for transmission of user data in an unsequenced frame.
· Protocol - Two bytes that identify the protocol encapsulated in the information field of the frame. The 2-byte Protocol field identifies the protocol of the PPP payload.
· Data - Zero or more bytes that contain the datagram for the protocol specified in the protocol field.
· Frame Check Sequence (FCS) – This is normally 16 bits (2 bytes). If the receiver’s calculation of the FCS does not match the FCS in the PPP frame, the PPP frame is silently discarded.


b. PPP defines two protocols for authentication. Name and explain them 
								           (6 marks)
Solution:
· Password Authentication Protocol (PAP) -  a very basic two-way process. There is no encryption. The username and password are sent in plaintext. 
· Challenge Handshake Authentication Protocol (CHAP) - is more secure than PAP. It involves a three-way exchange of a shared secret.
· To specify the order in which the CHAP or PAP protocols are requested on the interface, use the ppp authentication interface configuration command. Use the no form of the command to disable this authentication.
· The PAP username and password that each router sends must match those specified with the username name password password command of the other router.


c. In figure 3 below, determine whether each characteristic describes Link Control Protocol (LCP) or Network Control Protocol (NCP).	
        (7 marks)
[image: ]
Figure 3: LCP and NCP characteristics

Solution:
[image: E:\SMU\Bachelor\Wide Area Networks\Assessment\2017-2018\PPP-LCP and NCP solutions.JPG]



Q3.


a. Figure 4 below represent an International Oil Company. The central office is the main site which is connected to the Internet. The refinery, regional and branch offices are all connected to the central office via the Internet. However, there is a direct high-speed link between the regional and central office. Staff in Central and branch offices are allowed remote access and work from home. 

i. Choose appropriate WAN technologies for the design and support of this setup to provide fast, reliable and secured connection. The choices of WAN technologies are not limited. 
(15 marks)
ii. Upon the completion of the design, evaluate your system, e.g. why   you have chosen such a structure, benefits and limitations, etc. 
 (10 marks)
[image: ]
Figure 4: International Oil Company
Solution:
Choice of WAN technology can be PPP, Frame Relay, ATM, ISDN, Leased line, Ethernet WAN, etc., with an appropriate labelled diagram (10 marks)
Security can be ACL, VPN or Authentication (5 marks)
Evaluation of your choice: Structure, benefits and limitations (10 marks)



Q4.

a. Technology is constantly changing and network evolving. Discuss the following trends in today’s networks.
· Internet of things (IoT)					(6 marks)	
· Cloud Computing						(6 marks)
· Virtualisation							(6 marks)
· Software Defining Networking (SDN)			(7 marks)

Solution:
Internet of Things (Solution is not limited to the below areas)
The IoT connects smart objects to the Internet. It connects traditional computer devices as well as untraditional devices. Within the IoT, the communication is Machine-to-Machine (M2M), enabling communication between machines without human intervention. For example, M2M occurs in cars with temperature and oil sensors communicating with an onboard computer.
· The challenge for IoT is to securely integrate millions of new things from multiple vendors into existing networks.
· The Cisco IoT System provides an infrastructure designed to manage large scale systems of very different endpoints and platforms, and the huge amount of data that they create.
· Network Connectivity identifies devices that can be used to provide IoT connectivity to many diverse industries and applications. 
· Fog Computing enables edge devices to run applications locally and make immediate decisions.
· Security offers scalable cybersecurity solutions, enabling an organization to quickly and effectively discover, contain, and remediate an attack to minimize damage.
· Data Analytics consists of distributed network infrastructure components and IoT-specific, application programming interfaces (APIs).
· Management and Automation products can be customized for specific industries to provide enhanced security and control and support.
· Application and Enablement provides the infrastructure for application hosting and application mobility between cloud and Fog computing.


Cloud Computing
· Cloud computing involves large numbers of computers connected through a network that can be physically located anywhere. 
· The three main cloud computing services are:
· Software as a Service (SaaS): Applications delivered over the web to the end users.
· Platform as a Service (PaaS): Tools and services used to deliver the applications.
· Infrastructure as a Service (IaaS): Hardware and software to power servers, storage, networks and operating systems.
· Cloud service providers now also offer Information Technology as a Service (ITaaS) which allows customers to extend the capability of IT without requiring investment in new infrastructure, training new personnel, or licensing new software. 
· The four primary cloud models are:
· Public clouds made available to the general population and uses the Internet to provide services.
· Private clouds are intended for a specific organization or entity, such as the government and is often managed by an outside organization with strict access security.
· Hybrid clouds: A hybrid cloud is made up of two or more cloud models. Access to various services is based on user access rights.
· Community clouds: A community cloud is created for exclusive use by a specific community, such as healthcare organizations, that have special authentication and confidentiality requirements.


Virtualisation
· Virtualization separates the OS from the hardware allowing multiple operating systems to exist on a single hardware platform.
· The hypervisor adds an abstraction layer on top of the real physical hardware used to create virtual machines which have access to all the hardware of the physical machine such as CPUs, memory, disk controllers, and NICs.
· Virtualization advantages include:
· Less equipment is required
· Less energy is consumed
· Less space is required
· Easier prototyping 
· Faster server provisioning 
· Increased server uptime 
· Improved disaster recovery 
· Legacy support

Virtual Network Infrastructure:
· There are two approaches to installing a Hypervisor:
· Type 1 “Bare Metal” approach in which the hypervisor is installed directly on the hardware.
· [bookmark: _GoBack]Type 1 Hypervisors use a management console that can be used to automatically move, consolidate, and power on and off servers as required.
· Type 2 “Hosted” approach in which the hypervisor is installed on top of an existing operating system.



Software-Define Networking
· A network device contains the following planes:
· Control plane - Uses CPU process to calculate Layer 2 and Layer 3 route forwarding information.
· Data plane - Forwards traffic flows using a data plane processor, such as a digital signal processor (DSP), without the CPU getting involved.
· SDN virtualizes the network, removing the control plane function from each device and performing it on a centralized controller.
· The SDN framework uses northbound APIs to communicate with upstream applications and southbound APIs to define the behavior of downstream routers and switches.
· The SDN controller defines the data flows that occur in the SDN Data Plane. 
· Using the OpenFlow protocol, the controller populates a series of tables implemented in hardware or firmware 
· The following tables manage the flows of packets through the switch:
· Flow table - This table matches incoming packets to a particular flow and specifies the functions that are to be performed on the packets. There may be multiple flow tables that operate in a pipeline fashion.
· Group table - A flow table may direct a flow to a Group Table, which may trigger a variety of actions that affect one or more flows.
· Meter table - The table triggers a variety of performance-related actions on a flow.
· Cisco developed the Application Centric Infrastructure (ACI) to automate the network, accelerate application deployments, and align IT infrastructures to better meet business requirements. 
· These are the three core components of the ACI architecture:
· Application Network Profile (ANP) - a collection of end-point groups (EPG), their connections, and the policies that define those connections
· Application Policy Infrastructure Controller (APIC) - a centralized software controller that manages downstream switches.
· Cisco Nexus 9000 Series switches - provide an application-aware switching fabric and work with an APIC to manage the virtual and physical network infrastructure.
· There are three basic types of SDN:
· Device-based SDN - Devices are programmable by applications running on the device itself or on a server in the network. Cisco OnePK is an example of a device-based SDN. 
· Controller-based SDN - Centralized controller that has knowledge of all devices in the network. The applications can interface with the controller responsible for managing devices and manipulating traffic flows throughout the network. The Cisco Open SDN Controller is a commercial distribution of OpenDaylight.
· Policy-based SDN - Includes an additional Policy layer that operates at a higher level of abstraction. No programming skills are required. Cisco APIC-EM is an example of this type of SDN.
· Cisco APIC-EM provides the following features:
· Discovery - used to populate the controller's device and host inventory database.
· Device Inventory - collects detailed information from devices within the network
· Host Inventory - collects detailed information from hosts with the network
· Topology - supports a graphical view of the network (topology view)
· Policy - ability to view and control policies across the entire network including QoS.
· Policy Analysis - ability to trace application specific paths between end devices to quickly identify ACLs in use and problem areas including:
· ACL Analysis - examines ACLs on devices, searching for redundant, conflicting, or shadowed entries.
· ACL Path Trace - examines specific ACLs on the path between two end nodes, displaying any potential issues.
· 
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Extended ACLS fifter IP packets based on several attributes, including the following:
+ Source and destination IP addresses

+ Source and destination TCP and UDP ports

+ Protocol type/ Protocol number (example: IP, ICP, UDP, TCP, etc.)
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Standard ACLs filter IP packets based on the source address only.




