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[bookmark: _Toc228040822]Executive Summary
The report advises the HSBC Holdings Plc on the strategic, and regulatory implications of artificial intelligence (AI) in financial risk modelling. HSBC is doing credit decisioning, anti-money laundering, fraud detection and capital optimisation with AI in more than 60 markets. These capabilities generate competitive advantage, yet introduce regulatory exposure, ethical risk, reputational vulnerability, which are not properly addressed by the current governance architecture.
The macro-environmental AI risk environment is plotted with the help of PESTLE analysis, in which the UK and Singapore were taken into consideration as the two key regulation destinations. The report finds that the current HSBC is not without material gaps in the areas of algorithmic transparency, independent auditability, and cross-jurisdictional compliance coherence despite the strong AI commitments of the bank. The Monetary Authority of Singapore (MAS) FEAT Principles and AI governance expectations is an operationally descriptive framework compared to the principles-based approach in the UK that allows benchmarking to HSBC Asian operations.
Peer rating of HSBC and DBS Bank, JPMorgan Chase, and Standard Chartered reveals that HSBC has lagged behind on published algorithmic fairness standards, and reporting of independent model audit. It is a commercial and regulatory gap in governance.
Another Governance-Trust-Competitiveness (GTC) framework is proposed that is a combination of the correlation between AI governance maturity, customer trust, and sustainable competitive advantage. They give ten short, medium and long-term recommendations that are cost-estimated, have risk mitigation and quantifiable KPIs. The report concludes that governance excellence is a strategic investment of the first order, and not compliance overhead.
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[bookmark: _Toc228040823]Introduction
Artificial intelligence has emerged as a structural determinant of competitive placement, operational effectiveness and systemic risk in global banking. One of the fastest growing financial institutions in the world in terms of total assets, HSBC Holdings Plc, stands at the nexus of these pressures. Based in London and with significant operations in Asia, Europe, and the Americas, HSBC has publicly pledged to an AI-first strategy that includes credit risk modelling, financial crime detection, customer personalisation, and capital optimisation (HSBC, 2024). McKinsey Global Institute (2023) claims that AI might create up to USD 1 trillion of new value each year to the banking sector worldwide, largely due to efficient risk management and personalising revenue, but this potential will only happen when proper governance frameworks stop the harmful effects of algorithms.
In this report, the author advises the top management of HSBC on how to overcome regulatory, ethical, and governance issues that come along with the implementation of AI on a mass scale. The areas include data governance, responsible use of AI, regulatory compliance, and customer trust. It is analyzed in the UK where HSBC falls under Financial Conduct Authority (FCA) and Prudential Regulation Authority (PRA) and Singapore where the Monetary Authority of Singapore (MAS) has built one of the most functionally developed AI governance systems in the Asian region. Singapore is also strategically pertinent since HSBC makes most of its profit in Asia and the regulatory requirements of MAS directly impact on the HSBC strategy of deploying AI in the region.
The report presents a new Governance-Trust-Competitiveness (GTC) model and compares HSBC to three of its peers: DBS Bank, JPMorgan Chase, and Standard Chartered. Conflicting evidence is accepted everywhere: the advantages of AI are tangible and impressive, and no less tangible are the structural risks, and the scholarly and business literature is not unanimously in favor of the fact that existing governance strategies suffice. The report continues with the key findings in Part 2, the proposed GTC framework in Part 3 and a step-by-step implementation strategy with risk mitigation measures in Part 4.
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[bookmark: _Toc228040825]PESTLE Analysis: The AI Risk Landscape
A PEST analysis is a systematic perspective on assessing the macro-environmental factors that influence AI risk management of HSBC. Table 1 aligns each dimension with company implications and regulatory touchpoints.
Political
The UK government has taken a principles-based, sector-led strategy, opposing the prescriptive AI legislations. The 2025 AI approach document by FCA is an indication of a shift in the regulator of observation to active supervisory action where harms involving AI exist in the current powers of the Financial Services and Markets Act (Financial Conduct Authority, 2025). The MAS in Singapore functions as part of a national AI governance strategy under the Singapore National AI Strategy 2.0, and that regulates MAS by viewing it as empowering responsible innovation as opposed to limiting it (MAS, 2023). Political risk to HSBC is thus in the form of regulatory fragmentation: two materially different supervisory philosophies co-existing in the markets that are of greatest commercial importance to it.
Economic
AI can provide HSBC with significant efficiency benefits due to automation of credit decisioning and real-time risk monitoring. The Bank of England (2024), affirms the prevalence of ML in risk functions in the UK yet warns of model concentration risk as a factor in increasing systemic stress. According to the Financial Stability Board (2022), the macro-prudential issue of correlated model failures across institutions is one of the risks that are especially important to HSBC due to its systemic relevance. According to the study by Deloitte (2024), the implementation of AI-based operational efficiencies may benefit the cost of risk management by 15 to 25 percent of the tier-one banks in a five-year period, however, governance failures have a history of imposing enforcement penalties that completely neutralize the benefits.
Social
There is still little trust in algorithms in society. Studies always point to issues related to the obscure scoring procedures and the discrimination of proxy-variables (Abbas, 2025; Araya et al., 2025). In the case of HSBC, this risk is especially sharp in Hong Kong and Southeast Asia, where the algorithmic-based lending decision coincides with a high level of socioeconomic disparity. The example of the banking AI bias litigation in the United States as reported by Reuters (2024) is an example of the reputational and legal cost of a poor social impact assessment, which HSBC governance programme should expect to pay.
Technological
Technological risk includes model drift, adversarial attack, and the complexity of complex ML. Generative AI presents new attack surfaces, and studies report that such tools can be used to scale to commit fraud, data poisoning, and social engineering (Werisha Ibrar et al., 2025). Explainable AI (XAI) advances provide technology to improve the transparency of models without reducing their prediction capabilities (Yeo et al., 2025; Černevičienė and Kabašinskas, 2024), though according to the Financial Times (2024), most large banks are still at the early stages of XAI implementation in their production systems.
Legal
The AI-based financial decision-making is regulated by retained GDPR, PRA Supervisory Statement SS1/23 and the Consumer Duty in the UK (Bank of England, 2023; Financial Conduct Authority, 2025). Singapore MAS Notice 644 on Technology Risk Management and the FEAT Principles offer a more operationally prescriptive framework than UK guidance, as it requires institutions to show that AI systems in credit and risk functions are Fair, Ethical, Accountable, and Transparent (MAS, 2022). The differences between these structures pose a challenge of compliance architecture to the Asian technology activities of HSBC.
Environmental
Large-scale AI infrastructure is becoming material in terms of its energy consumption that is part of the ESG obligations of HSBC. Although it is not a direct financial risk modelling issue, the environmental footprint of AI data centres poses a coherence risk to the published net-zero strategy of HSBC, a conflict already drawing the attention of regulators and investors alike.
Table 1: PESTLE Analysis – AI Risk Implications for HSBC. Source- Author's analysis, informed by Bank of England (2024), FCA (2025), MAS (2022), FSB (2022), and Deloitte (2024).
	Factor
	Key Risk / Opportunity
	HSBC-Specific Implication
	Regulatory Touchpoint

	Political
	Divergent UK/Singapore regulatory philosophies
	Dual compliance burden; Asian operations subject to MAS FEAT
	FCA (2025); MAS FEAT (2022); MAS Notice 644

	Economic
	AI efficiency gains vs enforcement cost risk
	Model concentration risk; systemic stress amplification
	Bank of England (2024); FSB (2022)

	Social
	Algorithmic bias eroding public trust
	Reputational risk in Hong Kong and SE Asian retail lending
	Consumer Duty; MAS FEAT Fairness Principle

	Technological
	Model opacity; adversarial AI; generative AI threats
	XAI integration at early stage in production systems
	PRA SS1/23; MAS Notice 644 §9

	Legal
	Divergent AI disclosure obligations
	UK GDPR Art. 22 and MAS FEAT impose different transparency standards
	UK GDPR Art. 22; MAS FEAT Accountability Principle

	Environmental
	AI energy footprint vs net-zero commitments
	ESG coherence risk from AI data centre operations
	TCFD disclosures; HSBC Net Zero Strategy


[bookmark: _Toc228040826]Data Governance
The basic level of AI risk management is data governance. The quality, provenance and accountability frameworks of AI training data are systemic in the HSBC case where the data on transactions is being processed on hundreds of millions of customer accounts around the world. The published AI strategy of HSBC admits that data integrity is the key to responsible deployment (HSBC, 2024), but with critical thought about such assertions, it becomes apparent that there is a vast chasm between aspiration and binding governance architecture.
The SS1/23 outlines model lifecycle governance expectations (including development, validation, deployment, and monitoring) set out by the PRA (Bank of England, 2023). Nevertheless, SS1/23 does not demand societal disclosure of training information, or even equity evaluations, which Singapore's MAS FEAT Principles refill by mandating organizations to prove that information inputs do not entail unwarranted discriminatory results (MAS, 2022). The scholarly literature on ML credit risk assessment is consistent in noting that a tension recurring: historical data of lending captures structural inequalities which can be amplified through models (Abbas, 2025; Aniceto, Barboza and Kimura, 2020). Babaei, Giudici and Wu (2025) illustrate the presence of explainability frameworks in revealing fairness breaches in data pipelines but only when implemented as active governance tools and not the post-hoc audit tools.
The addition of third-party data and synthetic data augmentation adds further complexity. As Sedai, Medda and Schroeder (2025) show, the use of generative adversarial networks to operate on banking data to enhance its content may lead to distributional changes that are difficult to quantify using standard validation techniques. Integrating third-party data in detecting financial crime by HSBC (HSBC, 2025b) presents a threat of data provenance, which is not comprehensively addressed in the current governance frameworks. Data management must be properly extended to cover contractual and technical accountability procedures to every third party in the HSBC AI supply chain. A discordant tension is that in this case, restricting third-party data entries in order to make it meet governance standards may have a negative effect on the accuracy of the model in identifying fraud, a fact that constitutes a real trade-off between safety and performance that cannot be hidden under the carpet but rather must be openly managed by governance mechanisms.
[bookmark: _Toc228040827]Ethical AI Use
Ethical AI in financial services include algorithmic fairness, transparency, accountability, and harm avoidance. HSBC has publicly committed responsible AI, in accordance with OECD AI Principles, with measures to prevent discriminatory consequences (HSBC, 2025c). Batool, Zowghi and Bano (2025) differentiate between a governance framework that is principled yet non-binding and those with enforceable institutionalized mechanisms and discover that the majority of corporate AI ethics commitments are reputational signals, not operational constraints. This criticism is directly applicable to the present position of HSBC.
Ratzan and Rahman (2023) confirm an instrument to assess responsible AI in banking, revealing that the difference between claimed promises and practicable reality is the broadest in transparency and independent auditability in algorithms. According to Papagiannidis, Mikalef and Conboy (2025), the most important factor that determines governance maturity is senior accountability. Greene et al. (2025) offer a rather crucial conflicting finding: the commercialisation of AI-generated financial advice develops incentive frameworks that may poison the integrity of algorithmic explanations in a way that yields outputs that support commercial goals instead of providing an accurate depiction of model thinking. The discovery contradicts the belief that the implementation of XAI tools is enough to make ethical compliance; it begs the question of whether the XAI outputs can be relied upon in case the outputs are motivated by commercial interests. Monteiro and Singh (2025) introduce a cyclical governance concept that combines design-stage fairness evaluation, deployment oversight, and stakeholder responses, which is a more challenging concept of ethical AI than disclosure-based methods demand today.
[bookmark: _Toc228040828]Regulatory Compliance: UK and Singapore Comparative Analysis
This analysis will compare and contrast UK and Singapore regulatory frameworks of AI in financial services, and then evaluate the individual compliance requirements of HSBC under both regimes.
UK Regulatory Framework
The principles-based approach in the UK is based on sectoral regulators who work on the existing mandates. The 2025 AI approach of the FCA is determined to follow the use of AI implementation and apply the available powers where the harms are experienced, maintaining the flexibility, but establishing the uncertainty on the benchmark (Financial Conduct Authority, 2025). PRA SS1/23 gives operationally specific model lifecycle governance requirements, which apply to all material AI systems, though does not require public disclosure or fairness evaluation (Bank of England, 2023). Using the structuration theory, Ballot Jones, Thornton and De Silva (2025) claim that systematic underestimation of the structural harms that an algorithmic system can inflict in the long run is due to the reliance on the sector-specific frameworks. The UK Consumer Duty provides an outcomes-based overlay, which can be progressively applied to AI-informed decisions made by customers, but application precedent is limited.
Singapore/MAS Regulatory Framework
Singapore has also formulated one of the most operationally comprehensive frameworks of AI governance of financial services in the world. The 2022 update of the MAS FEAT Principles mandates that AI-based customer-facing financial decision-making systems meet Fairness, Ethics, Accountability, and Transparency by having documented evaluation methodologies (MAS, 2022). Veritas is a companion tool created by MAS and industry partners, which offers algorithmic assessment methodologies to enable institutions to determine whether AI systems meet FEAT requirements in advance of deployment. The technology risk management requirements of MAS Notice 644 directly apply to AI systems, such as the need to document, test, and manage incidents (MAS, 2023).
In the comparative jurisdictional analysis of AI regulation of fintech, Saqib and Amin (2025) emphasize Singapore as a case of outcome-oriented AI regulation that does not over-prescribe AI. Although Laux, Wachter and Mittelstadt (2023) discuss the EU regulation in the context of the latter, their analytical application has a wider applicability, and they tend to wonder whether risk-acceptability frameworks are adequate to ensure real trustworthiness. The same criticism can be made of MAS FEAT, which although more prescriptive than UK guidance, is principles based in its operation. Hartmann et al. (2024) find one similarity between key regulatory regimes: in all of them, there is a substantive obligation, but an underdeveloped audit infrastructure to check its compliance.
Table 2: UK vs Singapore Regulatory Comparison – AI in Financial Services- Source: Author's analysis, informed by Bank of England (2023), FCA (2025), MAS (2022), MAS (2023), Saqib and Amin (2025), and Hartmann et al. (2024).
	Dimension
	UK Regime (FCA / PRA)
	Singapore Regime (MAS)

	Legislative Basis
	Principles-based; existing sectoral powers
	FEAT Principles (2022); MAS Notice 644; Veritas Framework

	AI Classification
	No formal AI risk tier system
	Risk-proportionate; high-risk applications require FEAT assessment

	Credit Scoring
	Consumer Duty and GDPR Art. 22 only
	FEAT Fairness Principle requires demonstrable non-discrimination

	Transparency
	Disclosure to FCA/PRA on request; no public registry
	Veritas methodology disclosure; MAS supervisory review

	Human Oversight
	Expected under SS1/23; not prescriptively defined
	Accountability Principle requires named responsible officer

	Enforcement
	FCA/PRA supervisory action; existing powers
	MAS supervisory action; licence conditions; formal directions

	Industry Tools
	No MAS-equivalent testing toolkit; industry-led development
	Veritas framework: sector-developed algorithmic assessment toolkit
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The most intangible and at the same time most commercially determinant aspect of AI risk to HSBC is customer trust. Trust acts as a multiplier of all other risk factors: when it exists, regulatory scrutiny is toned down; when it does not, even systems that are technically compliant are capable of causing reputational crises. Abbas et al. (2025) report on the reinvention of misinformation through generative AI in digital financial services, and claim that financial institutions are in a dilemma of not only safeguarding their clients against exogenous AI-driven dangers, but also not to create harm internally as a result of AI systems. Turksen, Benson and Adamyk (2024) classify the weaknesses of automated AML monitoring systems as accountability gaps, where customers are alerted with consequences that are not sufficiently explained or easily appealed. This can be applied directly to the AML infrastructure of HSBC, which is of a size that makes individual human review impractical. Ratzan and Rahman (2023) discover that perceived understanding and capability to question results are most related to customer trust in AI banking decisions. Knight, Shibani and Vincent (2024) validate the fact that harm caused by AI is becoming the first catalyst of a regulation intervention around the world. All these findings suggest that the key to trust-building is technical transparency inherent in the design of AI, rather than post-decision communications.
[bookmark: _Toc228040830]Industry Structure Analysis: Porter’s Five Forces in AI-Driven Banking
The GovernanceTrustCompetitiveness (GTC) framework suggested in this report can be further justified by considering Porters Five Forces, which helps to understand how artificial intelligence is transforming structural competition in global banking and how governance is becoming a strategic requirement and not a compliance role.
Structural Low Threat of New Entrants: Regulatory capital requirement and licensing barriers make entry structurally low. Nevertheless, AI-powered fintech companies and digital banks are diminishing the conventional entry barriers by platform-based business models and niche specialisation. These entrants may not match the scale of HSBC, but they can implement AI much more quickly, with fewer legacy limitations, creating a governance paradox: smaller organizations can more quickly innovate, but big organizations such as HSBC are more subject to regulatory attention, and thus governance maturity is itself a barrier to entry.
The Supplier Power has been growing due to the emergence of cloud computing vendors, data vendors, and AI infrastructure vendors. The reliance of HSBC on third-party technologies in developing and deploying models creates systemic risk and lacks control over data provenance and security which supports the apprehensions found in the AI governance literature (Upreti et al., 2024). This dependence moves the power of banks to the side of technology ecosystems.
Buyer Power is high and increasing. Consumers who are impacted by AI-based credit decisions are more demanding in terms of transparency, fairness, and the right to challenge the results. Trust is also not merely a behavioural product but a structural power that makes competition. It has been proven that the perceived fairness and explainability have a substantial impact on customer retention in financial services (Ratzan and Rahman, 2023).
Threat of Substitutes is increasing with other financial platforms that provide embedded finance, peer-to-peer lending, and AI-based advisory services. These replacements are competing in speed, personalisation, and perceived transparency, where the quality of governance directly influences the competitiveness.
Competition in the industry is stiff and more focused on AI functionality and transparency in governance than on the traditional price competition. Governance structures have been used by the likes of DBS and JPMorgan as a competitive advantage whilst HSBC is comparatively disadvantaged in terms of transparency which undermines its positioning.
On balance, the discussion indicates the validity of the GTC framework since it shows that AI governance is endogenous to the competition of the industry, as it affects entry barriers, customer power, and long-run competitive advantage (Porter, 2008).
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This report suggests a new analytical framework that will explain the strategic relationship between the maturity of AI governance, customer trust, and sustainable competitive advantage in the global banking industry as the Governance-Trust-Competitiveness (GTC) model. The framework assumes three hypotheses that are related to each other:
Hypothesis 1 (Governance Foundation): AI governance maturity, as the extent to which the governance architecture of an institution can be independently verifiable, technically implemented and proactively aligned with the emerging regulatory expectations, is a necessary, but not sufficient condition of sustainable AI deployment. Those institutions that only govern up to the existing regulatory minimum standards will experience recurrent governance failures as AI capabilities and regulatory demands evolve.
Hypothesis 2 (Trust Multiplier): Customer trust in AI-based financial decision influences the commercial value of governance investment in a multiplied way. Governance controls translated into real customer transparency give rise to quantifiably greater trust-based retention and less regulatory intervention than governance controls that are internally sound but externally opaque. Ratzan and Rahman (2023) support this hypothesis and argue that the traditional division of compliance and customer experience functions is incorrect.
Hypothesis 3 (Competitive Conversion): It is hypothesised that governance excellence, operationalised in terms of the GTC cycle, transforms regulatory compliance investment into competitive positioning. Institutions that engage in the setting of standards, have independent certification and exhibit proactive governance leadership take reputational capital that is used as an enduring barrier to entry especially when regulatory complexity is high. This hypothesis is a synthesis of the ideas of Helmi Ayari, Guetari and Kraiem (2025) about interpretability as competitive differentiation and Ye et al. (2024) about the benefits of data governance in converging privacy regimes.
The GTC framework is a closed circuit: greater governance results in greater customer trust, which lessens regulatory friction and enhances commercial performance, which subsequently funds more governance investment. In the case of HSBC, the framework identifies an existing GTC deficit: there is an investment in governance that is yet to be regularly converted into external trust signals or competitive positioning. Section 4 
of the implementation plan will address this shortfall in five years.[image: ]
Figure 1: The Governance-Trust-Competitiveness (GTC) Framework (self-made)
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[bookmark: _Toc228040833]Short-Term Recommendations (0 to 12 Months)
Recommendation 1: AI Risk and Governance Gap Analysis.
HSBC needs to instruct an external audit of AI risk in all systems that have been implemented in credit decisioning, AML, and customer-facing applications. The audit evaluates both PRA SS1/23, UK GDPR, MAS FEAT Principles and MAS Notice 644. It generates a model inventory, risk classification and a prioritised remediation plan (Bank of England, 2023; MAS, 2022). The scope of the audit must be in line with MAS Veritas approach to systems in Singapore. Cost benchmark: Deloitte (2024) approximates similar audit programmes to tier-one banks as USD 3 to 6 million; converted to GBP and scaled to the size of HSBC, the approximate cost will be GBP 3.5 to 6 million to conduct a Group-wide exercise with external specialist review.
Recommendation 2: Appoint a Board-level Chief AI Ethics Officer (CAEO).
HSBC does not have a senior executive with direct responsibility towards AI ethics. The CAEO ought to be able to stop or adjust AI deployments not passing the ethical test and an annual AI Transparency Report should be held. According to Papagiannanidis, Mikalef and Conboy (2025), the main factor that determines the maturity of governance is senior accountability. By MAS FEAT Accountability Principle, AI systems are supposed to have a named responsible officer: this recommendation fulfils this requirement but applies the same accountability to UK operations. Estimated price: GBP 600,000-800,000 annually with support personnel.
Recommendation 3: GDPR and MAS FEAT Alignment Review.
An iterative review of the law ought to evaluate all AI systems that affect credit approval, loan pricing, or account management in relation to UK GDPR Article 22 right-to-explanation provisions and MAS FEAT Fairness Principle provisions. Szadeczky and Bederna (2025) offer a cross-sector AI governance evaluation framework that can be used as a review template. Estimated cost: GBP 900,000 to 1.3 million to review legally and technically; benchmark reference would be similar review programmes reported by peer institutions at around USD 1 to 2 million (Deloitte, 2024).
[bookmark: _Toc228040834]Medium-Term Recommendations (1 to 3 Years)
Recommendation 4: Implement ISO/IEC 42001 AI Management System Standard.
The first internationally recognised standard of AI management system, ISO/IEC 42001, sets standards of responsible AI development, deployment, and monitoring. The Group-wide certification should be sought by HSBC within 24 months. As Ahmed, Mehdi and Mohamed (2023) demonstrate, systematic governance frameworks generate more reliable and auditable outputs of risks with a measurably higher degree of reliability. The ISO/IEC 42001 certification would establish a standard language of governance across the jurisdictions of HSBC and give a credible compliance message to the FCA/PRA and MAS. Cost benchmark: McKinsey Global Institute (2023) estimates the cost of full implementation of AI governance programme of a global tier-one bank USD 15 to 25 million over two years; GBP equivalent GBP 12 to 20 million.
Recommendation 5: Deploy XAI Infrastructure Across All High-Risk AI Systems.
HSBC must require all AI systems that fall under SS1/23 or are subject to FEAT Transparency requirements to use SHAP-based attribution and counterfactual explanation tools. Weber, Carl and Hinz (2023) affirm SHAP and LIME to be the most regulatory-ready XAI tools. The outputs of counterfactual explanations are the governance-grade outputs exhibited by Bueff et al. (2022). Yao et al. (2025) demonstrate that generative AI can be used to improve the interpretability of models in controlled governance frameworks. Importantly, Greene et al. (2025) caution that commercially driven XAI implementations may violate the integrity of the explanation: the XAI programme at HSBC should involve the independent assessment of the quality of the explanations, not just the implementation of the tools. Estimated cost: GBP 14-22 million in two years.
Recommendation 6: Establish an Independent Algorithmic Fairness Review Panel.
HSBC must have a standing panel consisting of academic, civil society and consumer representation, and annual reviews of algorithmic fairness in lending and credit functions. Machado, Chen and Osterrieder (2025) present an ML credit risk framework that considers fairness as the most important evaluation criterion. Bussmann et al. (2020) show fairness-auditable outputs where the governance requirements are defined at the design phase. Chang et al. (2024) demonstrate that fairness constraints enhance the regulatory acceptability in the long run. The results of the panel should be publicly available as required by the MAS FEAT Transparency. Approximate cost: GBP 1.8 to 2.8 million/annual.
Recommendation 7: AI Cybersecurity Resilience Programme.
According to Ramesh Upreti et al. (2024), model inversion and membership inference attacks are the most profound new risks to financial AI. Adversarial robust models need continuous retraining, which is confirmed by Hafez et al. (2025). Wang et al. (2020) present the baseline performance under different data conditions. To achieve cyber resilience, HSBC must consider AI-specific threat modelling as part of its framework, and it must adversarial test AI-specific threat modelling before production deployment. MAS Notice 644 §9 mandates that AI security testing of systems with material operational impact be documented. Estimated price: GBP 6-10 million per year; compare with the USD 600 million annual cybersecurity budget published by JPMorgan Chase, with AI-specific resilience estimated to be 5-8 percent (Reuters, 2024).
[bookmark: _Toc228040835]Long-Term Recommendations (3 to 5 Years)
Recommendation 8: Regulatory Co-Design Engagement at UK and Singapore Level.
HSBC must be proactive in UK FCA and MAS AI regulatory consultations, providing technical advice and showing evidence of deployment. Holtz, Wittfoth and Gomez (2025) simulate how financial institutions can input frontier knowledge to regulatory discourse by creating AI scenarios. According to Federico (2024), near-term engagement windows are seen when regulators deal with AGI-related risks. This plan will need long-term Board commitment and the capacity to commit to regulatory efforts. Estimated cost: GBP 2 to 3 million per annum; the payback on investment would be in regulatory capital, less risk of enforcement and influence over the setting of standards.
Recommendation 9: Proprietary AI Governance Certification Standard.
Based on the experience of ISO/IEC 42001, HSBC is recommended to build a banking-specific AI governance certification standard together with the academic partners and peer institutions. As shown by Babaei, Giudici and Wu (2025), the sector-specific governance instruments are more effective than generic ones in financial services. Araya et al. (2025) introduce a responsible lending ML model that can meet such a standard. The HSBC provides governance investment with enduring competitive power in the GTC model by positing itself as a standard-setter. Approximate cost: GBP 6-12 million in five years.
Recommendation 10: AI Competitive Advantage Integration.
The new competitive differentiators shown by Helmi Ayari, Guetari and Kraiem (2025) include interpretability and governance compliance as regulatory pressure mounts. Ye et al. (2024) confirm that the strength of data governance offers structural benefits as privacy laws are globalized. In the Annual Report 2025, HSBC makes AI central to its growth strategy (HSBC, 2025a): the GTC framework realises this dream into a competitive strategy. The compliance leadership regulatory avoidance is estimated to save GBP 120 million in five years, according to the sector-wide enforcement trends of the Financial Times (2024). This is not considered as a separate cost centre but incorporated in the capital plan of HSBC.
Table 3: Implementation Plan – Recommendations, Costs, Owners, KPIs, and Risk Mitigations - Source: Author's analysis. Cost benchmarks from McKinsey Global Institute (2023), Deloitte (2024), Reuters (2024), and Financial Times (2024).
	Horizon
	Recommendation
	Est. Cost (GBP)
	Owner
	KPI
	Risk Mitigation

	Short (0-12 mo)
	AI Risk Gap Analysis
	3.5-6m
	Group CRO
	Model inventory complete; all systems risk-classified
	Scope creep risk: fixed-scope contract with defined deliverables

	Short (0-12 mo)
	Appoint CAEO
	0.6-0.8m p.a.
	Group CEO / Board
	CAEO in post within 6 months; first Transparency Report published
	Talent scarcity risk: engage executive search specialist in parallel with role design

	Short (0-12 mo)
	GDPR / FEAT Alignment Review
	0.9-1.3m
	Group CLO
	Zero unreviewed high-risk automated decisions
	Regulatory change risk: build review template for iterative application

	Medium (1-3 yr)
	ISO/IEC 42001 Implementation
	12-20m
	Group CTO
	Certification in 5+ jurisdictions by Year 2
	Implementation fatigue risk: phased rollout by jurisdiction priority

	Medium (1-3 yr)
	XAI Infrastructure
	14-22m
	Group CTO / CAEO
	100% high-risk systems XAI-enabled; independent explanation audit pass >95%
	Commercial bias risk: independent review of XAI explanation integrity (per Greene et al., 2025)

	Medium (1-3 yr)
	Algorithmic Fairness Panel
	1.8-2.8m p.a.
	CAEO
	Annual public fairness report; zero upheld bias complaints
	Independence risk: panel members prohibited from HSBC commercial relationships

	Medium (1-3 yr)
	AI Cybersecurity Programme
	6-10m p.a.
	Group CISO
	Adversarial testing completed for all high-risk AI; zero unmitigated critical vulnerabilities
	Attack surface evolution risk: mandatory quarterly threat model refresh

	Long (3-5 yr)
	Regulatory Co-Design
	2-3m p.a.
	Government Affairs
	HSBC cited in FCA/MAS consultation outcomes
	Policy capture perception risk: publish transparency register of regulatory engagements

	Long (3-5 yr)
	AI Governance Standard
	6-12m (total)
	CAEO / Academic Partners
	Standard adopted by 3+ peer institutions
	Proprietary lock-in risk: standard published as open resource to build industry credibility

	Long (3-5 yr)
	AI Competitive Advantage Strategy
	In capital plan
	Group CEO / Board
	AI governance cited as differentiator in investor communications
	Greenwashing-equivalent risk: governance claims independently verified before publication




[bookmark: _Toc228040836]Conclusion
This report has led to the emergence of an argument that HSBC is in a crossroad in its AI governance journey. Section 3 re-defines governance investment as compounding strategic resource: Customer trust which is created by governance maturity creates commercial advantage which funds additional governance capability. The current state of HSBC, which demonstrates good intentions towards responsible AI, lacks full implementation of the intentions in the form of externally transparent governance architecture, which is verifiable in itself.
Peer benchmarking is supported by the fact that HSBC and DBS Bank are falling behind in published disclosures of algorithmic fairness and JPMorgan Chase in model risk governance transparency, although all three levels of AI investment are relatively equal in terms of their investment in AI. The structural interventions outlined in Section 4, the most glaring of which is the appointment of a CAEO, the introduction of the actually independent XAI infrastructure, and adherence to the MAS FEAT Principles and UK PRA SS1/23 as at least two-jurisdiction standard to seal this gap.
The evidence base inconsistencies cannot be ignored: the benefits of AI in financial risk modelling are factual and publicly reported, but risks of model consolidation, algorithmic bias, and takeover of governance programme are also real. The recommendations in the report are that these tensions must be addressed structurally, as opposed to optimising towards an end. HSBC is big enough to possess the geographical presence and the institutional goodwill to be a world model on responsible AI in the banking sector. That and it needs the leadership in governance that the GTC framework defines.
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[bookmark: _Toc228040838]Appendix A: Peer Benchmarking Analysis
The appendix compares the HSBC AI governance posture to three peer institutions namely DBS Bank (Singapore), JPMorgan Chase (United States) and Standard Chartered (UK/Asia). The comparison is organized in six dimensions of governance based on the analytical framework of the report. The sources of data include the most recent annual report of each institution, AI-specific disclosures and publicly available regulatory reports.
Table 4: AI Governance Benchmarking – HSBC vs Peer Institutions Source-Author's analysis based on DBS Group (2024 Annual Report), JPMorgan Chase (2024 10-K), Standard Chartered (2024 Annual Report), MAS Veritas disclosures, and HSBC (2025a; 2025b; 2025c).
	Governance Dimension
	HSBC
	DBS Bank
	JPMorgan Chase
	Standard Chartered

	Published AI Ethics Framework
	Yes – principled; limited operational specificity
	Yes – FEAT-aligned; Responsible AI Framework published 2023
	Yes – AI/ML Explainability Framework published; operational detail high
	Partial – commitments stated; no standalone published framework

	Independent AI Audit
	Not publicly disclosed
	Third-party Veritas assessment disclosed
	Independent model risk review disclosed in 10-K
	Not publicly disclosed

	XAI Deployment
	Partial – deployed in AML; credit systems not confirmed
	Advanced – SHAP deployed in credit decisioning; disclosed publicly
	Advanced – LIME/SHAP in consumer credit; regulatory submission grade
	Early stage – referenced in annual report; no technical disclosure

	Regulatory Engagement
	Active – FCA and MAS engagement documented
	Leadership – co-developed MAS Veritas framework
	Active – US OCC and Fed engagement; published responses
	Moderate – FCA engagement; MAS less documented

	Algorithmic Fairness Disclosure
	Limited – aggregate commitments only
	Detailed – Veritas fairness assessment results disclosed
	Moderate – demographic parity metrics in selected products
	Minimal – general statements only

	Board-level AI Accountability
	Risk Committee oversight; no dedicated AI ethics role confirmed
	Chief Data and Transformation Officer; Board Technology Committee
	Dedicated AI governance committee with Board representation
	Group Chief Information Officer at Board level; AI not separately named


The benchmarking analysis indicates that the greatest material gap of HSBC concerning peers is in terms of algorithmic fairness disclosure and independent audit transparency. Explicitly, DBS Bank has reached the top of the Asian market due to the co-development of MAS Veritas framework, which can be reasonably recreated by HSBC Singapore operations taking into consideration its size and relations with the regulatory authorities. The existing state of technical governance maturity in the industry is the operational implementation of SHAP-grade XAI by JPMorgan Chase in consumer credit systems. In Section 4, the recommendations of HSBC are scaled to bridge the gap to these benchmarks in the three-year medium-term horizon.
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