 
UNIVERSITY OF WALES TRINITY SAINT DAVID
MSC CYBER SECURITY AND DIGITAL  FORENSICS
CLOUD ENGINEERING PRICIPLES AND PRACTICE
STUDENT  NAME : MOHAMMADSADAB MOHAMMADYUNUS KURESHI
STUDENT : 2530072
LECTURER : RENUGA JAYAKUMAR



Table of Contents
Introduction	3
Purpose of the Report	3
Why Containerization Matters	3
Virtualisation Principles	3
Reason why Windows the Host OS.	4
System Overview and Practical Environment (Windows Host)	5
windows host system configuration.	5
Practical Aids in the Module.	7
Containerization vs Virtualization	8
Docker Fundamentals	8
Understanding Docker Architecture	8
Docker hub Push	10
Docker REST API	10
Containers, Registries, and Images.	12
Docker Networking	15
Docker Storage and Volumes.	17
Windows Docker Desktop.	18
Practical Docker Operations Summary.	19
Implementation and Installation.	20
Setup of Application Development Environment.	20
The Flask Web Application Development.	20
Writing and Reading the Dockerfile.	21
Building the Docker Image	23
Running the Container Locally.	24
Driving Forces of Cloud Expansion and Serverless computing.	25
Cloud Expansion Driving Forces.	25
Serverless Functions What are Serverless Functions?	26
Serverless vs Containerisation	26
Conclusion	27
References	28



List of Figures
Figure 1: Type 1 and Type 2 Hypervisor Diagram	6
Figure 2: Docker build	7
Figure 3: Docker Git push	8
Figure 4: terminal applications were PowerShell/Windows	9
Figure 5:Docker Daemon	10
Figure 6: Docker initiation	11
Figure 7:Docker REST API	12
Figure 8: Container Push and install	13
Figure 9: Docker container	13
Figure 10: Docker flush and push	14
Figure 11: Docker image push	15
Figure 12: Docker image ls	15
Figure 13:docker push myapp	16
Figure 14: install nginx	17
Figure 15: Docker cross validation	18
Figure 16: Docker final Push	19
Figure 17: Load balancing	22
Figure 18: API routing	22
Figure 19: horizon scaling diagram	24
Figure 20: Docker successful message	25
Figure 21: My app front landing page	26






[bookmark: _Toc228272108]Introduction
[bookmark: _Toc228272109]Purpose of the Report
The purpose of this report is to discuss the principles of containerization, and particularly Docker since it is an important component of a cloud computing environment. Discussing theoretical considerations of containerization as well as practical demonstrations based on Docker, the goal is to obtain a complete picture of its use in the contemporary cloud ecosystems. Docker is one of the most popular technologies of containerization, and its practical use is discussed, which can be most advantageous in the cloud-native environment, where its portability, scalability, and resource efficiency are the most useful.
[bookmark: _Toc228272110]Why Containerization Matters
A key technology in cloud computing, containerization has numerous benefits, such as portability, speed, resource efficiency, and scalability (Chinamanagonda, 2023). Containerization guarantees that the software works identically in various environments by including applications and their dependencies, thus becoming a foundation of DevOps practices and cloud-native architectures. Containers are isolated logically, unlike traditional virtual machines, which use the same kernel as the host machine, resulting in a low resource usage, a shorter startup time, and better application scalability (Al-Said Ahmad et al., 2024).
[bookmark: _Toc228272111]Virtualisation Principles
The process of developing virtual copies of computing resources like servers, operating systems, storage and networks is called virtualisation. A hypervisor is the software layer which enables several virtual machines to be run on the identical physical machine, by sharing the CPU, memory, storage and network resources of the host. Hypervisors are of two major types namely Type 1 and Type 2. A bare-metal hypervisor (also called a Type 1 hypervisor) is one that is directly running on the underlying physical hardware. A Type 2 hypervisor is implemented on a host operating system, like Windows, Linux or macOS [1].

Hardware virtualisation is based on the principle of isolating the physical resources of the host machine into virtual machines. Processing time is scheduled between different virtual machines, sharing the CPU. Each virtual machine is assigned its own RAM space so that each guest operating system has its own memory space. Virtual disks are used to virtualise storage, and are presented as physical disks to the operating system in the guest, but are stored as files or volumes on the host. This enables multiple operating systems to be used on a single physical machine but they are isolated.
Types of virtualisation technology are VMware ESXi, Microsoft Hyper-V and KVM. Hyper-V is a Microsoft enterprise hypervisor to scale Windows and Linux virtual machines [2]. The open-source Linux virtualisation technology named KVM or Kernel-based Virtual Machine is used to make Linux a hypervisor that can run isolated virtual machines [3].
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[bookmark: _Toc228272138]Figure 1: Type 1 and Type 2 Hypervisor Diagram
[bookmark: _Toc228272112]Reason why Windows the Host OS.
The choice of operating system (Windows) used as the host operating system to containerize Docker in this report is based on the fact that windows is highly used in an enterprise setting where most development and testing processes are launched on windows workstations. Windows now supports Linux containers with Windows Subsystem for Linux (WSL 2), enabling it to become a flexible platform to run container-based workflows without a complete Linux VM. Docker Desktop in combination with WSL 2 allows a container to run smoothly on Windows, powered by Linux, and, therefore, compatible with popular Docker images and making developers more productive (Gangula, 2025).
The use of windows also demonstrates a reflection of the current cloud engineering activity where developers tend to be working in windows environments prior to release their applications into production systems which are Linux server-based. This mixed method, made possible by WSL 2, is such that developers can build and test applications that are cloud-native at the comfort of their own favorite OS without compromising the ability to work with production systems (Sundar, 2023).
[bookmark: _Toc228272113]System Overview and Practical Environment (Windows Host)
[bookmark: _Toc228272114]windows host system configuration.
To carry out the practical activities on this report, the system was configured as below:
•	OS: Windows 10/11 (64-bit) and WSL 2 installed. 
•	CPU: Intel/AMD CPU with hardware virtualization. 
•	Memory: 8GB RAM and above to run Docker containers and other development activities. 
•	Software Stack: 
o	Docker Desktop: It is a tool that is used to control Docker images and containers. 
o	PowerShell or Windows Terminal: To run docker CLI commands. 
o	Visual Studio Code: Docker integration to develop apps and write Dockerfiles. 
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[bookmark: _Toc228272139]Figure 2: Docker build
The support of WSL 2 in Docker Desktop makes it a lightweight and efficient platform to execute Linux-based containers on windows without having to use virtual machines, allowing developers to develop cloud-native applications in a familiar windows environment (Patil, 2025).
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[bookmark: _Toc228272140]Figure 3: Docker Git push
[bookmark: _Toc228272115] Practical Aids in the Module.
The practical exercises were accomplished using several tools, such as:
Docker Desktop: The main containerization tool that offers a complete Docker Engine and WSL 2 integration, to run containers. 
The terminal applications were PowerShell/Windows Terminal that were used to execute docker run, docker build and docker compose. 
Visual Studio Code: An editor that is used to write the Dockerfile, write the web application and organize the project. 
These are tools that are part and parcel of cloud-native development practices because they are congruent with best practices in containerized application development, in which code, configuration, and dependencies are closely integrated and interoperable (Sundar, 2023; Kambala, 2023).
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[bookmark: _Toc228272141]Figure 4: terminal applications were PowerShell/Windows
[bookmark: _Toc228272116]Containerization vs Virtualization
Containerization and virtualization are technologies that facilitate the ability to have multiple applications on the same physical machine, albeit in fundamentally different ways. The concept of virtualization is to develop complete virtual machines (VMs), which have operating systems. Such an arrangement consumes a lot of resources, with every VM having its own operating system and thus increased overheads and longer boot time. Conversely, containerization, especially using Docker, does not provide operating system virtualization; instead, it just virtualizes the operating system kernel and enables the use of multiple containers running on the same kernel with isolation. (Faruq & Saidur, 2022).
Although the two methods can be applicable to a cloud-based deployment, in a cloud-native setup, containerization is usually a better choice because it provides fast, efficient, and scalable solutions with a low overhead (Oyeniran et al., 2024). Microservice architectures can be best represented using containers, whereby separate parts of an application must be separated but must still be able to interact with each other in a common setting. (Patil, 2025).
[bookmark: _Toc228272117]Docker Fundamentals
[bookmark: _Toc228272118]Understanding Docker Architecture
Docker is an open source platform that automates application deployment, scaling and management of applications using containers. It provides a consistent environment for applications from development to production. Docker architecture is important to comprehend the benefits of using Docker and the difference between Docker and the conventional virtualization methods.
Docker Daemon
The most important part of Docker architecture is the Docker Daemon (also referred to as dockerd). It is responsible for managing Docker containers, images, networks, and volumes. The daemon accepts requests of Docker API and takes care of the real implementation of Docker containers. It is a background process on a system running commands which enable users to interact with the containers. 
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[bookmark: _Toc228272142]Figure 5:Docker Daemon
Docker CLI (Command Line Interface)
Docker CLI is the interface by which the users communicate with the Docker Daemon. It gives a list of commands that users may enter into a terminal to control containers. The most frequently used commands are:
•	docker run: To start and create a container. 
•	docker build: To build an image from a Dockerfile. 
•	docker ps: To show running containers.
	FROM python:3.13

WORKDIR /app

COPY requirements.txt .

RUN pip install --no-cache-dir -r requirements.txt

COPY . .

EXPOSE 5000

CMD ["python", "app.py"]



[bookmark: _Toc228272119]Docker hub Push 
	docker login
docker tag myflaskapp shadab/myflaskapp
docker push yourusername/myflaskapp
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[bookmark: _Toc228272143]Figure 6: Docker initiation
[bookmark: _Toc228272120]Docker REST API
The communication layer is the Docker REST API that enables programs and services to communicate with Docker. It allows users to manage Docker remotely via HTTP requests and is a significant capability in terms of integrating Docker with other applications or processes. This API supports such operations as creating containers, managing images, setting up networks and so on. REST API of Docker is used by many current cloud services and tools to automate deployments and operate containers on large scale.
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[bookmark: _Toc228272144]Figure 7:Docker REST API
Containers vs. Virtual machines.
Virtualization of the system is one of the main differences between Docker containers and classical virtual machines (VMs). Although similarities exist in that both technologies can be used to isolate applications; they are differentiated with regards to the way they engage with the resources provided by the host system.
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[bookmark: _Toc228272145]Figure 8: Container Push and install
• Virtual Machines: VMs are virtualizations of the entire hardware stack, i.e. each VM has its own complete operating system, application and dependencies. This leads to a lot of overhead since each VM will require its own instance of the OS, and this makes it resource-intensive and slow to boot. 
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[bookmark: _Toc228272146]Figure 9: Docker container
Docker Containers: Containers, on the other hand, share the host operating system’s kernel. Containers instead of operating a complete operating system per application bundle the application and its dependencies into a single unit that operates on top of the host operating system. This causes containers to be lightweight, have a quick startup time and low resource usage which is one of the primary reasons as to why they are favored in cloud-native applications. 
Containers are more efficient and faster than VMs by utilizing the kernel of the host OS, which makes them ideal in cloud environments, where fast scaling and low overhead are necessary.
[bookmark: _Toc228272121]Containers, Registries, and Images.
Docker Images
A Docker image is a lightweight, self-contained, executable bundle that contains all the required elements to execute a software: code, runtime, libraries, environment variables, and configurations. Photos are used as guidelines in the development of containers. They are constructed based on special file known as Dockerfile which describes the steps to construct an image based on a base image to the ultimate run environment.
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[bookmark: _Toc228272147]Figure 10: Docker flush and push
Creating Docker Image in Dockerfile.
Dockerfile is a text file which includes a list of commands that Docker is to follow. For example:
	FROM python:3.8-slim
WORKDIR /app
COPY . /app
RUN pip install requirements.txt.
CMD ["python", "app.py"]




After writing the Dockerfile, it is possible to build an image with the command docker build -t myapp ., where myapp is the name of the image that will be created.
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[bookmark: _Toc228272148]Figure 11: Docker image push
Docker Containers
A Docker image is a container running in a Docker instance. When you run an image with the command docker run, Docker makes a container out of that image, executes it and provides it with an isolated environment to execute in. 
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[bookmark: _Toc228272149]Figure 12: Docker image ls
Docker Registries
Docker registries are repositories, in which Docker images are kept and distributed. The most popular public registry is Docker Hub, but there are also private registries that can be utilized to store images safely. After building a Docker image, it is possible to release it to a registry with the following command:
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[bookmark: _Toc228272150]Figure 13:docker push myapp
docker push myapp
[bookmark: _Toc228272122]Docker Networking
Docker has a variety of network drivers that define how containers will communicate with one another and with external systems. These network drivers play a key role in configuring scalable and reliable cloud-native applications.
Types of Docker Network Drivers
1. Bridge Network: It is the default network driver. The containers within the same bridge network are able to access each other through their container names or IP address. It is a network driver normally employed in standalone applications and small scale deployments. 
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[bookmark: _Toc228272151]Figure 14: install nginx
2. Host Network: Host Network In this mode, containers share the network stack of the host and thus they share the IP address of the host. Although this provides improved performance as it removes the networking abstraction, it is less secure as the containers are not independent of the host network. 
3.	Overlay Network: This driver is intended to be used in communication between multiple hosts. Overlay networks allow containers to interact with other Docker hosts in a distributed configuration, like in Docker Swarm or Kubernetes clusters. Big distributed applications rely on overlay networks. 
4.	None Network: This option turns off networking of the container completely. It is deployed in very secure conditions where access to the network must be strictly regulated. 
Docker networking enables flexible communication patterns across the containers, making it possible to design intricate structures, which can be scaled to many nodes.
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[bookmark: _Toc228272152]Figure 15: Docker cross validation
[bookmark: _Toc228272123]Docker Storage and Volumes.
Containers are defaulted to stop and remove the data that is contained in them. Docker resolves this problem by offering a variety of storage options such as volumes, that enable data to persist outside the container lifecycle.
Docker Volumes
Persistent data in Docker are best stored in volumes. Volumes are not a part of the filesystem of the container; they are independent of a container’s lifecycle. It implies that a container can be deleted and the data in the volume will not be destroyed. Docker commands can be used to deal with volumes such as:
docker volume create myvolume.
docker run myvolume:/data mycontainer.
Here, myvolume is the name of the Docker volume and /data is the directory within the container, in which the volume is mounted.
Advantages of Docker Volumes.
Volumes can be used to store databases and other stateful applications. 
•	Data can be shared among containers using volumes. 
•	Volumes can be backed and restored, and are important to critical applications that demand high availability. 
[bookmark: _Toc228272124]Windows Docker Desktop.
Docker Desktop/Windows.
Docker Desktop is an efficient application enabling the developers to operate Docker containers on Windows. It is a part of the WSL 2 (Windows Subsystem for Linux), which allows Linux containers to run smoothly on Windows without having to use full virtual machines. Docker Desktop streamlines the process of container management with a graphical user interface and offers added value, including Kubernetes support and monitoring system resources.
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[bookmark: _Toc228272153]Figure 16: Docker final Push
Integration with WSL 2
WSL 2 is a significant improvement of the Windows Subsystem for Linux which offers a complete Linux kernel. The Docker Desktop uses WSL 2 to execute Linux-based containers on Windows. The integration enables developers to develop, test and run cloud-native applications on Windows with the identical Docker containers that they would in production on Linux servers.
Docker Desktop Features
· Graphical Dashboard: enables users to access running containers, images, and volumes. 
· Kubernetes Integration: Kubernetes is directly available in Docker Desktop, and one can orchestrate containerized applications on a local machine. 
· Resource Monitoring: Allows seeing CPU, memory, and disk usage of containers, which is essential to optimize performance. 
With Docker Desktop on Windows, developers can easily work within their familiar environment yet can be used with cloud platforms based on Linux-containers.
[bookmark: _Toc228272125]Practical Docker Operations Summary.
These are some of the most important operations conducted in the practical part of this report to show what Docker can do in the cloud-native development:
Creating Dockerfiles: A Dockerfile was created to describe the environment and requirements of a Flask web application. 
· Image Construction: The docker build command was used to construct the image, and the image was tested with the docker images command. 
· Running Containers: the docker run command was used to start the container, where the port of the container is mapped to the port of the host system. 
· Creating Docker Networks: A custom Docker network was created to enable communication between containers. 
· Handling Data Persistence: Docker volumes were employed to store data outside of containers so that it is guaranteed that the data is retained across container restarts. 
· Tagging and Posting Photos: The photo was tagged and pushed to Docker Hub to share and deploy. 
Pulling and Running Images Pulled and Ran Docker images were pulled and run locally to show that containerized applications are portable. 
These real-world operations represent the main functionalities of Docker and its role in the efficient deployment and management of cloud-native applications. Incorporating Docker, developers have an opportunity to develop lightweight, portable, and scalable applications that can be deployed and managed in a simple manner across different environments.
[bookmark: _Toc228272126]Implementation and Installation.
[bookmark: _Toc228272127]Setup of Application Development Environment.
The initial action in the practice implementation was to configure the development environment on the Windows host system. This was initiated by installing Python (version 3.x) to host the Flask web application which will be containerized. Flask, a lightweight web framework for Python, is well-suited for this project due to its simplicity and ability to quickly prototype web applications. Visual Studio Code (VS Code) was also included in the environment as the Integrated Development Environment (IDE) which offered an easy interface to edit the code, manage files, and operate with Docker.
The second step was to install Docker Desktop on the Windows machine. Docker Desktop can be used with Windows Subsystem for Linux (WSL 2), which gives Docker the ability to run Linux containers directly and a full Linux kernel on Windows. WSL 2 allows Docker to run without full virtual machines, thus allowing the setup to be lightweight and efficient. Once Docker Desktop was installed, the system was set up to run containers locally and the Docker Engine was checked by running the command docker -version to guarantee its correct installation.
To ensure that Docker was running correctly, the following simple command was used: docker run hello-world, which downloaded a test image on Docker Hub and started it in a container. This established that Docker was working, and was able to handle containers in the Windows environment.
[bookmark: _Toc228272128]The Flask Web Application Development.
Once the environment was set up, the next step was to develop a simple Flask web application. The application was meant to be a simple Hello World service that will show how a Docker container can execute a Python web application. The code was written in Python and the minimum routing engine of Flask was used to display a plain HTML page to the user when the app was visited using a web browser.
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[bookmark: _Toc228272154]Figure 17: Load balancing
The Flask application code was put in a directory of app, the main script (e.g., app.py) configured the web server and route logic. This application was the essence that was containerized in order to show the power of Docker.
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[bookmark: _Toc228272155]Figure 18: API routing
[bookmark: _Toc228272129]Writing and Reading the Dockerfile.
An essential task during the containerization of the Flask application was to write the Dockerfile. This is a file that contains the instructions that the Docker will follow to create a custom image of the application. The Dockerfile began with the definition of the base image with the help of the FROM command. A python image (python:3.8-slim) was selected in this case to guarantee a minimal and efficient environment.
	FROM python:3.8-slim
WORKDIR /app
COPY . /app
RUN pip install requirements.txt
CMD ["python", "app.py"]




The instructions in the Dockerfile are as follows:

FROM python:3.8-slim: The base image is defined as a line and is a minimal Python environment.
WORKDIR /app: It is used to configure the working directory of the application inside the container.
COPY . /app: This command will copy the application files (including the Python script and any dependencies) inside the container.
RUN pip install -r requirements.txt: Installs the needed Python libraries to run Flask.
CMD [python, app.py]: This is the command to run the Flask application within the container.
The Dockerfile enabled the application to be bundled into a container and thus be portable and can be used in any place where Docker is supported.
[image: ]
[bookmark: _Toc228272156]Figure 19: horizon scaling diagram
[bookmark: _Toc228272130]Building the Docker Image
The second thing to do after writing the Dockerfile was to build the Docker image. With the docker build command, the instructions in the Dockerfile are processed by the Docker engine and the image is assembled.
Docker build -t myflaskapp.
	<html>
  <head>
    <title>Dockerfile</title>
  </head>
  <body>
    <div class="container">
      <h1>My App</h1>
      <h2>This is my first app</h2>
      <p>Hello everyone, This is running via Docker container</p>
    </div>
  </body>
</html>



This command generates an image in the current directory (indicated by the dot) called myflaskapp and it contains all requirements and settings to run the web application of Flask. Once the image had been built, the command docker images was used to list the image and ensure that the image was built successfully and could be used.
	server {
    listen 80 default_server;
    listen [::]:80 default_server;
    
    root /usr/share/nginx/html;
    index index.html index.htm;

    server_name _;
    location / {
        try_files $uri $uri/ =404;
    }
}
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[bookmark: _Toc228272157]Figure 20: Docker successful message
[bookmark: _Toc228272131]Running the Container Locally.
After building the Docker image, the program was run in a container with the docker run command. The container was started using the following command:
docker run -d -p 5000:
5000 myflaskapp
In this case, -d will start the container in detached mode (in the background) and -p 5000:5000 will make the port 5000 of the container the same as the port 5000 of the host machine. This allows the Flask application to be viewed in the web browser of the host machine by going to the host machine at port 5000.
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[bookmark: _Toc228272158]Figure 21: My app front landing page
The container had been successfully started and the Flask web application was now available on the browser of the local machine, which made it possible to practice how Docker can be used to manage and deploy the applications.
[bookmark: _Toc228272132]Driving Forces of Cloud Expansion and Serverless computing.
[bookmark: _Toc228272133]Cloud Expansion Driving Forces.
The growth of cloud computing is due to the fact that organisations require technology that is flexible, cost-effective and scalable. Cost is one of the driving forces. Organisations are able to use cloud services and pay only what they use instead of purchasing the costly physical servers. This saves hardware investments, data centre costs and maintenance.
Flexibility is another driving force. Businesses whose workload varies can benefit because cloud resources can be allocated to meet the demand or decreased when the demand decreases. Remote work has also led to the increased demand of cloud services since employees require access to applications and files not only in one place. Large computing powers and storage are also necessitated by big data and artificial intelligence and can be easily supplied by cloud computing compared to on-premises systems. Security and compliance are also significant as the big cloud providers have identity management, monitoring, encryption and compliance reporting tools.
[bookmark: _Toc228272134]Serverless Functions What are Serverless Functions?
Serverless functions are small programs that execute on event-driven requests without the author of the code having to maintain the servers. In serverless computing, the cloud service provider takes care of the infrastructure, scaling and availability. The programmer simply writes the code of the functions.
One such serverless compute service is AWS Lambda. It enables users to execute code without proving and operating servers and users are charged only by the amount of compute time used [11]. Azure Functions is a serverless solution by Microsoft that enables developers to create applications with reduced infrastructure management and reduced overhead [12].
Serverless functions are event-based. This implies that they execute based on an event like an HTTP request, file upload, database update, queue message or a scheduled timer. They can be used in short-term tasks like image processing, sending notifications, processing form submissions or responding to API requests.
According to AWS documentation Lambda executes code without having to provision or manage servers and only bills based on compute time used. According to Microsoft, Azure Functions is a serverless service that simplifies infrastructure maintenance and is capable of event-based computation [11], [12].
[bookmark: _Toc228272135]Serverless vs Containerisation
	Feature
	Containers — Docker
	Serverless — Lambda / Azure Functions

	Control
	Full control over runtime, dependencies and environment
	Limited control because the cloud provider manages the runtime

	Startup time
	Usually seconds
	Often milliseconds, although cold starts can occur

	Cost model
	May cost money while containers or servers are running
	Pay per execution or compute time used

	Best for
	Long-running apps, APIs, microservices and complex environments
	Short event-driven tasks and background jobs

	Scalability
	Manual or automatic depending on platform
	Automatic scaling managed by the provider

	Server management
	Some server or platform management may still be required
	No direct server management required

	Portability
	Highly portable across systems that support containers
	More dependent on the cloud provider’s function platform



[bookmark: _Toc228272136]Conclusion
To sum up, containerization, led by Docker, has substantial benefits compared to the conventional virtualization, particularly in cloud-native and microservices-based systems. Docker is a critical technology to cloud engineers and developers because of its ability to package applications and their dependencies into lightweight, portable containers. The combination of Windows as the host operating system, along with Docker Desktop and WSL 2, offers a natural experience when it comes to containerization, offering the developers to work in a familiar environment, as well as making sure that it is compatible with Linux-based deployments in the cloud.
In this report, the practical and theoretical capabilities of containerization with Docker have been critically examined and its applicability in the current cloud engineering practices identified. This report highlights the importance of Docker in improving scalability, resource utilization, and operational flexibility in the cloud by highlighting the main characteristics of Docker, including container networking, image building and data persistence (Gangula, 2025).
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docker --version

Docker version 20.10.14, build a224086
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cd bmi

mvn install

mvn spring-boot:run
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"Id": "35505f7810d17291261a43391d4b6cB846594d415ce4f4d@a6ffbfocc5109048",

"State": {
"Status": "running"”,
"Running": true,

1.

"Mounts": [],
"Config": {
"Entrypoint"
"python",

"app.py"

[

1,

1,
"NetworkSettings": {..}
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This is a sample web application that displays a colored background.
A color can be specified in two ways.

1. As a command line argument with --color as the argument. Accepts one of
red,green,blue,blue2,pink,darkblue

2. As an Environment variable APP_COLOR. Accepts one of
red,green,blue,blue2,pink,darkblue

3. If none of the above then a random color is picked from the above list.

Note: Command line argument precedes over environment variable.

No command line argument or environment variable. Picking a Random Color =blue
* Serving Flask app "app" (lazy loading)
* Environment: production

WARNING: Do not use the development server in a production environment.

Use a production WSGI server instead.
* Debug mode: off
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WORKDIR /project

RUN mvn clean package

FROM adoptopenjdk/openjdk11:jre-11.0.15 1@-alpine

RUN mkdir /app

RUN addgroup -g 1001 -S tecogroup

RUN adduser -S teco -u 1001

COPY --from=build /project/target/bmi-1.0.jar /app/bmi.jar
WORKDIR /app

RUN chown -R teco:tecogroup /app

CMD java $JAVA OPTS -jar bmi.jar
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docker image ls
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root@osboxes:/root/simple-webapp-docker # docker history mm

IMAGE
1a45ba829£10
37d37ed8fe99
d6aaebf8ded0
©4c055538e60
ccc7alld65bl
<missing>
<missing>
<missing>

PUurParag

CREATED
About an hour
About an hour
About an hour
About an hour
weeks ago
weeks ago
weeks ago
weeks ago

——r o

SECEVINEY

ago
ago
ago
ago

CREATED
/bin/sh
/bin/sh
/bin/sh
/bin/sh
/bin/sh
/bin/sh
/bin/sh
/bin/sh
Py

BY
-c
-c
-c
-c
-c
-c
-c
-c

#(nop) I
#(nop) C
pip inste
apt-get 1
#(nop) ¢
mkdir -p

sed -i s
m -rf /s
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# Install Nginx.
RUN \
add-apt-repository -y ppa:nginx/stable && \
apt-get update && \
apt-get install -y nginx 8& \
rm -rf /var/lib/apt/lists/* && \
echo "\ndaemon off;" >> /etc/nginx/nginx.conf && \
chown -R www-data:ww-data /var/Lib/nginx

# Define mountable directories.
VOLUME ["/etc/nginx/sites-enabled”, "/etc/nginx/certs”, "/etc/nginx/co

# Define working directory.
WORKDIR /etc/nginx
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Password:
Login Succeeded

Logging in with your password grants your terminal complete access to your account.
For better security, log in with a limited-privilege personal access token. Learn more at https://docs.docker.con/go/acc
ess-tokens/
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The push refers to repository [docker.io/tericcabrel/bmi-demo]
O6cddadé7ce: Pushed

5f70bf180086: Mounted from tericcabrel/bmi

daSfbd8cf866: Pushed

17d211146d5b: Pushed

£766b8ad307: Pushed

3b571cbfSell: Pushed

005dd68c33f: Mounted from adoptopenjdk/openjdkil
€90e7476d459: Mounted from adoptopenjdk/openjdkil
0002c93bdb37: Mounted from adoptopenjdk/openjdkil

V1: digest: sha256:251dc60631f8f1edSbbab6SboelSade6aa8cdIc5261d1dbbdf38842707F514f5 size: 2205
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—»  Backend VM 1

Users ——>  Frontend IP Address — >  Azure Load Balancer ——*  Backend VM 2

> Backend VM 3
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/products — Product
- Backend Pool

/images — Image Backend

User Request — Azure Application Gateway — Pool

/payments — Payment
Backend Pool
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—*  Add VM Instance

Traffic Increases ——»  VMScaleSet ———*  Add VM Instance

Application Handles More
Users
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e b e 1 B B e B e e ey (LR e e D) o
version 4c119add3bgelfe57b64d22738a72a336b3adc06 of theonlyjohnny-build-args-test is building!
INFO[0036] No files were changed, appending empty layer to config. No layer added to image.

INFO[0036] CMD sleep 1000
INFO[0038] Pushed image to 1 destinations
INFO[0040] Pushed image to 1 destinations

Build succeeded ¥
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My App

This is my first app

Hello everyone, This is running via Docker container
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Create a new cloud builder

Enter the name of the new cloud builder. This name will be used to identify this
builder.

Cloud builder name

project

Builder names must be at least 3 characters, start with a letter, and may only contain
lowercase letters, numbers, and dashes

Cancel Create
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© Add the gitiab-ci.yml
Clone the repository to your local machine.

Create a file in the repository, at .gitlab-ci.yml, with the following contents:

default:

image: docker:24-dind
services:
- docker :24-dind
before_script:
- docker info
- echo "$DOCKER_PAT" | docker login --username "$DOCKER_USER" --password-stdin
-
apk add curl jq
ARCH=${CT_RUNNER_EXECUTABLE_ARCH#*/}
(curl -s https://raw.githubusercontent.com/docker/actions-toolkit/main/.github/buildx-1lab-r
eleases.json | jq -r ".latest.assets[] | select(endswith(\"linux-$ARCH\"))")
mkdir -vp ~/.docker/cli-plugins/
curl --silent -L --output ~/.docker/cli-plugins/docker-buildx $BUILDX_URL
chmod a+x ~/.docker /cli-plugins/docker-buildx
- docker buildx create --use --driver cloud mohammadsadabkureshi/project

variables:
IMAGE_NAME : mohammadsadabkureshi/docker-build-cloud-demo

# Build multi-platform image and push to a registry
build_push:
stage: build
script:
-
docker buildx build \
--platform Llinux/amd64,linux/arm64 \
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- echo "$DOCKER_PAT" | docker login --username "$DOCKER_USER" --password-stdin
-
apk add curl jq
ARCH=${CT_RUNNER_EXECUTABLE_ARCH#*/}
BUILDX_URL=$(curl -s https://raw.githubusercontent.com/docker/actions-toolkit/main/.github/buildx-1lab-r
eleases.json | jq -r ".latest.assets[] | select(endswith(\"linux-$ARCH\"))")
mkdir -vp ~/.docker/cli-plugins/
curl --silent -L --output ~/.docker/cli-plugins/docker-buildx $BUILDX_URL
chmod a+x ~/.docker /cli-plugins/docker-buildx
- docker buildx create --use --driver cloud mohammadsadabkureshi/project

variables:
IMAGE_NAME : mohammadsadabkureshi/docker-build-cloud-demo

# Build multi-platform image and push to a registry
build_push:
stage: build
script:
-
docker buildx build \
--platform Llinux/amd64,linux/arm64 \
--tag "${IMAGE_NAME} :${CI_COMMIT_SHORT_SHA}" \
--push .

# Build an image and discard the result
build_cache:
stage: build
script:
-
docker buildx build \
--platform Llinux/amd64,linux/arm64 \
--tag "${IMAGE_NAME} :${CI_COMMIT_SHORT_SHA}" \
--output type=cacheonly \





