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Introduction



The objective of this report is to spread awareness around computer viruses and in particular a type of virus categorised as ransomware.



Computer Viruses are a type of malware that insert themselves into a computer and the programs on that computer. The main motivator for infecting a victim’s computer is profit, this can be with many different forms of bribery caused by the gain of sensitive or needed information stored on the device. Sometimes there are other reasons for infecting other devices such as political agenda, fear or even for personal amusement.


A type of computer virus is called ransomware, this a virus which is encrypts files on a computer once infected. This is to attempt to lock the user from their information on their device, the malware targets more sensitive information so that the infector can blackmail the infected by releasing the information or to make the information unavailable to the user. Both strategies ask for a payout from the infected over a secure and untraceable E-currency.




CryptoWall:


CrytoWall is a type of ransomware that uses the coding equivalent of a trojan horse to gain access to the victim’s computer. CryptoWall is one of the most widely used and effective ransomwares as some research from the CTA (Cyber Threat Alliance) states that as of 2015 CrytoWall has stolen $325 million in profits for the hackers. [1] 



To find an example of how effective this software is look no further than a data breach which occurred on the 27th of May 2014. This is when a large multi-million-dollar broker/investment company in America called Benjamin F. Edwards & Co. was infected and several employees and higher status staff were held to ransom. As a result of this the company had to spend millions on a new IT system and compensating investors/clients; this wasn’t all, as an apology to try to keep the confidence and reputation the company has they sent free identity and fraud protection software to all of their customers. This whole scandal nearly bankrupted a whole multi-faceted company and some of their investors and clients, this was achieved with a single spam e-mail. [2]






CrytoWall Countermeasures

Unfortunately, there aren’t a lot of actions to take when a computer is infected with ransomware, however you can prevent with a few precautions. 

The most simple prevention to keeping access to your information is to store backups of your devices in an external drive. However this tactic does not prevent the access of the hacker to your information so if you store sensitive information they could still use it with malicious intentions.

Another way to potentially stop an infection is to keep all of your apps, operating systems and software up to date as this means the hacker will have to keep changing his potentially invasive code with each update, it may sound simple but this is very effective even if you click on a link you’re not meant to.

The most common and widely used prevention system is to use a effective and trusted anti-virus software, this will check all the links you click on within websites and emails. It should also stop malicious emails from even appearing in your inbox.

In conclusion, I believe it is very possible to prevent an attack through ransomware, even though it may seem unnecessary I hope that after reading this and maybe even doing research yourself you will agree that it is worth putting up a few small, low-cost countermeasures.
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