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[bookmark: _Toc159568084]Introduction 
Virtualizing networks has become very important for optimizing resources and managing IT systems efficiently. This report documents the process of creating a virtualized network for NOSS, a multinational corporation with operations in Swansea and London.
This report explains research on hypervisors and justifies the reasoning behind every choice. The report also details the steps taken to create the virtual network. It covers IP addressing concepts and the practical aspects of testing and troubleshooting the network. I have followed the recommended writing style, supporting all research with citations from credible sources.

[bookmark: _Toc159568085]What is a Hypervisor?
A hypervisor is a software tool that lets you run multiple operating systems on one computer. It helps manage and allocate resources efficiently, creating virtual machines that operate independently of each other. This technology is essential for server virtualization and cloud computing, allowing users to create, deploy, and manage multiple virtual environments on a single physical server.
Hypervisors are important because they allow multiple operating systems to run on one server, optimizing resource usage, reducing costs, enhancing system security, and overall system performance.
[bookmark: _Toc159568086]Types of Hypervisors
[bookmark: _Toc159568087]Type 1 Hypervisor:
Type 1 hypervisors, also known as bare-metal hypervisors, run directly on the host's hardware to control the hardware and manage guest operating systems. They do not require a pre-existing operating system.
Examples of Type 1 hypervisors include VMware ESXi, Microsoft Hyper-V, and Xen.
Type 1 hypervisors offer better performance and security since they run directly on the host's hardware.
[bookmark: _Toc159568088]Type 2 Hypervisor:
Type 2 hypervisors, also known as hosted hypervisors, run on a conventional operating system, such as Windows or Linux. They host virtual machines as application software.
Examples of Type 2 hypervisors include Oracle VirtualBox, VMware Workstation, and Parallels Desktop.
Type 2 hypervisors are easier to set up and use for testing and development purposes.
[1]



[bookmark: _Toc159568089]Choice in Hypervisor
I opted for Oracle VirtualBox (VM) as the hypervisor. Oracle VM is a type 2 hypervisor. I decided to choose this for the many different reasons stated below
[bookmark: _Toc159568090]User Friendly Interface
Oracle VirtualBox offers a straightforward and user-friendly interface, making it accessible for users with different levels of technical experience. This aligns with the objective to deploy a virtualized network efficiently. There are many different online resources that show the use of the software which can benefit many different users of all experience levels. [2]
[bookmark: _Toc159568091]Cost Effective
Being an open-source solution, Oracle VirtualBox is cost-effective, which is crucial for the project outline given the consideration of resource availability and potential budget constraints involved.
[bookmark: _Toc159568092]Compatibility
Oracle VirtualBox supports a wide range of operating systems, making it a versatile choice for our virtualized network that may involve diverse platforms in the NOSS environment.
[bookmark: _Toc159568093]Community Support
The robust community around Oracle VirtualBox provides many resources, forums, and documentation. This ensures that users have access to a strong support system, which is important for troubleshooting and problem resolution during the network setup.
[bookmark: _Toc159568094]Integration
VirtualBox seamlessly integrates with different networking tools and services, enhancing our ability to configure and manage the network according to the specified topology. [3]
[bookmark: _Toc159568095]Overall choice 
I decided to choose Oracle VirtualBox as the type 2 hypervisor for a few key reasons. It's easy to use, doesn't cost much, and works well with different operating systems. Plus, there's a helpful community that supports it, and it fits perfectly into the network design.
I picked Oracle VirtualBox because it's user-friendly, budget-friendly, works well with different platforms, has great community support, and easily integrates with our planned network.





[bookmark: _Toc159568096]Set up of the Topology
[bookmark: _Toc159568097]Downloading Oracle Virtual Box.
Oracle Virtual Box is free to download online and is compatible with many different Operating Systems such as Windows and Mac. The download link is provided below.
https://www.virtualbox.org/wiki/Downloads 
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[bookmark: _Toc159568098]Specifications for Swansea 1 Server

When setting up the Swansea 1 and London 1 servers I decided to choose 5000MB of memory and 4 processors to make sure it works well. The 5000MB memory gives the server enough space to run its apps without slowing things down. And with 4 processors, the server can handle multiple tasks at the same time, making it run smoothly and respond quickly. This setup helps both servers handle its job efficiently in the virtual network.
Creating the Swansea 1 Server from Windows OS 
(note: London 1 was created the same way)
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Both PC1 and PC2 have been configured with 2048MB of base memory. This allocation was chosen to ensure that each virtual machine has enough memory to run its operating system and applications smoothly without causing performance issues. By providing 2048MB of memory to each PC, the aim is to strike a balance between efficient resource usage and responsive performance within the virtualized network environment
Creating the PC1 machine from Windows OS 
(note: PC2 was created the same way)[image: ] 

Setting up 2 internal networks for Swansea 1 (note: this was repeated for London 1) 
IntLan
[image: ]
IntSer
[image: ]

Setting up 1 internal networks for PC1 (note: this was repeated for PC2) 
IntLan[image: ]
[bookmark: _Toc159568099]IP Addressing 
[bookmark: _Toc159568100]What is an IP Address
An IP address is known as a digital postal code. It job is to uniquely identify devices on the internet and ensure the proper delivery of data. It acts as a very important identifier in the network, facilitating the routing of information between computers. [4]
[bookmark: _Toc159568101]Routers and Switches 
Routers and switches play a crucial role as ‘traffic directors’ on the internet. They facilitate the smooth flow of data between different networks, guiding it to the correct destination, much like traffic controllers on a busy road. [5]
[bookmark: _Toc159568102]Structure and Format of IP Addresses
As explained above we think of IP Addresses like home addresses for devices on the internet. They're made up of four sets of numbers. Each set can be any number from 0 to 255. For example, an IP address could be 192.168.1.1 or 10.0.0.255. [4]
Why 0 to 255? Computers speak in binary code, which is made up of 0s and 1s. An IP address uses four sets of eight 0s and 1s. Since each digit can be either 0 or 1, you get 2^8, which is 256. But we start counting from 0, so it goes from 0 to 255. [6]
Understanding the numbering system helps keep things organized and makes sure devices find each other properly on the internet.
[bookmark: _Toc159568103]IPv4 and IPv6
IP addresses come in two types - IPv4 (like the older generation) and IPv6 (the newer version). They both do the same job of giving devices unique addresses on the internet, but they do it in slightly different ways.
IPv4 (Older Version)
In IPv4, we use combinations of numbers up to 255, like 192.168.1.1. But as more and more devices join the internet, we are running out of these unique addresses.
IPv6 (Newer Version)
IPv6 uses a combination of numbers and letters, providing an almost infinite number of unique addresses. An example of IPv6 is something like ‘fe80:0000:0:1:0023:12ff:fe34:5678’
Both IPv4 and IPv6 are currently in use. The option of having both allows for a smooth transition and ensures that devices, whether they speak the old or new "address language," can still communicate with each other on the internet.






Swansea 1 IntLan network IP addressing 
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Swansea 1 IntSer network IP addressing [image: ] 


London 1 IntLan network IP addressing
[image: ]
London 1 IntSer network IP addressing   
[image: ]
[bookmark: _Toc159568104]Configuration of my Network and IP Addressing
The setup of the virtualized network revolves around connecting two servers, Swansea (Server 1) and London (Server 2), each hosting a individual network. Additionally, we have two PCs, PC1 and PC2, linked to Swansea and London servers. Below I have separated each component with the networks listed. 
[bookmark: _Toc159568105]PC1
Connected to: Swansea Server
Network:
IntLan: 192.168.1.2
[bookmark: _Toc159568106]PC2
Connected to: London Server
Network:
IntLan: 192.168.2.2



Swansea (Server 1)
Networks:
IntSer: 10.0.0.1
IntLan: 192.168.1.1
[bookmark: _Toc159568107]London (Server 2)
Networks:
IntSer: 10.0.0.2
IntLan: 192.168.2.1

The Swansea and London servers are set up with two separate networks. "IntSer" (10.0.0.x) is for the servers to talk directly to each other, and "IntLan" (192.168.x.x) is how servers connect to PCs.
PC1, which is connected to Swansea Server, has the IP address 192.168.1.2 in the "IntLan" network. PC2, linked to London Server, has the IP address 192.168.2.2 in the same "IntLan" network.
This setup ensures smooth communication. The servers are able to talk to each other internally using "IntSer," and PCs talk to their individual servers through the "IntLan" network.
PC1 Connecting to Swansea Server over network[image: ]
PC2 Connecting to London 1 Server over network 
[image: ]
[bookmark: _Toc159568108]Testing and Troubleshooting 
Connectivity Tests  
To confirm that the network is functioning correctly, I will conduct connectivity tests. This involves checking if all devices—servers (Swansea and London) and PCs (PC1 and PC2)—can communicate effectively. I will use tools to ping devices and verify responses to ensure they're connected and responsive.
Swansea 1 Ipconfig
[image: ]
London 1 Ipconfig
[image: ]

Common Connectivity issues
Many different types of issues can occur, below are the common problems that are resolved when creating similar topology:
IP Address Conflicts: Resolving conflicts to ensure each device has a unique and correct IP address.
DNS Resolutions: Ensuring proper Domain Name System (DNS) resolutions for accurate addressing.
Firewall Configurations: Verifying and adjusting firewall settings to allow appropriate data flow.
[7]
Firewall Configuration Troubleshooting
PC1 not pinging to Swansea 1 
[image: ]

After turning Swansea 1 firewall off
[image: ]
After turning PC1 firewall off
[image: ]


PC1 is now pinging to Swansea 1
[image: ]
PC2 is now pinging to London 1
(After both PC2 and London 1 firewalls were turned off)
[image: ]
Additional Testing 
There are many other tests that can take place to ensure the topology is working correctly. Below are some further examples,
Bandwidth Testing: Assessing the data transfer speed within our network to guarantee it meets our performance expectations.
Packet Loss Testing: Verifying that data packets are reaching their destinations without loss, ensuring efficient communication.
Security Testing: Ensuring that our network is secure from potential threats by evaluating firewall configurations and implementing necessary security measures.
Networking Testing 
There are also many ways to test the network is working correctly, below are a few examples,
Conducting Connectivity Tests: Using ping commands to verify communication between servers and PCs.
Bandwidth and Packet Loss Testing: Employing network testing tools to evaluate data transfer speed and identify potential packet loss.
Security Testing: Verifying firewall configurations and implementing security measures.

Swansea 1 Pinging to London 1
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London 1 Pinging to Swansea 1 
[image: A screenshot of a computer
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Conclusion
In this project, we have built a virtual network using Oracle VM VirtualBox, connecting virtual machines together such as PC1 and Swansea 1 Server. The overall outcome was to make these virtual machines talk to each other successfully.
What was achieved:
Design: a virtual network was created that imitates a real-world setup, with routers, switches, and virtual machines.
Configuration: Each virtual machine got the correct (windows) operating system and network settings.
Testing: We confirmed that PC1, Swansea 1 server and PC2 , London 1 server could communicate by successfully pinging each other.
Firewalls: While testing there was an issue with firewalls, but after temporarily turning them off our to ping tests worked. It is important to note that this was just for testing purposes keeping firewalls on is important for security.
Troubleshooting: We learned how to find and fix issues with network connections, like checking configurations and dealing with firewalls.
Documentation: Writing down what we did, like network diagrams and IP settings, helped us understand and fix things better.
Overall, we have successfully made virtual machines talk to each other. During this process I have  learned a lot about building networks and troubleshooting issues, setting the stage for future projects in network and system work.
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Download VirtualBox

Here you will find links to VirtualBox binaries and its source code.

VirtualBox binaries
By downloading, you agree to the terms and conditions of the respective license.
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Ethernet adapter InLan

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::55cc:7df4:35af:578F%4
TPva Address. . . . . . ... ..:192.168.2.1

Subnet Mask . . . . . . . ....: 255.255.255.6

Default Gateway . . . . . . . . . : 192.168.1.

c: \Users\Administrator>

ic Advanced

ok ncel

e Appcauon—czroerzo.
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rator: Command Prompt

iicrosoft Windows [Version 16.0.19045.2006]
(c) Microsoft Corporation. All rights reserved.

C: \Users\Administratorsping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.2.
Packets: Sent = 4, Received = ©, Lost = 4 (106% loss),

c: \Users\Administrators
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Administrator: Command Prompt

Ping statistics for 192.168.1.
Packets: Sent = 4, Received = @, Lost = 4 (166% loss)

C: \Users\Administratorsipconfig

indows TP Configuration

Ethernet adapter Intlan:

Connection-specific DNS Suffix
Link-local IPv6 Address

TPva Address.

Subnet Mask

Default Gateway .

fe80: :fc3d:157b:149a: 6back6
192.168.1.2

255.255.255.0

:192.168.1.1

C: \Users\Administratorsping 192.168.1.1

pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time<ims TT
Reply from 192.168.1.1: bytes=32 time<ims TTI
Reply from 192.168.1.1: bytes=32 time<ims TT
Reply from 192.168.1.1: bytes=32 time<ims TT

ping statistics for 1M.168.1.1:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss)
Approxiate round trip times in milli-seconds:
Minimum = ems, Maximum - ems, Average = oms

C: \Users\Administrator>

[#]Right cri

16:06
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RecycleBin

Administrator: Command Prompt

iicrosoft Windows [Version 16.0.19045.2006]
(c) Microsoft Corporation. All rights reserved

C: \Users\Administratorsping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes Rf data
Reply from 192.168.2.1: bytes=32 time<ims
Reply from 192.168.2.1: bytes=32 time=ims
Reply from 192.168.2.1: bytes=32 time=ims
Reply from 192.168.2.1: bytes=32 time<ims

ping statistics for 192.168.2.1

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds

Minimum = ems, Maximum = ims, Average = ems

c: \Users\Administrators

Windows 10 Enterprise Evaluation
Windows License is expired
Build 19041.vb,_release.191206-1406
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Connection-specific DNS Suffix
Link-local TPv6 Address

1Pv4 Address.

Subnet Mask . . .

Default Gateway .

Ethernet adapter Intan

Connection-specific DNS Suffix
Link-local TPv6 Address

1Pv4 Address.

Subnet Mask .

Fe80: :4d58:0F48:d504:8022%5
10.0.0.1
255.6.0.0

K

Fe80: :81e7: fbed: feb2:a184%4
192.168.1.1
255.255.255.0

Default Gateway .
Jc: \Users\administratorsping 10.6.6.2

Pinging 16.6.0.2 with 32 bytes of data
Reply from 2 timecims
Reply from 2 timecims
Reply from 2 timecims
Reply from 2 timecims

ping statistics for 16.0.6.2

Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Japproxinate round trip times in milli-seconds

Minimun = ems, Maximum - ems, Average = oms

fc: \users\administrator>

here to search

1 Cardiff
Heavy traffic

viafiage
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Administrator: Command

Ethernet adapter Intser

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Ethernet adapter InLan:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : feB8::55cc:7df4:35af:5F8F%4
IPv4 Address. . . . . . . . . . .:192.168.2.1

Subnet Mask . . . . . .. ....: 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.1.1

c: \Users\Administratorsping 16.6.0.1

Pinging 10.0.0.1 with 32 byRes of data:
[Reply from 10.6.0.1: bytes=32 timecims
[Reply from 10.6.0.1: bytes=32 timecims
[Reply from 10.6.0.1: bytes=32 timecims
[Reply from 10.6.0.1: bytes=32 time<ims

ping statistics for 10.0.6.
Packets: Sent = 4, Received = 4, Lost = @ (8% loss)
Japproximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

c: \Users\Administrator>
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