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Our world is ever more reliant on Information Technology (IT) systems.  Important financial transactions take place, and sensitive information is transferred daily.  This gives cybercriminals numerous opportunities to carry out fraud or financial scams on unsuspecting victims.  
Part one of this report aims to research the field of Digital Forensics (DF), the importance of DF today, and the relationship between DF and cybersecurity. It also aims to address key challenges faced by DF Investigators (DFI’s) and the DF job market. 
Part two aims to evaluate open-source and commercial DF tools by using a multitude of resources including practical hands-on.
Part three will cover three simulated investigations, whereby data is acquired and analysed using forensically sound techniques.   Finally leading to a presentation of the findings. 
For further information on the beginnings of how DF came about see Appendix 1.

2. [bookmark: _Toc185491893]Task 1 – DF Research
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2.1 [bookmark: _Toc185491895]Current state of DF

DF is critical in gathering evidence for law enforcement to bring cybercriminals to justice. According to the Cyber and Communications Forensics Unit of the Metropolitan Police “90% of crime now has a digital element to it” [1].
Techniques used by Cybercriminals evolve rapidly, seeking to exploit new vulnerabilities and to extort money from their victims [2].  
DF is used by both law enforcement and organisations to investigate cybercrimes. They examine the digital evidence to determine what occurred, how the crime took place, and crucially the culprit.  DF is the only method possible to gather evidence and build cases against cybercriminals utilising cryptocurrency [3] [4].  This trend is set to continue into the foreseeable future, making DF an increasingly valuable branch of forensic science [5].  

2.2 [bookmark: _Toc185491896]Intersection of DF and Cybersecurity

Cybersecurity focuses on preventative/detective measures e.g. Vulnerability Assessments (VA), Intrusion Detection (IDS) and Prevention Systems (IPS) to either avoid or detect cyber-attacks.  In contrast, DF focuses on data acquisition, analysis and forensic examination of data. 
It is crucial to have knowledge of both especially during an Incident Response (IR) or Disaster Recovery (DR).  
Figure 1 (Fig.1) illustrates the IR process. [6]: 
[image: A diagram of a process
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[bookmark: _Toc185347217]Figure 1: IR Process flowchart [7]




DF is extremely beneficial at different stages of the IR process, see Table 1:
[bookmark: _Toc185347188]Table 1: Cybersecurity and DF techniques during an IR.
[image: ]

DF skills are crucial during a live IR to identify what actions are actively being carried out by hackers, what systems have been compromised and assist to devise a plan to restore services. 
Table 2 Outlines the benefits of DF [8]:
[bookmark: _Toc185347189]Table 2: Advantages of DF during IR process
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2.3 [bookmark: _Toc185491897]Key Challenges in the field
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2.2 [bookmark: _Toc180734237][bookmark: _Toc180857111][bookmark: _Toc180857173][bookmark: _Toc180858222][bookmark: _Toc180861940][bookmark: _Toc180862931][bookmark: _Toc180862993][bookmark: _Toc180869478][bookmark: _Toc180959335][bookmark: _Toc181039196][bookmark: _Toc181268121][bookmark: _Toc181289162][bookmark: _Toc181289810][bookmark: _Toc181436046][bookmark: _Toc181538038][bookmark: _Toc181558249][bookmark: _Toc181558316][bookmark: _Toc181815002][bookmark: _Toc181962806][bookmark: _Toc181962899][bookmark: _Toc184624533][bookmark: _Toc184715703][bookmark: _Toc184717715][bookmark: _Toc184733475][bookmark: _Toc184734929][bookmark: _Toc184759473][bookmark: _Toc184759828][bookmark: _Toc184976526][bookmark: _Toc184976596][bookmark: _Toc185320731][bookmark: _Toc185346210][bookmark: _Toc185346280][bookmark: _Toc185346897][bookmark: _Toc185347130][bookmark: _Toc185347264][bookmark: _Toc185347334][bookmark: _Toc185491700][bookmark: _Toc185491767][bookmark: _Toc185491834][bookmark: _Toc185491900]
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[bookmark: _Toc185491902]Proving the authenticity of evidence
The primary challenge of DF is ensuring the authenticity of a piece of evidence, especially if evidence is to be presented in a court of law. 
To ensure the seizure of devices and onsite retrieval of evidence is collected in a forensically sound manner, a Standard Operating Procedure (SOP) is used [9] [10] [11] [12], See Appendix 2 for more information. 
Table 3 shows the five-step process commonly used by DFIs [13]:
[bookmark: _Toc185347190]Table 3: Five-step process used by DFIs 
[image: A screenshot of a computer
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A crucial part of the SOP is using a Continuity of Evidence (CoE) tracking form.  This form is used to log who seized the evidence when and where. It is then used to log the physical location of the evidence, who had access to it, where it was kept and when.  Fig.2 shows a completed CoE form used for Activity 1 [6] [14].

[image: A close-up of a document
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[bookmark: _Toc185347218]Figure 2: Completed Continuity of Evidence (CoE) tracking form [14]
Whilst the CoE tracking form provides an audit trail it does not provide a detailed log of work carried out by a DFI during the Data Acquisition or Data Analysis phases of an investigation. 
In addition to the CoE tracking form it is a requirement of Principle 3 of the Association of Chief Police Officers (ACPO) Principles of Digital Evidence that an audit trail should be created to log all processes applied to the evidence [15] [16] [17].
Table 4 illustrates an audit log used during Activity 1.
[bookmark: _Toc185347191]Table 4: Audit Log from Activity 1 of DF Module
[image: A screenshot of a computer

Description automatically generated]
On completion of the investigation the CoE form has a section for disposal of the evidence, which catalogues whether the evidence was destroyed or released to its lawful owner.
Further information, see Appendices 2,3,5 and 7.

[bookmark: _Toc185491903]Preservation of Evidence

The Electronic Discovery process is used at all stages of the investigation and gives guidance on evidence preservation which includes the legal hold process, see Appendix 3.
Data is stored in many forms, and the length of time that data is accessible to a DFI can vary.  Data stored on a hard drive can potentially remain accessible for a long period of time, this being non-volatile.  Whereas data stored in the CPUs Cache or RAM, may only be accessible for a brief amount of time, and termed volatile. 
DFI’s use the Order of Volatility to prioritise the sequence of data acquisition beginning with the most volatile data first in order to preserve as much evidence as possible, see Table 5 [6] [18]. 
[bookmark: _Toc185347192]Table 5: Order of Volatility [6]
[image: ]
[bookmark: _Toc179103451][bookmark: _Toc179472850][bookmark: _Toc179916666][bookmark: _Toc180238111][bookmark: _Toc180238160][bookmark: _Toc180318360][bookmark: _Toc180318410][bookmark: _Toc180324781][bookmark: _Toc180349306][bookmark: _Toc180356165][bookmark: _Toc180607692][bookmark: _Toc180609039][bookmark: _Toc180609094][bookmark: _Toc180689977][bookmark: _Toc180699319][bookmark: _Toc180699374]Table 6 shows further challenges identified: 
[bookmark: _Toc185347193]Table 6: Further challenges identified
[image: A yellow and white box with black text
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See Appendix 5 for further information of these challenges.
2.4 [bookmark: _Toc185491904]DFI Job Market

A search of DF roles was undertaken for this assignment, 5 national and 5 international roles were evaluated. 
The main sectors seeking to employ DFIs are: 
· Law Enforcement
· Government
· Financial Sector
· Law Firms
· Corporate Organisations



Fig.3 shows a job advertisement for a DFI in the UK.
[image: A screenshot of a computer
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[bookmark: _Toc185347219]Figure 3: Example of the DF Investigator Job Advert [19]
Table 7 shows a synopsis of the experience and requirements of the Job Descriptions (JD).
[bookmark: _Toc185347194]Table 7: Synopsis of requirements for job roles researched [19] [20] [21] [22] [23] [24] [25] [26] [27] [28]
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The professional qualifications and experience of tools for national and international DFI roles, were comparable.  The only notable difference was that national roles required knowledge of International Organisation for Standardisation (ISO) standards and Forensic Science Regulator's (FSR) Code of Practice whilst international roles did not.
Further details on the Job Titles, Tools specified, Qualifications and Standards and the UK Accredited Services (UKAS) can be found in Appendix 6. 


3. [bookmark: _Toc185491905]Task 2 - Evaluation of Open-Source and Commercial forensic tools
The National Institute of Standards and Technology (NIST) have a dedicated software quality testing group Computer Forensics Tool Testing Program (CFTT) that conduct rigorous testing on DF tools to ensure that the tools can produce evidence that is admissible in a court of law. [29] [30] [31]. 
Forty DF software tools were researched as part of this report, see Appendix 4.   Autopsy (Open-Source) and Forensic Toolkit (FTK) (Commercial) were evaluated as they are comparable tools.  Both FTK and Autopsy have been tested by the CCTF see Appendix 4.
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3.1 [bookmark: _Toc185491907]Cost
Autopsy is free to download, with no associated costs which is ideal for organisations with limited financial resources [32].
FTK however, has cost implications.  According to the Crown Prosecution Service (CPS) expert witness guidance, expert’s evidence must be reliable [33].  Therefore, it is crucial that FTK software maintenance and support costs are met annually, updates applied regularly to maintain the integrity of FTK.
(N.B. A trial version of FTK is free, but only for 30 days see Appendix 8).
Pricing for FTK Forensic Toolkit in Table 8: 
[bookmark: _Toc185347195]Table 8: Costs for FTK Forensic Toolkit [34]
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Initial and ongoing annual costs in Table 9.
[bookmark: _Toc185347196]Table 9: Initial up-front and annual costs for FTK Forensic Toolkit [34]
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3.2 [bookmark: _Toc185491908]Support

Autopsy users rely upon a community of volunteer developers and other users for support.  Autopsy is well documented, and most queries are answered using online resources see Fig.4.
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[bookmark: _Toc185347220]Figure 4: Autopsy User Documentation
If the documentation does not answer the DFIs query a blog/forum are available to pose questions [35] [36].  
Autopsy has a support page allowing DFIs to report bugs and email queries to developers and users, however no response is guaranteed [37]. Commercial support is available, but this is a dead link.
Autopsy does not have a centrally managed Service Desk to assist and no time limit on when a response will be received [37].  This could be problematic during an investigation if there were a technical issue with Autopsy.
In comparison, FTK have a dedicated support portal, see Fig.5.  FTK have online documentation giving DFIs support and guidance on software releases and installation.  If an issue arises, the DFI can log into the support portal raising a ticket. 
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[bookmark: _Toc185347221]Figure 5: FTK Support Portal and Documentation [38]
FTK’s support contract includes a Service Level Agreement (SLA) stating response times of tickets depending on impact and urgency.  Response and resolution times are based on Information Technology Infrastructure Library (ITIL) principles of providing IT support levels see Table 10 [39] [40].
[bookmark: _Toc185347197]Table 10: SLA Response Times according to ITIL
[image: A table with a schedule

Description automatically generated]

3.3 [bookmark: _Toc185491909]Data set size and processing power
Autopsy is unable to handle large images [41]. In contrast, FTK is designed to swiftly analyse large data sets using FTK Lab, a centralised lab environment [42], see Table 11:  
[bookmark: _Toc185347198]Table 11: Features of FTK Lab
[image: A list of information on a computer

Description automatically generated]

Using Autopsy to analyse large data sets is problematic if DFIs were under pressure to meet a court date. FTK Lab, can process large data sets within hours instead of days [42]. For example, the National Police Agency (NPA) processed 7 Terabytes of data within 2 hours [43].

3.4 [bookmark: _Toc185491910] Modification

Autopsy’s source code can be modified by DFIs/Developers.  Fig.6 shows a screenshot of the online resource for developers to modify the internal Autopsy framework or add third party modules.
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[bookmark: _Toc185347222]Figure 6: Autopsy Developer's guide [44]
This online resource [45] also has tutorials on how to write modules in Python which states the requirements as:
· Copy of Autopsy installed
· Text editor
· A copy of the source code from GitHub

The developer would be expected to write their module in Jython.  This converts Python code into Java but has some library and versioning limitations [45].  Therefore, Autopsy is fully customisable, and additional modules can be created from scratch.
FTK is a closed source, proprietary software. Users do not have access to the source code and cannot make modifications [46]. Queries to Exterro regarding feature requests would be made via the support portal, but there would be no guarantee that these features will be implemented. 
As cybercriminals are continually modifying techniques to avoid detection, FTK also needs to evolve.  Evidence hidden using a new technique cannot be analysed.  This reduces the likelihood of presenting all evidence before a court consequently affecting the judgement and possible prosecution.


3.5 [bookmark: _Toc185491911]Collaboration
Autopsy and FTK can be configured to allow multiple users to access the same case, see Appendix 4.
See Table 12 benefits and disadvantages.
[bookmark: _Toc185347199]Table 12: Analysis of Autopsy and FTK [51]
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The CCTF have deemed both tools to be reliable and credible and are suitable for presenting evidence in a court of law.  
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4. [bookmark: _Toc185491913]Conclusion
DF is a fascinating subject. Tools and techniques can be applied by cybersecurity professionals to assist with IR, malware analysis, data recovery, and network traffic analysis.
DF is a crucial area of forensic science providing digital evidence to secure cases that otherwise may remain unsolved.   Evidence collected by the DFI must maintain its integrity to ensure its admissibility in court. Using CoE forms and creating an audit trail is of paramount importance.
DFIs must work quickly whilst paying attention to detail. Data analysis takes a long time to complete and requires much disk space.  By utilising multiple analysis tools on the same data yields better and more robust evidence as one tool may find artifacts that another may not.  Autopsy and FTK, both had merits and drawbacks.  [52] [53] [54] [55]. 
During the activities some open-source tools downloaded from the official developer’s website contained malware.  This adds risks for DFIs and may result in jeopardising a case.  
Anti-forensic techniques used by cybercriminals such as steganography, which DFIs must become familiar with using tools such as StegoHunt adds an extra dimension. The recent advancements in AI have been a double edge sword both being used by DFIs and cybercriminals alike [56].  
It is a continual battle between DFIs and cybercriminals each attempting to gain the upper hand.  It is the role of the DFI to attempt to stay one step ahead of the cybercriminals bringing them to justice.  
To maintain an advantage over cybercriminals it will be essential for DFIs to work collaboratively between law enforcement agencies, financial organisation, AI providers and DF software developers. This will enable DFI’s to provide feedback on new techniques being used by cybercriminals so that software can be improved. 
Continual training and collaboration between all parties by attending conferences/symposiums so that knowledge and new techniques can be shared will be key to meet the everchanging field of DF.
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Dr Joseph Bell (1837-1911) is widely considered to be the modern-day founder and pioneer of Forensic Science as we know it today.  
Dr Bell would go on to become a lecturer at the University of Edinburgh. 
Sir Arthur Conan Doyle a former student of Dr Bell (1877)  would go onto to publish a book entitled “A Study in Scarlet” which would become the very first novel featuring the fictional character Sherlock Holmes.  [57] [58]
One of the key theories in Forensic Science is Locard’s Exchange Principle which states Every contact leaves a trace.  It was devised by Dr Edmund Locard (1877-1966), known as the Sherlock Holms of France. This exchange principle is central to Forensic Science and applies to Digital forensics [59] [60].

[bookmark: _Toc185491918]A1.2 Beginnings of Computer Forensics
This branch of forensic science dates to the late 70s and early 80s [61] [62].  The first recorded case where Computer Forensic (CF) techniques were used was between Cliff Stoll vs Markus Hess in 1986. Where Stoll carried out an investigation into digital espionage where American state secrets were stollen by Hess, a hacker from Germany. Hess would later be arrested and convicted for espionage using evidence gathered with DF techniques [63] [64].
Stoll would later go on to invent the Honeypot, which is a technique to detect and identify hackers [63].






Association of Chief Police Officers (ACPO) Principles of Digital Evidence (2012)
Principle 1: No action taken by law enforcement agencies, persons employed within those agencies, or their agents should change data which may subsequently be relied upon in court.
Principle 2: In circumstances where a person finds it necessary to access original data, that person must be competent to do so and be able to give evidence explaining the relevance and the implications of their actions.
Principle 3: An audit trail or other record of all processes applied to digital evidence should be created and preserved. An independent third party should be able to examine those processes and achieve the same result.
Principle 4: The person in charge of the investigation has overall responsibility for ensuring that the law and these principles are adhered to.

It should be noted that that current ACPO Principles of Digital Evidence was implemented in 2012.  Some are now calling for an update to these principles [16]. A new set of Principles of Digital Evidence has been suggested, with a list of 8 new principles.  But at the time of writing, these have not been adopted.
 


[bookmark: _Toc185491919]Appendix 2: Data Acquisition 
In the field of digital forensics, it is crucial that during the Data Acquisition process, both the integrity and provenance can be proved without any shadow of a doubt.  This is critical as data acquired using these methods can be put forward as evidence within a court of law, or presented to managers during a dispute, so it is imperative that the data is accurate.
A digital forensic copy (known as an image) of the original data is created via data acquisition tools.
The digital forensic copy (image) can now be investigated without any concerns of destroying the original source of the data stored on the device under investigation.
Only digital forensic copies of the source data can be admissible in a court of law is it creates an identical copy.  This is a bit-by-bit duplicate copy of the original source, which includes data a structure, Meta data and timestamps, which are crucial to a case [6]. 
The copy function used by most of the public daily creates what is known as a logical copy, this creates a copy, but it is not identical to the original and is unsuitable for digital analysis.

[bookmark: _Toc185491920]A2.1 Standard Operating Procedure (SOP) 
The purpose of a Standard Operating Procedure (SOP) is to provide guidance for DFIs when seizing, handling, retrieving, analysing and presenting of digital evidence.  It gives guidance on how to secure a crime scene to preserve digital evidence and how to identify electronic evidence.
The guidance of a SOP is invaluable when a first responder is faced with a computer system which is currently running, giving guidance on the procedure required for live data acquisition. For example, where a document may be held in memory in a decrypted form, but only available on the hard drive in its Encrypted form.
A SOP ensures that the same set procedure is followed for each case so that all DFI no matter where they are located use the same process.  This is crucial so that important steps are not missed while working with and handling digital evidence. [9] [10]

[bookmark: _Toc185491921]A2.2 Ensuring Data integrity is maintained 
Data integrity ensures that the original data is collected is such a manner that it does not alter the original data stored on the device under investigation.  Furthermore, the copy of the data used in the investigation is identical to the source data and can be proven in court.
To ensure this, two methods are used: 
1. A Digital Hash is mathematical algorithm created of the original data source under investigation prior to the data acquisition process taking place.  This hash can be thought of as a digital fingerprint of the original data source.  

This will produce a 32-digit hexadecimal number (i.e. fd33e6b329c982f3bfd663725127adcc) Any alteration to the original data source, even a single bit, will result in an entirely different hash being created. [65]

A variety of hashing algorithms can be used including MD5 and SHA1, even though these algorithms are now insecure for cybersecurity purposes, they can and are still be used for creating hashes in digital forensics to prove data integrity [6].

2. Write Blockers are used during the data acquisition process.  A write blocker can either be hardware or software and ensures that no data is altered on the source device during the data acquisition process [6] [66].  Physical write blockers can be very expensive ranging from $80 to over $5000 [67]. 

It is possible to create a home-made write blocker by enabling and disabling keys within the registry [68]. See Fig.7 below which shows this technique being used during Activity 1 of the Digital Forensics Module.  Note: The WriteProtect value has been set to 0x00000000 (0), this signifies that the WriteProtect mode is currently disabled.
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[bookmark: _Toc185347223]Figure 7: Write Protect Registry Key added - Note Data shows 0x00000000 (0) - Signifying Write protect is OFF
[image: A screenshot of a computer
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[bookmark: _Toc185347224]Figure 8: Ensuring the WriteProtect registry key functions correctly
The WriteProtect mode was tested by connecting a USB pendrive and attempting to write a small text file to it.  It can be seen in Fig.8 above a dialogue box was displayed with a warning that “The disk is write-protected”.  During Activity 1 both a video and step-by-step guide were produced detailing the configuration and implementation of the registry key write blocker, both are available upon request.  

It should be noted that this home-made registry key write blocker is acceptable for a lab environment but would NOT be acceptable for a court of law and would make the evidence inadmissible.  The recommended method is to use a recognised write blocker to ensure the integrity of evidence if it were to be presented in front of a court of law.

[bookmark: _Toc185491922]A2.3 Ensuring Data authenticity 
As part of the data acquisition process, it is important that the evidence put forward can be proved to be authentic and is the original device being investigated.  A Continuity of Evidence (CoE) (UK) or Chain of Custody form (CoC) (US) is used by law enforcement to document critical information relating to a particular piece of evidence such as details on the evidence and seizure methods.  Importantly, this form also logs who had access to this device during the investigation. See Fig.9 which illustrates a chain of custody form.
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[bookmark: _Toc185347225]Figure 9: Continuity of Evidence (CoE)- UK or Chain of Custody (CoC)-USA form page1 [69]

Once the evidence is no longer required, it may be returned to the lawful owner or destroyed.  This is also documented in the chain of custody form, illustrated in Fig.10. 
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[bookmark: _Toc185347226]Figure 10: Chain of Custody form page2 [69]

[bookmark: _Toc185491923]A2.4 Recovery of deleted files using file carving
Once a file has been deleted the data is still present on the hard drive, during the file deletion process all that has happened is that the pointer is removed, and the space has been marked as unallocated so that it can be reused by the file system. 
Tools such as Autopsy can use file carding techniques to read a digital image in its entirety which includes unallocated space.  A DIFI using Autopsy can then analyse the file and restore it, if necessary, see Fig.11. 
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[bookmark: _Toc185347227]Figure 11: Deleted files being analysed in Autopsy

The process of file carving recovers files from fragments of data present in the unallocated space of a disk.  The process of file carving can also be done manually, the process of doing this is outlined below: 
Each file has a file signature and tail, see Fig.12 that shows the file signature of a .INFO file, which is a hexadecimal value of 0x 54 68 69 73 20 69 73 20.  Searching for this file signature in the unallocated disk space using a hex viewer tool such as HxD, it is possible to manually copy this section of data recovering the file.

[bookmark: _Toc153020456]
[image: ]
[bookmark: _Toc185347228]Figure 12: File Signature Analysis using a hex viewer tool HxD during Activity 3








[bookmark: _Toc185491924]Appendix 3: The Electronic Discovery (e-Discovery) and Electronic Discovery Reference Model (EDRM)
[bookmark: _Toc185491925]A3.1 Electronic Discovery (e-Discovery)
The E-Discovery process is used at every stage from initial investigation all the way through to the presentation of evidence in a court of law.
The E-Discovery process is used in identifying relevant data for a case. It also outlines the preservation of evidence where usually a legal hold is put in place. It gives guidance on the collection of the forensic evidence and describes how the evidence should be analysed to identify key elements. Finally, presentation of the evidence to a whomever requires it, this could be the management team of a business, or representatives of a court of law.
A3.1.1 e-Discovery Software
Developers such as Exterro, provide e-Discovery solutions to assist investigators, lawyers, and managers during the process.  See Fig.13 below: 
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc185347229]Figure 13: Overview of e-Discovery solutions from Exterro

[bookmark: _Toc185491926]A3.2 Electronic Discovery Reference Model (EDRM)
The EDRM is a model containing nine distinct steps used to carry out the e-Discovery process. Each step satisfies an important task of the e-Discovery process.  See Table 13 outlining each step and giving a description of the task.  
[bookmark: _Toc185347200]Table 13: EDRM steps and descriptions [6] [18]
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The ERDM model is visualised in Fig.14:
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[bookmark: _Toc185347230]Figure 14: The ERDM Process [70]
  


[bookmark: _Toc185491927]A3.3 Legal hold  
A Legal hold is used in the preservation step for the ERDM model.  Also known as litigation hold, it is key concept in the preservation of evidence and relates not only to electronic evidence, such as hard drives, mobile devices or backups, but also extends to paper documents.
A legal hold is a legal notification to an organization that they must preserve all data and paper records.  Preventing them from destroying or modifying any evidence that may be relevant to the case.
Contravening a legal hold notice would negatively impact the organisation’s case in a court of law as intentionally modifying or destroying evidence would be seen as “spoliation of evidence” “evidence tampering”. The legal hold would remain in place until the court case has been heard and a judgment made [6] [71].



[bookmark: _Toc185491928]Appendix 4: Forensic Software Research
There are several DF tools available to DFIs, a selection of which have been researched.  During an investigation, it is key to use of multiple tools to Analyse the same data as one tool may pick up evidence that other tools might miss.

[bookmark: _Toc185491929]A4.1 Table of DF Image formats researched
Table 14 shows the variety of DF image formats some being open source are widely used and can be opened cross platform.  While others are proprietary having been developed by commercial companies such as EnCase.  These can generally be used with other developer’s tools, but this cannot be guaranteed.
[bookmark: _Toc185347201]Table 14: DF Image formats [6]
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[bookmark: _Toc185491930]A4.2 Autopsy Overview 
Autopsy developed by Sleuth Kit Labs, are the same developer of The Sleuth Toolkit (TSK), both of which are open-source.  TSK is a collection of Command Line Interface (CLI) tools, The Sleuth Toolkit (TSK) [29] [72].
Autopsy was developed to sit on-top of TSK to provide a Graphical User Interface (GUI) [32].
Autopsy is a DF platform for analysing forensic images taken from a variety of sources such as PCs, Mobile devices, flash drives. It is freely available to download and user friendly. 


After acquiring the image, the DFI uses the following process to Analyse the Data [32]: 
1. Create a case 
2. Select the appropriate image source(s)
3. Configure the Ingest 

The Ingest modules carry out the Data Analysis, the DFI can select or deselect ingest modules used during the data analysis. Examples of these modules include Hash Lookup, Email Parser and Encryption Detection.  It is also possible to select the location of files that the ingest is ran on.  
The more ingest modules and locations selected, then the longer the data analysis will take to complete.  
See Fig.15 showing the Ingest being configured for Activity 1.  
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[bookmark: _Toc185347231]Figure 15: Configuring the Ingest of Autopsy for Activity 1


Fig.16 shows the result of the Data Analysis on the forensic image.  It allows the DFI to analyse the data searching for digital evidence such as Metadata, keywords, and deleted files. 
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[bookmark: _Toc185347232]Figure 16: Autopsy Data Analysis complete for Activity 1
Having used both the Linux and Windows versions of Autopsy, it was discovered that the Windows variant was more user-friendly. 
[bookmark: _Toc185491931]A4.3 Forensic Toolkit (FTK) Overview
Exterro’s FTK is a commercial digital forensic data analysis tool with a GUI, which is currently only available for Windows Operating System (OS).
FTK is a globally respected data analysis tool and is widely regarded and a one of the gold standards in the industry.  This was apparent while conducting the job search in Task 1 as FTK appeared frequently in the JDs.  This is due to FTK being recognised for its ability to analyse very large data sets swiftly and efficiently. 
Once the image has been acquired, it can then be analysed for evidence relevant to the case [73] [74] [75]


See Fig.17 showing data analysis:
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[bookmark: _Toc185347233]Figure 17: FTK being used to analyse artifacts of an image [75]
The artifacts are separated into different tabs along the top.  The file structure shows the evidence items, this includes the Unpartitioned Space.
Data can be filtered to search for relevant evidence for the case, see Fig.18 filtering for Encrypted files.
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[bookmark: _Toc185347234]Figure 18: Filtering evidence in FTK
Encrypted files can then be passed to Exterro’s Password Recovery Toolkit (PRTK) or its Distributed Network Attack (DNA) tools which carry out a brute force attach on the encrypted files.
Exterro’s FTK Forensic Toolkit is one of the tools within its digital forensic suite. These tools are designed to work collectively and seamlessly to enhance the capabilities of the FTK Forensic Toolkit.  
Please see Fig.19 and Table 15 below giving a brief overview of the tools available within the Digital Forensics suite: 
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[bookmark: _Toc185347235]Figure 19: The FTK Suite of products [76]

[bookmark: _Toc185347202]Table 15: FTK Suite of tools and brief description of features
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Exterro have several suites that are designed to be used collectively, the intention being their customers will be able to use the tools in conjunction with each other right through the investigation process. From the E-Discovery, where legal hold is put in place right at the start of the investigation, through to evidence seizure, data acquisition, data analysis and presentation of evidence, see Table 16.
[bookmark: _Toc185347203]Table 16: Exterro Suites available to customers
[image: ]
This modular approach appeals to organisations as they can procure these services over time.

FTK Imager is one of the suites of tools, used to acquire forensic images, this tool is freely available [77].  See Fig.20 showing Imager being used to acquire an image during Activity 1.
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[bookmark: _Toc185347236]Figure 20: Screenshot of FTK Imager being used to Acquire data from a USB Pendrive during Activity 1

FTK Imager lite 
FTK Imager lite was discontinued since the acquisition of Access Data by Exterro.  However, Exterro provides guidance on how to run FTK imager from a flash drive [78].

2

2

[bookmark: _Toc153020457][bookmark: _Toc185491932] A4.4 Table of Software Tools researched
Several DF software packages were researched as part of this assignment Table 17 below gives detail on the tools researched [31] [79] [80] [75] [77] [78] [72] [32] [81] [82] [83] [84] [85] [86] [87] [88] [89] [90] [91] [92] [93] [94] [95] [96] [97] [98] [99] [100] [101] [102] [103] [104] [105] [106] [107] [108] [109] [110] [111] [112] [113] [114] [115] [116] [117]:
[bookmark: _Toc185347204]Table 17: Forensic Software Overview
	#
	Tool
	Developer
	Description
	Features
	Comm/Open
	Interface
	Notes

	1
	Forensic Tool Kit (FTK)
	Access Data
Acquired by Exterro
	* Complete Data Forensic Solution
* Collection of Data collection and Analysis tools
	Data Carving
Data Visualisation
Email Analysis
File Decryption
Optical Character Recognition (OCR)
Web Viewer
	Commercial 
	GUI
	* High performance can reduce investigation times significantly.
* Single Central Database per case, enabling teams to work collaboratively.
* FTK is only available for Windows OS currently.

	2
	FTK Imager
	Access Data
Acquired by Exterro
	Forensic Image Copier
	* Copies HDD / SSD, CDs, USB
* Creates log of activities
* Creates Hash to ensure integrity of evidence
	Commercial 
	GUI
	The FTK Imager can save a forensic image in a variety of formats including dd and E01 formats.  

RAW dd is the Autopsy standard whereas E01 is the EnCase standard and is used in law enforcement.
It is possible to convert between dd and E01 by using an ATRIO device.

	3
	FTK Imager Lite
	Access Data
Acquired by Exterro
	Data Acquisition: Portable Forensic Image Copier
	* Fits onto a USB drive
* Copies HDD / SSD, CDs, USB
* Creates log of activities
* Creates Hash to ensure integrity of evidence
	Commercial 
	GUI
	This is the Portable version of FTK imager.  Unfortunately, this is no longer available.  It appears this was discontinued after the acquisition by Exterro.  There is however a method of installing FTK Imager onto a USB pen by following guidance on the Exterro website.  

It is possible to convert FTK Imager to run from a USB pendrive.

	4
	The Sleuth Kit (TSK)
	Sleuth Kit Labs
	Command Line forensic toolkit
	Analyse Disk Images, Recover files. 
	Open-Source
	CLI
	* The Sleuth Kit (TSK) is utilised by Autopsy underneath its GUI.

	5
	Autopsy
	Sleuth Kit Labs
	Forensic analysis toolkit
	Analyse Hard Drives and mobile devices
	Open-Source
	GUI
	Autopsy is the GUI that runs on top of the Sleuth Tool Kit (STK) 

	6
	Volatility Suite
	Volatility Framework
	Memory forensic analysis tool
	Allows analysis of data in Volatile Random Access Memory (RAM)
	Open-Source
	CLI
	The Volatility Suite allows in-depth research into system memory, OS internals, applications and malicious code.

	7
	Memdump
	Volatility Framework
	Memory forensic analysis tool
	This command captures the contents stored in RAM.
	Open-Source
	CLI
	Part of the Volatility Framework - Available with Kali Linux

	8
	Procdump
	Microsoft
	Memory forensic analysis tool
	This command captures the information in the process memory.
	Open-Source
	CLI
	Part of Microsoft Sysinternals.  Captures memory that a process is using.  Can include Credentials and Certificates.

	9
	ExifTool
	Phil Harvey
	Meta Data Viewer and Editor
	Exif can Read, Write and Create Meta Data, and can manipulate Metadata of files, Word, Video, Audio PDF etc.
	Open-Source
	CLI
	Exif (Exchangeable Image File Format), freely available online. It can provide a great number of Metadata from an image.  



	10
	Dumpzilla
	Kali
	Browser analysis tool
	Used to forensically examine browser data, including cookies. Stored password information. Browser history.  Search engines used.
	Open-Source
	CLI
	Specifically for Mozilla Firefox, iceweasel and seamonkey browsers.  
Used to extract forensic information from these browsers.

	11
	SIFT Workstation
	Sans Tools (Rob Lee)
	Collection of Forensic tools.
	Analyse File Systems, Network Evidence, and Memory images.
	Open-Source
	GUI
	Available as an OVA file, this provides a Ubuntu machine with Sift installed.
* It is also possible to download within the Linux OS, or available on Windows.

	12
	Caine Forensics
	Giovanni "Nanni" Bassetti
	Linux Distribution, with GUI and several Forensic tools installed.
	 Live USB/DVD to provide a complete forensic environment.
	Open-Source
	GUI
	Integrates Open-Source tools with a GUI.  Computer Aided Investigative Environment (CAINE).  

Can be thought of as: What Kali Linux is for hackers; Caine Forensics is for Digital Forensic investigators.

	13
	Wireshark
	Gerald Combs / Wireshark Foundation
	Network Analysis tool / Packet analysis tool
	Packet Capture, Packet filtering on capture, ring buffer to enable continuous capturing
	Open-Source
	GUI
	*Wireshark is a powerful tool that allows Network Engineers to inspect network traffic. 
* This can also be done live via Port Mirroring / SPAN ports. 
* Packets can be filtered either when capturing the packets, this limits the file size and can narrow down the traffic captured to only the relevant packets, i.e. Dynamic Host Configuration Protocol (DHCP) packets if fault finding the DHCP process.
* Display filters are very useful when attempting to fault find an issue, they can be used to only display the relevant packets within a capture file.  For example, Domain Name Service (DNS) packets if attempting to fault find a DNS server issue.

	14
	TSHARK
	Gerald Combs / Wireshark Foundation
	Network Analysis tool / Packet analysis tool
	 CLI Packet Capture, Packet filtering on capture, ring buffer to enable continuous capturing
	Open-Source
	CLI
	TSHARK is the CLI equivalent of Wireshark and is downloaded as part of the Wireshark install.  Commands are used on the CLI to run packet captures.  This means that TSHARK captures can be automated.

	15
	TCP Dump
	TCPdump team
	Network Analysis tool / Packet analysis tool
	 CLI Packet Capture, Packet filtering on capture, ring buffer to enable continuous capturing
	Open-Source
	CLI
	TCP Dump is a CLI tool that allows for packet capture.  Filters can be entered on the CLI to minimise packets captured or display specific information.  i.e. -A will display ASCII characters. 
The TCPdump file can be saved as a .pcap file format, this will enable the Network Engineer to open the file in Wireshark so that further analysis can be carried out via the Wireshark GUI interface.

	16
	EnCase Forensic Suite
	Guidance Software
	* Complete Data Forensic Solution
* Collection of Data collection and Analysis tools
	Collects Data
Preserves Data
Analyses Data
	Commercial
	CLI
	* Globally Respected Standard Forensic software. Used by law enforcement agencies worldwide.

* EnCase default file format is E01 - This is a standard file format used by many law enforcement agencies.
 
* EnCase FS supports the broadest range of file formats of any DF system

* EnScripts can be downloaded from the manufacturer to automate Data Analysis

	17
	Bulk Extractor
	Kali
	Scans a forensic Image and extracts useful data
	 Data Analysis of Images recovers files and searches for interesting information.
	 Open-Source
	 CLI
	 Bulk Extractor can recover documents, images and video files.  But in addition, can search for Credit Card Numbers, Email Addresses, Internet Searches etc.

	18
	Foremost
	Kali
	Data Recovery
	 Uses File Carving techniques to recover data.   Limited to certain file types.
	 Open-Source
	 CLI
	Can recover lost files from either a forensic image (dd or E01) or directly from drive.  This is done based on their header or footer data.

	19
	NetworkMiner
	 Netresec
	Network Analysis Tool provides a GUI of data which is above packet level
	NetworkMiner can *Extract credentials, *Extract files, 
*X.509 Certificates, *Decrypt TLS packets. 
	Both
	GUI
	This takes the network traffic data, either live or PCAP packet and can provide a graphical representation.  It can also extract useful data such as credentials.

	20
	WinHex
	X-Ways
	Data Acquisition & Recovery: WinHex can also edit data. 
	* Collect data from file systems and RAM.
* File comparison
* Data recovery
* Creates a Hash of the file system.
* Can edit the file system, 
	Commercial
	GUI
	WinHex can also create a hash of the file so that data integrity is maintained.  

	21
	SMART
	ASR Data
	Data Acquisition & Analysis
	*Postmortem analysis on dead systems.
	Commercial
	GUI and CLI
	 A Suite of tools available for DFIs to carry out data Acquisition and Analysis.

	22
	Smart Acquisition Workshop (SAW)
	ASR Data
	Data Acquisition & Analysis
	* Runs on Windows, Mac and Linux OS.
* Improved performance when searching using EnCase or FTK
* Can be used in conjunction with SmartMount
	Commercial
	GUI
	 Creates forensic images from storage media. 

	23
	SmartMount
	ASR Data
	Image Mounting
	* Can mount filesystems contained on logical / physical disk image files
*Behaves like regular volumes
* Browse volumes with any GUI Environment
	Commercial
	GUI
	 It can be used with a variety of image formats, including dd (RAW), E01, and virtual machines vmdk files.

	24
	AXIOM
	Magnet Forensics
	Data Acquisition & Analysis
	* Acquire and Analyse mobile, cloud and computer evidence in one package.

* Can be used with Magnet AI

* Use connections to piece how artifacts, people and devices relate to each other.

* Visualise events with Timelines

* Using Magnet Copilot, can use AI to identify deepfake media.
	Commercial
	GUI
	 Integrates with other Magnet forensic software, such as graykey. 

It can be integrated with third party tools such as Cellebrite, and Oxygen.

	25
	Nexus
	Magnet Forensics
	Remote Endpoint Collection and Analysis tool
	 *Multiple Endpoint analysis
*Detects Indicators of Compromise (IOCs)
*Acquire network activity, log files, live system artifacts.
* Live memory acquisition, RAM dumps
	Commercial
	GUI
	 Cloud based solution therefore no maintenance or updates required.  Can be used within minutes by installing agents on the end PCs, minimal setup requirements.
Can be used for DF or Cybersecurity applications as IOCs are detected.

	26
	Griffeneye
	Magnet Forensics
	Video & Image Data Acquisition & Analysis
	*Utilises AI to process images and video
*Categorize media, such as narcotics
*Quickly find an match images and videos
* Facial recognition
	Commercial
	GUI
	 Giffeneye can be used to globally collaborate with investigators to share information via the Griffeneye Intelligence Database.

Griffeneye Enterprise allows investigators to centralise intelligence to carry out collaborative work. 

	27
	Graykey
	Magnet Forensics
	Mobile Forensics and Data Recovery Software
	*Can provide same day access to iOS and Android devices.
* Unlocks mobile devices
* Decrypt content
	Commercial
	GUI
	 Graykey can be used to access Mobile devices, in often under an hour. Can provide access to mobile data including deleted data.
Can provide details on Pictures, videos, chat histories, location data and internet usage.

	28
	Digital Collector
	Cellebrite
	Data Acquisition & Analysis
	* Collect data from live systems
* Targeted data extraction (To Speed up the process)
* Volatile RAM Acquisition
* Supports MS and Apple Fusion File systems
	Commercial
	GUI
	Live data acquisition of Windows and Apple systems.  Allows for on-scene or in lab data acquisition.  Carry out a triage, by determining whether relevant data exists on the system before imaging. Allows acquisition of Volatile memory, such as RAM.

	29
	UFED (Unified Forensics Extraction Device)
	Cellebrite
	Mobile device data acquisition
	 *Supports wide range of mobile devices

	Commercial
	GUI
	 Available as software only or re-loaded onto a heavy-duty tablet or laptop.  

	30
	Ghiro
	 
	Data Analysis of Image files
	* Fully Automated

* Capable of analysing many images providing metadata extraction, GPS location, file type analysis and hash match analysis.  
	Open-Source
	GUI
	 Freely downloadable either as an application to run on Windows of Linux or as a virtual machine.  

Automatically analyse images to detect potential modifications. 



	31
	XRY
	MSAB
	Mobile Forensics and Data Recovery
	*Bypass locked devices.
*Decode digital evidence 
	 Commercial
	GUI 
	 Windows based mobile device recovery platform. It is possible to extract and decode data from three mobile devices simultaneously.

	32
	XAMIN
	MSAB
	Digital Forensic Analysis Solution
	 * Able to create profiles of suspects
*Supports numerous sources

	 Commercial
	GUI 
	  Able to search and filter a large amount of data to find crucial evidence.  Can be used with XAMIN Viewer which is a free to download tool

	33
	XEC
	MSAB
	Digital Forensic Management Solution
	*Allows for collaboration
*Secured IT Communications

	 Commercial
	GUI 
	 DF management tool to assist with complex investigations. Track the progress of a case and can generate reports.

	34
	 NUIX Discover
	NUIX
	 Data Acquisition & Analysis
	 *Can process large amounts of complex data
*Can identify patters quickly
	 Commercial
	GUI 
	 Available as an on-premises or cloud deployment. Can integrate seamlessly with other NUIX tools to provide an end-to-end solution of the e-Discovery process.

	35
	 dd
	-
	 Data Acquisition and copying tool
	*Bit by Bit forensic copier
*Can convert file formats 
	Open-Source
	 CLI
	 Very powerful CLI based tool that can be used to acquire DF images.  It creates a bit-by-bit forensic image of the original device.  Filters can be used while copying to reduce length of time of the data acquisition. 

	36
	IDA Pro
	Hex Rays
	Powerful disassembler, decompiler, debugger
	 *Supports wide range of processors and file formats
*Assist with reverse engineering via gooMBA
* Integrated Debugger
	Commercial
	 GUI
	 Full software package is very expensive, free version available for education purposes.


	37
	Ghidra
	National Security Agency (NSA)
	Software Reverse Engineering toolkit
	*Malware analysis
*Static code analysis of malware
	Open-Source
	 GUI
	Freely downloadable from Github, one of many Open-Source projects developed by the National Security Agency (NSA). 

	38
	OllyDbg
	OllyDbg
	Assembler level analysing debugger
	*Code analysis
*3rd Party plugins
*Traces program execution
	Open-Source
	 GUI
	Allows Dynamic and Static analysis, and modification of code.

	39
	PDFInfo
	 -
	Meta Data Viewer
	 *Prints out the contents of the \Info Directory
	Open-Source
	CLI
	Linux command to display the Meta Data of PDF documents. 

	40
	Intella
	e-Forensic Services
	e-Discovery Tool
	*Search images/files
* Redact files prior to exporting
	Commercial
	 GUI
	Range of e-Discovery solutions allowing for collaborative working. 





[bookmark: _Toc180356180][bookmark: _Toc180607707][bookmark: _Toc180609054][bookmark: _Toc180609109][bookmark: _Toc180689992][bookmark: _Toc185491933]A4.5 Brief overview of a selection of tools researched
A4.5.1 The Sleuth Toolkit (TSK)
 
TSK is a collection of CLI tools that allows a DFI to analyse disk images. Autopsy is the GUI interface for TSK, see Fig.21 [29] [72].
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[bookmark: _Toc185347237]Figure 21: TSK tools being used for Activity 2

A4.5.2 EnCase Forensic Suite 
The EnCase Forensic Suite is one of the most respected DF software solutions used by law enforcement globally. Its default file format is E01, which used extensively in the law enforcement. However, it is also able to support a broad range of other file formats. EnCase Forensic Suite is also able to support a wide range of industry standard encryption tools to execute data acquisition on encrypted systems [91] [6].
It is possible to download EnScripts from the manufacturer to automate Data Analysis tasks.






A4.5.3 ExifTool 

The term ExifTool stands for (Exchangeable Image File Format), ExifTool can be used to view a great deal of Metadata from an image as shown in Fig.22 [84].
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[bookmark: _Toc185347238]Figure 22: Using ExifTool to view Meta Data of a JPG image during Activity 1
Exiftool can be used to view GPS coordinates where a picture was taken, and to compare the metadata of two files for differences. 





A4.5.4 Dumpzilla 

Dumpzilla is a browser DF tool and can extract forensic data from Mozilla browsers such as Firefox [85] [118]. See Fig.23 below that shows session cookie information including the hash value.
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[bookmark: _Toc185347239]Figure 23: Screenshot of Dumpzilla in use [118]
A4.5.5 Ghiro 
Ghiro is a web based automated image analysis tool.  It can be used to extract metadata data from an image, also GPS coordinates of where the image was taken. Using Error Level Analysis (ELA) it is possible to detect whether the image has been modified which could be very useful in an investigation.  See Fig.24 that shows a screenshot of Ghiro’s features. [105] [119]
[image: ]
[bookmark: _Toc185347240]Figure 24: Ghiro Automated Image Analysis tool [105]
A4.5.6 Ghidra 
Ghidra was developed by the National Security Agency (NSA) and is freely available to download. It allows programmers/developers to carry out static code analysis on malware to glean information on how it was written. [120] See Fig.25 that shows a screenshot of the Ghidra application carrying out static analysis.
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[bookmark: _Toc185347241]Figure 25: Ghidra analysis of a program file [120]

A4.5.7 PDFInfo 
PDF Info is a Linux command that displays the Metadata of an Adobe PDF document.  It outputs the contents of the \Info directory onto the screen. See Fig.26 below that shows the output of the PDFinfo command. [115]
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc185347242]Figure 26: pdfinfo being used to access the Medadata of a PDF document during Activity 1
[bookmark: _Toc185491934]A4.6 Autopsy and FTK Collaboration (Formally 3.6 Collaboration)
Autopsy can be configured to allow multiple users to access the same case, however this requires additional systems to be setup and configured, see Table 18 [47]: 
[bookmark: _Toc185347205]Table 18: Services required for Autopsy multi-user environment
[image: A yellow and white box with black text
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Fig.27 illustrates the multi-user environment.
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[bookmark: _Toc185347243]Figure 27: The Autopsy multi-user environment [47]
The onus is on the user to configure and maintain these services. A major disadvantage is if one of the dependencies has a vulnerability this will have a negative impact on any subsequent expert evidence provided in court [33].
Fig.28 screenshot of Muti-User configuration menu.
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[bookmark: _Toc185347244]Figure 28: Screenshot of the Autopsy Multi-User function [48]
The FTK tool can be integrated seamlessly with FTK Central, a web-based collaboration tool. FTK central can be hosted in a cloud environment allowing for limitless scalability [49]. The features of FTK Central can be found in Table 19:
[bookmark: _Toc185347206]Table 19: FTK Central features [49]
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Fig.29 shows the FTK Central desktop.
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[bookmark: _Toc185347245]Figure 29: Screenshot of FTK Central [50]


[bookmark: _Toc185491935]Appendix 5: Challenges of Digital Forensics

A significant challenge in Digital Forensics is acquiring data without altering original drive.  
During the data acquisition process, to maintain the integrity of the original drive write blockers are used.  Write blockers can either be Hardware or Software and instruct the investigator’s PC not to write any data to the original drive.  
It is possible to create a homemade software write blocker on a Windows PC.  This can be done by creating two registry keys and then placing a shortcut on the desktop for each registry key.
One shortcut to disable writing and the other to re-enable writing.
Maintaining the integrity of the original drive is crucial as making any modifications or alterations to the stored data can make this evidence inadmissible in a court of law.  
For DF evidence to be admissible in a court of law it is critical that the correct tools and techniques are used during the data acquisition process.  If a laptop were being examined as part of an investigation it would be crucial to create a copy of the hard disk drive (HDD) or Solid-State Drive (SSD).  This replicates the drive creating what is known as a forensic copy which includes meta data and timelines associated with the original HDD/SSD.  If we were to simply attach an external HDD and copied the files using Microsoft’s OS to carry this task out, then a copy would indeed be created, but all the important data associated with the file would be lost.  Therefore, data acquisition tools such as FTK Imager must be used to create a DF copy.
One specific challenge identifies with acquiring data from SSD’s is the Trim function, a feature designed to free up unallocated space quickly to allow data to be re-written.  When the Trim function is enabled, then data analysis of deleted files is not possible [121].

The integrity of the forensic copy can be validated via hash algorithms.  A Hash algorithm is a one-way function that generates an alphanumeric value that changes if the data is altered, even a simple case of opening an existing text file, pressing the space bar once and saving that change will produce an entirely different hash value.  It is therefore crucial that a hash value is taken as the first step of a DF investigation.  Once the forensic copy has been created, then a hash value can be generated on the copy and both hash values should match.  This ensures that when evidence is presented in court the integrity of the data can be proved.
Virtual Machine (VM) it is possible to acquire data from a VM by creating a snapshot of that system, this is admissible in court.

[bookmark: _Toc185491936]A5.1 Creating a forensic copy without altering the data of the original drive

DFIs use Write blockers to stop the investigator’s PC writing any data back to the original drive whilst creating a forensic copy to ensure that the original drive maintains its integrity as advised by UK Government [6] [18] [122].
Fig.30 shows a USB write blocker as used by law enforcement and DFI’s.
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[bookmark: _Toc185347246]Figure 30: Example of a hardware USB write blocker [18]

[bookmark: _Toc185491937]A5.2 Proving the integrity of the original drive
It is critical to maintain the integrity of the original device.  DFI’s create a forensic copy of the original device to conduct their analysis as if the data becomes altered or corrupted during the analysis phase, the evidence obtained will be inadmissible in court. 
To prove the forensic copy is identical to the original, DFI’s create a digital hash of the original device prior to carrying out any investigative work see Fig.3.  This can be thought of as a digital fingerprint and used to prove that the drive has remained unaltered [6]. 








Fig.31 shows Digital Hashes (MD5 and SHA1).
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[bookmark: _Toc185347247]Figure 31: Screenshot of a Digital Hash created after Data Acquisition by FTK Imager whilst carrying out Activity 1 of the DF Module
This trend has given rise to automated forensics orchestrator system [123] this is discussed further in Appendix 7.
[bookmark: _Toc185491938]A5.3 Length of time it takes to analyse data
Data acquisition and analysis is a very labour-intensive process.  With more systems being computerised the volume of data has increased significantly, increasing the length of time needed to acquire data [3]. This is an issue as time constraints may be in place, such as a court date being set. Also, the number of cases under investigation at one time could mean that the DFI does not have the opportunity to spend as much time on a case as required. Additionally, humans are fallible; a mistake could be made, or an all-important critical piece of evidence could be missed.
DFI are now using Artificial Intelligence (AI) and Machine Learning (ML) to facilitate data acquisition and analysis.  AI can complete these repetitive tasks far quicker and more accurately than a human DFI [124]. 
[bookmark: _Toc185491939]A5.4 Keeping up with the pace of technology
With new systems being developed and implemented regularly, cybercriminals can use these technologies to carry out their crimes, whilst also finding vulnerabilities with current systems.  A key example of this is the use of Artificial Intelligence (AI) and Machine Learning (ML) by cybercriminals to carry out their attacks [3] [125].
[bookmark: _Toc185491940]A5.5 Anti-Forensics
Criminals will attempt to cover their tracks if they are planning to carry out unlawful activities.  From a DF perspective, this is known as Anti-Forensics.  A quick search online will yield several techniques and even some websites that teach Anti-Forensic techniques for free.  

Some common techniques used are [126] [127] [128]:
Virtual Private Networks (VPNs) - This creates and encrypted tunnel that the suspect can use to conceal data flowing in and out of a network .
The Onion Router (TOR) – To do this topic justice would require a report on its own. The TOR network was originally developed to provide anonymity to users.  It is a network whereby data is passed between nodes by using several layers of encryption the path between sender and receiver remains anonymous.  The TOR is frequently used criminals to hide their activities.  
Timespomping – This is a technique to alter the time and date of files. This is done by altering the attributes of the Master File Table (MFT).  The MFT is crucial part of the New Technology File System (NTFS). The suspect can then be used to conceal their activity on the PC. 
Disk Wiping – This is a simple technique of destroying data using an application such as Kill Disk [129], DBAN [130] which is free (but does not provide data erasure to government standard) or the corporate version Blancco Drive Eraser [131] to wipe the disk.   
There are several standards for wiping drives, the standard used by the US Government is DoD 5220.22-M [132].  
Data Encryption – The general usage of encryption is to keep data confidential, but in this case, it is used to hamper an investigation, ensuring that the evidence is either difficult to obtain or unobtainable. It is possible to encrypt individual files, volumes or an entire device using Full Disk Encryption (FDE) [6].
Programme Packers – These tools are used to compress and then encrypt a file or application.  Using this technique a suspect would hope that this evidence would evade the forensic investigator. Common applications used are UPX and MPRESS.
Hidden Files – Files can be hidden within the file structure, usually in the unpartitioned section or within the slack space of the disk. Another method used is to Fake a bad sector of the disk .  A Host Protected Area (HPA) could be utilised to hide files, this area is usually inaccessible to users and is generally used by developers to store files that they don’t want to be modified [133]. A Device Configuration Overlay (DCO) is similar concept, the hardware vendor may want the Hard Disk Drive (HDD) to appear as a standard size which is done via DCO, this could potentially leave a small amount of diskspace that could be used to hide files [134].
Steganography – This is a technique which can hide a file within another type of file.  For example, it would be possible to hide a text file within a JPEG file.  Using this technique crucial evidence can be hidden. Which is then also encrypted.  OpenStego [135] is an example of a Steganography application, the suspect would simply select the two files as in the example seen below in Fig.32.
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[bookmark: _Toc185347248]Figure 32: OpenStego being used to embed a text file within an image file – with AES 128 Encryption being used [135]
Steganography can be difficult to detect, there are however some indicators that stenganopgraphy has been used such as a much larger file size than would be expected, or if the colours in an image where a bit distorted, or potentially a video no playing as expected [6]. 
Steganalysis tools are available that can detect Steganography and other data hiding programs that can be used to counter this such as StegoHunt, see a screenshot in Fig.33 [136]:
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[bookmark: _Toc185347249]Figure 33: Steganalysis tool StegoHunt [136]
[bookmark: _Toc185491941]A5.6 Malicious Software
The Data Acquisition phase can be hampered by malware on the devices gathered during the seizure phase. When the data has been acquired the DFI should search for Malware as a priority. To maintain the integrity of the digital evidence [137].
Table 20 lists a selection of possible types of malwares that a DFI could encounter. 
[bookmark: _Toc185347207]Table 20: Possible malware types encountered by DFIs [6]
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[bookmark: _Toc185491942]A5.7 Creating forensic copy of containerised systems

Containerised systems are now prevalent in the IT sector, as it allows developers to provide services in such a way that a container can easily be created, replicated, deleted as required. Additional containers can be created to meet demand and then deleted to save on resources and cost, all of which can also be automated.  All these features being the main driving force behind their popularity. 
However, the transient nature of containers and the ephemeral data they contain makes gaining digital forensic copies of containers and the data that they store very challenging.  
Docker is a leader in the field of containerisation, it is an open-source platform that developers can use to create and manage containers.  Docker is not only able to create containers, but also entire networks that can interact with containers on different hosts using an overlay network adding to the complexity of gathering DF evidence.
A solution to this problem has been developed in the form of the Docker Forensic Framework (DFF) [138].  The DFF allows investigators to gather evidence from the Docker system as part of an investigation.
The DFF is an open-source CLI tool that can be used to gather evidence in Docker environments.  To gather the data, the Container Identity (ID) would be required.  


Using the DFF it is possible to gain the following information [138]: 
1. Overview of the Docker Ecosystem
2. A List of containers
3. Container information
4. List of Docker images
5. Docker Networks
6. Docker Volumes
7. Docker Logs
8. Memory Dump of the Docker container

The process to acquire container data is as follows:
1. Create a Temporary Container 
2. Copying the Docker Image to the Temporary Container.

Once the Evidence has been gathered using DFF a Data analysis tools such as Autopsy can be used to analyse the data as they support digital forensic analysis on containers [138].


[bookmark: _Toc185491943]Appendix 6: DF Job Market Research
[bookmark: _Toc185491944]A6.1 JD Analysis
All JDs require candidates to be educated to Degree level, with additional professional qualifications all based around Cybersecurity, DF and technologies used.
The Senior Manager position required a Certified Information Systems Security Professional (CCISP) certification, this is a very sought-after qualification for senior Cybersecurity/DF managerial positions.
The UK based roles require additional knowledge or qualifications within the specified ISO standards. Other standards required were the Forensic Science Regulator’s (FSR) Codes of Practice and the ACPO Principles of Digital Evidence.
The Governmental roles also required Security Clearance approval giving an indication of the type of work to be carried out.
The JDs are very well paid, with salaries ranging from £600/day to AU$137k (£70k) annually.
There could be several factors as to why these jobs are so well paid:
· Specialist knowledge/skills/experience required for the DFI role
· The exponential growth of online services providing more opportunities to cyber-criminals creating more workload
· Shortage of DFIs in relation to sheer volume of casework
· Requirement of Security Clearance
· Meticulous/methodological approach to evidence gathering and handling
· Providing expert witness testimony in court proceedings
· Working in high stress environment with tight deadlines.  
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[bookmark: _Toc185491945]A6.2 Job Adverts researched

Table 21 below gives an overview of the Job adverts researched:
[bookmark: _Toc185347208]Table 21: Job roles researched [19] [20] [21] [22] [23] [24] [25] [26] [27] [28]
	Website
	Role
	Country
	Location
	Experience / Skills required
	Tools
	Qualifications
	Standards
	Duration
	Salary
	Details of Employer

	www.cv-library.co.uk
	Digital Forensic Investigator/Examiner
	UK
	London
	* Processing/analysing digital media.  Devices Computers, Mobile, Cloud Forensics.
* Evidence handling procedures and principles.
Understanding of Forensic 
* Science Regulator's Code of DF acquisition, analysis and interpretation.
	EnCase, Nuxis, Cellebrite, XRY, FTK
	EnCE, NICS, CCLO or CCLA
	ISO 17025, ISO 27037
	6 Mth Contract, FT Onsite
	£600 /Day
	Leading Government Organisation, Government

	www.indeed.com
	Senior Digital Forensic Investigator
	UK
	Manchester
	* Understanding of eDiscovery
* 5 Years experience in DF casework within criminal Justice System
* National Security clearance to SC level and NPPV3 clearance
* Processing/analysing retrieving data from digital media.  Devices Computers, Mobile, Cloud Forensics.
* Follow ACPO Guidelines
* Presenting Evidence in Criminal or Civil court.
	EnCase, FTK, X-Ways, NUIX, Magnet Axiom, Relativity, Griffey, Cellebrite UFED, MSAB, XRY.
	Degree level with professional qualifications at expert level for one of the tools listed.
	ISO 9001, ISO 27001, ISO 17025, FSR Codes
	Full Time, In Person
	£50k /Annual
	CYFOR - Nationwide support for Law firms, Corporate Organisations, Law Enforcement Agencies.

	www.dwp.gov.uk
	Computer Forensics Expert / Senior Digital Forensic Specialist
	UK
	London
	* Extraction, Decoding and conversion of Digital Media
*Present finding to Head or unit
* Prepare witness statements, attend court of law to testify on DF work.
* Experience in Law Enforcement / Criminal Justice
	EnCase, Nuxis, Cellebrite, XRY, FTK
	EnCE, NICS, CCLO or CCLA
	ISO 17025 and FSR Codes of Conduct
	6 Mth Contract, Hybrid
	£600 /Day
	UK Government, Serious Fraud Office (SFO) will work in the Digital Forensic Unit (DFU)

	totaljobs.com
	Forensic Digital Media Examiner
	UK
	Surrey
	* Ensure exhibits are handled correctly, maintaining continuity and integrity
* Retrieve, convert, prepare, analyse, enhance video and audio material
* All actions are recorded and retained for Audit to fulfil criminal justice requirements
	Adobe Premiere Pro, Audition, iZotope, Final Cut Pro, Avid Media Composer
	Degree level, professional qualifications in Audio/Video
	ISO 17025 and Forensic Science Regulator's (FSR) Code of Practice
	Permanent, Full Time, In Person
	£34k /Annual
	Surrey & Sussex Police, Law enforcement

	thamesvalleypolice.tal.net
	Digital Forensic Investigator
	UK
	Newbury
	* Recovery of data from computers, mobile devices, CCTV systems, cloud based systems.
* Conduct digital examination of seized computers and mobile devices.
* Use appropriate processes, methodologies, tools and techniques in accordance with ACPO guidance.
* Ensure all submitted items are under necessary authorisation and exhibit continuity procedures are adhered to.
* Examination of encrypted drives, containers, mobile devices and cloud-based services.
* Assist in open-source internet investigations - capture and recovery of data from the internet or cloud services.
* Live capture of RAM
* Use of Command Line (CLI) to extract and analyse data in and evidentially secure manner.
* Develop techniques or applications to recover data from unusual devices, such as games consoles and associated cloud platform.
* Recover data associated with cryptocurrency to facilitate recovery of funds.
* Extract data relating to the use of the Dark Web.
	XWays, Axiom, Cellebrite, XRY, GrayKey
	Vendor-Specific foundations level courses. (e.g. XFY Foundations).
	ISO 17025/ISO 17020 and FSR Codes of Conduct, ACPO Guidance
	Permanent, Full Time, In Person
	£43k /Annual
	Thames Valley Police, Law enforcement

	forensicfocus.com
	Cyber Forensic Investigator
	USA
	Oakland, California
	*Minimum of 4 years’ experience
*Experience of conducting investigations in a corporate or law enforcement setting
* Prior testimony as an expert witness in court proceedings, and other forums.
	EnCase Enterprise and FTK Enterprise
	EnCE, CFCE, GCFA, CCE, DFCP, SCERS, ACE, EnCEP
	ASCLD
	Permanent, Full Time, Hybrid
	Competitive
	Kaiser Permanente, Finance Sector

	www.cybersecurityjobsite.com
	Senior Consultant / Cyber & Digital Forensics
	Germany
	Berlin
	*Analysis, Identify Attack vector, reconstruct attacks
*Forensic Investigation, Evaluate data and logs, 
* Incident Response, and monitoring
	EnCase, FTK, Autopsy, SIFT
	Degree level, Professional qualifications in Digital Forensic software
	None
	Permanent, Full Time, Hybrid
	Competitive
	Deloitte, Financial Sector

	www.europol.europa.eu
	Forensic Examiner (Malware Forensics)
	EU
	The Hague
	* Perform Malware forensic analysis (static & dynamic)
* Experience of coding languages 
* Experience of commercial & Open-Source forensic tools.
* Decoding network traffic
	Forensic Tools: Commercial & Open-Source 

Malware Analysis tools: 
IDAPro, Ghidra, OllyDbg
	Degree level, Professional qualifications in Digital Forensic software
	None
	Permanent, Full Time
	€77k /Annual
	Europol, Law enforcement

	www.adzuna.ca
	Cyber Forensic Investigator (Senior Manager)
	Canada
	Toronto
	*10 Years experience in relevant field, with 5 years’ experience of Digital Forensics
*Incident Response, Forensic Investigation and Digital Evidence
* Support eDiscovery requests
* Conduct employee investigations
* Analyse data from various sources (PC, Mobile etc)
* SIEM and Data Loss Prevention (DLP)
	EnCase, Cellebrite, e-Discovery tools Intella and other industry standard tools
	Degree level, GCFE,GCFA,CHFI,CCE,CFC,EnCE,CFCE, CEH, CISSP, CND and                    e-Discovery qualifications
	None
	Permanent, Full Time
	Competitive
	TD Bank, Financial Sector

	www.seek.com.au
	Digital Forensic Analyst
	Australia
	Brisbane
	* Identify, Acquire, Process, Analyse, Report on electronic evidence
* Knowledge of e-Discovery required
* Analyse data from computer devices, mobile devices
* Social Media Analysis
	DFIR Tools
	Degree level, Professional Qualifications: CFCE, CFE, GCFE, DFIR Industry certifications
	None
	Permanent, Full Time
	AU$139k /Annual (Australian $)
	ASIC, Financial Sector




[bookmark: _Toc185491946]A6.3 Tools mentioned in JDs
Tables 22 to 24 provides a list of tools mentioned in the JDs researched. 
[bookmark: _Toc185347209]Table 22: Table of Tools listed in Job Advertisements
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[bookmark: _Toc185347210]Table 23: List of Tools listed in Job Advert for Malware Forensic Examiner
[image: ]
It was noted that Ghidra is a software reverse engineering suite of tools developed by the National Security Agency (NSA). 
The tools listed in Table 24 were not specifically designed for forensic analysis purposes.  It appears they were generic Audio/Video editing software that can be utilised for DF purposes.
[bookmark: _Toc185347211]Table 24: List of Tools listed in Job Advert for Forensic Digital Media Examiner
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Tables 25 and 26 detail specific experience and knowledge for their respective roles.  This shows that within the field of DF there are specialisms, requiring additional skills, experience and qualifications for these roles. 
[bookmark: _Toc185347212]Table 25: Job requirements for Malware Forensic Examinator [139] [120] [114]
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[bookmark: _Toc185347213]Table 26: Job requirements for Forensic Digital Media Examiner [140] [141] [142] [143] [144]
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[bookmark: _Toc185491947]A6.4 Qualifications mentioned in JDs
The qualifications in the JDs were researched.  These certifications require renewal generally after a 2/3-year period.  The average cost of the certification was around $500.  Generally, there were three levels of DF certification:
· Examiner	These certificates tend to be entry level giving a good foundation of core knowledge. 

· Analyst		Analyst certification is the next level certification, providing further in-depth knowledge in the field of DF. 

· Practitioner	This is the higher certification, generally for DF analysts that have been in the role for several years and gained practical experience in the field of DF.

A DFI would need to gain these certifications to be considered an expert level witness the in the field of DF.
Continual certification and renewal would be an ongoing expense, but necessary to provide expert testimony in a court of law.



Tables 27 giving details on certification researched [145] [146] [147] [148] [149] [150] [151] [152] [153] [154] [155] [156] [157] [158] [159] [160] [161] [162] [163]:
[bookmark: _Toc185347214]Table 27: DF Qualifications researched
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[bookmark: _Toc185491948]A6.5 Standards mentioned in JDs
Table 28 outlines the standards requirements for FDIs in the JDs [164] [165] [166] [167] [168] [122] [15] [169].
[bookmark: _Toc185347215]Table 28: Standards required in JDs
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[bookmark: _Toc185491949]A6.6 Security Clearance mentioned in JDs
DFI’s must have exceptional character as they hold a position of great responsibility.  Depending on the job role they could have the ability to influence a legal case or be charged with confidential information that could be sold to a company’s competitor.  Some DFIs work at government level and as part of their role will be privy to sensitive information that if leaked could impact national security.  Therefore, applicants will require Security Clearance to be considered for these roles [10].
The UK Government issue guidance on UK Security Vetting (UKSV), see Table 29 below giving the various vetting levels [172] [173]:
[bookmark: _Toc185347216]Table 29: UK Security Vetting Levels
[image: A table of information
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From the JDs researched DFIs may require SC or even eSC level of clearance depending on the nature of the work involved and exposure to sensitive material. 

[bookmark: _Toc185491950]A6.7 DF Accreditation: EX1 Digital Forensic Services Ltd
The UK Accreditation Service (UKAS) provides accreditation for the forensic science sector.  They regularly undertake assessments of forensic practitioners to ensure compliance with the standards listed in Table 26 [170].  The certificate outlines the types of products tested, the types of tests carried out and the tools used during testing.  
Law enforcement use 3rd parties, such as EX1 Digital Forensic Services Ltd to keep up with pace of caseload.  See Fig.34 which shows the UKAS certificate for EX1 Digital Forensic Services Ltd which is currently the only DFI company in Wales.


Fig.34 below showing the accreditation certificate for EX1 Forensics.
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[bookmark: _Toc185347250]Figure 34: Example of UKAS Accreditation document for ex1-forensics, Llanelli [171]






[bookmark: _Toc185491951]Appendix 7: Emerging Trends in Digital Forensics
The below is a brief list of emerging trends within the field of DF [124]. 
[bookmark: _Toc185491952]A7.1 Artificial Intelligence (AI) and Machine Learning (ML)
Utilising AI, it is possible to analyse a large amount of data in a relatively short period of time in comparison to traditional methods with a human investigator.  AI may also be more accurate where human investigators may miss certain key evidence due to tiredness or time pressures.
AI is very adept at recognising patterns; this can be used to great effect during an investigation.  Certain procedures could be automated utilising AI, which would further speed up the progress of investigation.
ML is associated with AI and is focused on the AI system improving performance and accuracy while carrying out tasks so that they improve over time.
[bookmark: _Toc185491953]A7.2 Cloud Forensics
Many organisations are now utilising cloud technology as opposed to onsite systems.  There are several factors to this trend, but they are mainly due to the cost savings, performance and resilience these systems provide.  From a digital forensics’ perspective, this provides a challenging environment as data stored in the cloud can be volatile as virtual machines can be created and destroyed very quickly. 
Several organisations may be utilising the same hardware in a multi tenancy platform making data acquisition from hardware difficult. Finally, jurisdiction can make investigations difficult, for example is a company is based in the UK, they utilise Amazon Web Services (AWS) with potentially global data storage in EU or USA where different laws apply.   
[bookmark: _Toc185491954]A7.3 IoT Forensics
Internet of Things (IoT) allows companies to provide network connectivity to their product enhancing services to their customers. IoT / embedded devices have become very popular over the past decade and have proliferated both in the workplace and within the home being embedded within industrial systems, smart technology (such as TVs and Speakers) and in wearable technology.  This is a challenge for Digital Forensic Investigators as these systems are diverse and can generate a large volume of data [174] [175].
[bookmark: _Toc185491955]A7.4 Automated Forensic Tools
Automated Digital Forensic tools can streamline an investigation so that repetitive tasks such as data acquisition can be carried out without human intervention. 
An example of such a tool is Ghiro (Italian for Dormouse) [119], Ghiro is an open source, fully automated digital forensics tool specifically for image analysis.  It can analyse many images providing metadata extraction, GPS location, file type analysis and hash match analysis.  
AWS also provide an Automated Forensics Orchestrator system, utilising cloud infrastructure to conduct automated workflow for data acquisition [123]. This requires the digital forensic investigator to utilise an AWS EC2 instance to carry out their investigations.  The main benefits of this system are
Automating digital forensics tasks, such as data acquisition and data analysis.
Utilising Orchestration, AWS’ cloud solution can scale appropriately to the task being carried out.  Therefore, additional compute can be added or removed as required.  Providing performance when necessary and removing cost whenever possible.  Open source and third-party forensic tools can also be utilised within this platform.
[bookmark: _Toc185491956]A7.5 Virtual Reality (VR) / Augmented Reality (AR)
VR has become commonplace in the home since the introduction of affordable VR headsets.  They provide the wearer access to a simulated three-dimensional (3D) environment. Whereas AR takes an image from the real world and overlays layer of interactive objects which the user can utilise to access further information. There is also a mixed reality which blends both VR and AR which can provide the benefits of both the real world and digital.  These systems can provide an immersive and interactive environment for the user which can have many positive uses such as training, healthcare, education, entertainment to name a few [176].  
Regrettably, the popularity of VR headsets has allowed cybercriminals to interact with their victims in real time.  This provides the cybercriminal with another attack vector in which they can carry out illegal activities such as ID theft, cyberbullying and even reports of attacks on the user’s avatar which was very unsettling for the victim.
There have been reports of hackers utilising malware to exploit vulnerabilities in the VR system to perform further attacks.  Social VR platforms, such as Meta’s “Meta Quest” allow their users access the “Metaverse” which is an online VR environment where users can socialise.  This can be an area of concern that allow the cybercriminal to interact freely and exploit their victims to carry out nefarious activities [177] [178].
Acquisition and analysis of data in a forensically sound manner is crucial when carrying out investigation. Fortunately, there are digital forensic tools available to collect and analyse data from VR platforms which can aid with a digital forensic investigation.  An example of this is Advanced Digital Forensic (ADF) Solutions “Digital Evidence Investigator”.   This is an automated data acquisition tool that can gather data from a VR platform, analyse the data and present it to the investigator in a user-friendly environment [177]. 
Other tools that can be used are Android Debug Bridge (adb), this tool is used to interact with the VR headset itself and AXIOM Process by Magnet Forensics can be used for the data acquisition. The data obtained via the forensic investigation can link the VR headset to the owner, the locations of where the headset has been used, the applications installed and how the user has interacted with those applications.  All of which could be crucial when law enforcement attempt to build a case [178].
[bookmark: _Toc185491957] Appendix 8: Challenges faced during assignment

Fig.35 shows the FTK Forensic Toolkit System requirements:
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc185347251]Figure 35: FTK System Requirements
While attempting to install a trial copy of FTK Forensic toolkit it was noticed that the minimum system requirements exceeded the capacity of the PC being used.  It was possible to use FTK in the IQ205 lab for research and lab work, but as a remote student relied on FTK documentation and using Autopsy instead for Data Analysis. 
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£ £550 - £600/day.
Apply Now

Job title: Digital Forensic Investigator/Examiner.
Contract: 6 months contract
Location: London, cockspur street FT onsite

About the Role:
My client, a leading governmental organization, is seeking a Digital Forensic Investigator. This role involves processing,

analyzing, and interpreting digital evidence, guiding DFU colleagues. and contributing to lab capability and compliance with
forensic standards like 1SO 17025..

Essential |

and Experience:

« Significant experience as a Digital Forensic Investigator/Examiner.
« Experience of digital forensic casework and delivering results to customers.

« Extensive knowledge of digital media, operating systems, storage and devices (such as Computer, Mobile, Network,
Business Systems, Cloud Forensics).

+ Understanding of evidence handling procedures and principles.

« Understanding of the Forensic Science Regulator's codes as they apply to Digital Forensic acquisition, analysis and
interpretation.

« Knowledge/Experience of introducing new policies and procedures into a digital forensic environment

« Certification (previous/current) or equivalent experience of using one or more of the following forensic tools: EnCase
(ENCE certification), Nuix (NICS), Cellebrite Certification (CCLO or CCPA), XRY, FTK, or similar.

If you're interested or know someone who might be, feel free to get in touch to discuss further.

Randstad Technologies is acting as an Employment Business in relation to this vacancy.
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Graphical digital forensics platform for The Sleuth Kit and other tools.
.. [

Autopsy User's Guide

Overview

This is the User's Guide for the open source Autopsy platform. Autopsy allows you to examine a hard drive or mobile device and recover evidence from it. This guide should help you with using
Autopsy. The developer's guide will help you develop your own Autopsy modules.

Note: For those users running Autopsy on Mac devices, the functionality available through the "Tools" > "Options" dialog as described in this documentation can be accessed through the system menu
bar under "Preferences” or through the Cmd + , (command-comma) shortcut

Translated versions of this guide:
 Frangais (4.19.0)

Help Topics

The following topics are available here:

« Installing Autopsy
« Notable Upgrades
- Uparading to Autopsy 4.18.0 (with Solr 8)
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Autopsy Forensic Browser Developer's Guide and APl Reference

Overview

Autopsy has been designed as a digital forensics platform to incorporate third-party modules (either open or closed source). This document is for developers who want to write add-on modules or
‘modify the intemal Autopsy framework

Ifyou are a user and are looking for documentation on how to use Autopsy, refer to the User Docs.
If these pages don't answer your question, then send the question to the Sleuth Kit Developer's List

Writing Python or Java Modules

If you want to write Java or Python modules, then there are some tutorials and detailed pages in this document. The Python tutorials include:

« File Ingest Modules: Python Tutorial #1: Writing a File Ingest Module
« Data Source Ingest Modules: Python Tutorial #2: Writing a Data Source Ingest Module
« Report Modules: Python Tutorial #3: Writing a Report Module
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7[Analysis Information is now analysed to identify crucial elements such as: Terms used, Individuals/organisations or topics

8[Production [This i the penultimate stage where data is transformed into usable information by legal teams during court proceedings.

9|Presentation [The final stage, the information is presented to relevant parties during court proceedings.
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Raw images Open source
[Open Source [This is the default filetype for FTK Imager
Open source
Open source
.raw___|Open source
bin Open source
‘Advanced Forensics Format |.AFF___|Open Source
FTK Forensic Toolkit [AD1 Propriatory |From Access Data - Not very popular
EnCase Images E01 propriatory
\Virtual Machines .vmdk__|Propriatory
vhd propriatory
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FTK Forensic Toolkit Data Analysis tool

FTK Imager Data Acquisition tool, can generage hash reports and also mount images.

FTK Lab Designed for large-scale investigations and is able to process extremely large datasets, This tools s also collaborative.

FTK Connect [Automation of Data analysis and processing, no user interaction required

FTK Central [Web based collaboration tool, that holds evidence centrally allowing multiple forensic investigators access to the evidence globally.
FTK Enterprise [Remote endpoint investigation
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Suite [Brief Description of Suite

E-Discovery Process of Identifying, collecting and preserving, analysis and finally presentation of evidence.

Digital Forensics Data Acquisition and Analysis

Privacy and Data Governance |Data Discovery, retention, mapping, consent management

Cybersecurity Compliance |Incident Response, Data Breaches, and remote endpoint investigation
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root@ip-10-10-29-125:
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METADATA EXTRACTION

Metadata are divided in several
categories depending on the

standard they come from. Image

metadata are extracted and
categorized. For example: EXIF,

IPTC, XMP.

THUMBNAIL EXTRACTION

The thumbnails and data
related to them are extracted

from image meta

stored for rev

GPS LOCALIZATION

Embedded in the image
metadata sometimes there is a
geotag, a bit of GPS da

providing the longitude and

latitude of where the photo was
taken, it is read and the position

s displayed on a map.

MIME INFORMATION

The image MIME type is
detected to know the image

pe your are dealing with, in
both contacted (example:
image/jpeg) and extended form.

Idsbytes  Size:

imageljpeg  Mime tyg
Extensiol
THUMBNAIL CONSISTENCY

Sometimes when a photo is
edited, the original image is
edited but the thumbnail not.
Difference between the
thumbnails and the images are

detected.

SIGNATURE ENGINE

Over 120 signatures provide
evidence about most critical
data to highlight focal points

and common exposures.

ERROR LEVEL ANALYSIS

Error Level Analysis (ELA)
dentifies areas within an image
that are at different
compression levels. The entire
picture should be at roughly the
same level, if a difference is
detected, then it likely indicates
a digital modification.

HASH MATCHING

Suppose you are searching for

an image and you have only the

hash. You can provide a list of

hashes and all images matching

are reported.
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root@ip-10-10-29-125: ~/Rooms/introdigitalforensics - 0

File Edit View Search Terminal Help
<root@ip-10-10-29-125:~# cd /root/Roons/

root@ip-10-16-29-125:~/Roons# 1s
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root@ip-10-16-29-125:~/Rooms# cd introdigitalforensics/

root@ip-10-16-29-125:~/Rooms /introdigitalforensics# ls
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Tagged: yes

UserProperties: no

Suspects: no

Form: none

Javascript: no

Pages: 1

Encrypted: no

Page size 595.44 x 842.04 pts (A4)
Page rot °
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Service _|Function

PostgresQl |Database

Solr Keyword Search

Activemq_|Message Broker (Bridge between postgresQL and Solr)
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Global Collaboration __|internal or External users can work collaboratively in real-time from anywhere.
Remote Data Collection_|Can collect data covertly from remote endpoints or web services such as Office 365
[Can be used to scan for Indicators of Compromise (1oCs) and integrate with Security

Cybersecurity Information and Event Management (SIEM) solutions

Role Based Access Users will only be able to access information relevant to the case they are working on
Fully compatible with other FTK systems to facilitate evidence gathering, sharing and

Compatability |working collaboratively

[Additional Processing power and disk space can be expanded and contracted as
Fully scalable required.
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Mawae foessipon 0]
irus [A virus can spread between systems, requiring user interaction as a trigger.

Worm Duplicates itself and spreads throughout the system. No user action required as a trigger.
Trojen [Masquerades as a legitimate pieced of software, but can have a negative impact on the
Remote Access Trojan (RAT) |As Trojan above, but is focused on providing Remote access to a hacker,

[Waits for a certain action, or a set date and time before triggering. The payload could be
Logic Bomb lused to delete files.
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FTK Exterro Data Acquisition and Analysis
EnCase -Forensic Services Data Acquisition and Analysis
[Can detect Indicators or Compromise (1oC), data
Nexus Magnet Remote Endpoint Collection and Analysis tool exfiltration, collect RAM dumps.
‘Axiom Magnet Data Acquisition and Analysis
Griffeye Magnet [Video and image - Data Acquisition and Analysis
GrayKey Magnet [Mobile Forensics and Data Recovery Software
Cellebrite [sun Corporation [A'suite of Digital Forensic tools
UFED [Cellebrite [Mobile device Data acquisition
XRY MSAB [Mobile Forensics and Data Recovery Software
[XRY - Mobile Forensics and Data Recovery
IXAMN - Digital Forensic Analysis Solution
MsAB ) |complete solution for mobile digital forensics [XEC - Digital Forensic Management solution
X-Ways [X-Ways Software Technology _|Data Acquisition and Analysis Includes WinHex a Hex, disk and RAM editor,
Nuix NEO a single all encompassing unified DF
NUIX NuIX |A suite of Digital Forensic tools platform
Includes Data Acquisition and Analysis utilising
/A1, Data breach response, Legal hold (part of the
Relativity Relativity |suite of DF software e-Discovery process)
‘Autopsy [The Sleuth kit Data Analysis
SIFT [SANS Institute [SIFT Workstation is a free and open-source IR and Forensic tools.

e Discovery tools

Electronic Discovery - Method of Acquiring, Analysing, Processing and Presentation of Evidence

Intella

e-Forensic Services

e-Discovery Tool

[Available in Intella-Pro

DFIR Tools

IN/A

[Term for DF and IR tools
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Tool Developer [Notes
1DAPrO Hex Rays Powerful disassembler, decompiler, debugger
Ghidra [National Security Agency (NSA)[Software Reverse Engineering suite of tools
[Allows for Binary code analysis, Code analysis,
Ollybbg. ollybbg. |Assembler level analysing debugger |API Calls, Debug DLLs.
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‘Adobe Premier
pro |adobe |Video editing software

‘Audition [Adobe [Audio editing software

iZotope izotope Inc [Audio Restoration and enhancement

Final CutPro___|Apple [Video editing software For Mac 05
‘Avid Media

Composer |Avid Technology |Video editing software
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perform Malware forensic analysis (static & Dynamic) _|Malware Analysis tools

Degree level None
Professional Qualifications
Experience of Coding languages iDAPro in OF Software
Decoding network traffic [Ghidra
OllyDbg.
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Experience/Skillsrequired ___________ Tiools [Professional Qualifications [Standards
Ensure exhibits are handles correctly, maintaining
continuity and integrity

Retrieve, convert, prepare, analyse, enhance video
and audio material

|Adobe premierpro__|Degree Level

Professional Qualifications

|Audition in Audio/Video software _|1s0 1725
Forensic Science
All actions need to be recorded and retained for audit Regulator's (FSR)
to fulfil criminal justice requirements izotope |code of practice
Final Cut Pro

[Avid Media Composer
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ACE___|Access Data Certified Examiner |Exterro proficiency of FTK Forensic Toolkit
[Configure and use FTK Forensic Toolkit
FIKTM _|FTK Core Exterro (Basics)
proficiency of EnCase Forensic data
EnCE _|EnCase Certified Examiner __|Open Text examination
EnCase Certified eDiscovery
Encep__|Practitioner Open Text proficiency in eDiscovery best practices
CCO___[Cellebrite Certified Officer__|Cellebrite [Mobile device handling and data extraction
[Cellebrite Logical Certification First Responder training, intermediate
cco |course cellebrite investigator
| Widely recognised qualifications in DF.
International Society of Forensic  |Hardware basics and complex forensic
CCE___|certified Computer Examiner _|ISFCE |Computer Examiners (ISFCE) |analysis.
[Certified Forensic Computer International Aassociation of HDD fundamentals, Windows artifacts,
CFCE__|examiner iacis |computer Investigative Specialists _|intemet-based investigations.
[Global Information Assurance [Advanced skills in breach investigations, IR,
GCFA__|GIAC Certified Forensic Analyst |GIAC |certification (GIAC) |and threat hunting
[GIAC Certified Forensic [Global Information Assurance Foundation skills in collecting and analysing
GCFE__|examiner GiAC |certification (GIAC) |data from windows systems.
Digital Forensics Certified Digital Forensics Certification Board
DFCP__|Practitioner prca (DFcB) |Accreditation for 2 years experience in DF
[Seized Computer Evidence Federal Law Enforcement Training | Comprehensive training for novice DF.
SCERS _|Recovery Specialist FLeTC |centres (FLETC) examiners
[Computer Hacking Forensic [Comprehensive forensic principles for
CHFI___|investigator EC-Council __|Electronic Council (EC)-Council | Windows, Linux, Mac and Mobil
[Comprehensive cybersecurity qualification
CEH___|certified Ethical Hacker EC-Council __|Electronic Council (EC)-Council in Ethical Hacking technigues.
[Cybersecurity certification for Network
CND___|certified Network Defender _|EC-Council __|Electronic Council (EC)-Council |Admins
International Management Forum
CFE___|certified Fraud Examiner ivEA |Academy (1MFA) |Certified Fraud Examiner
International Information System
certified Cyber Forensics (150 |security Certification Consortium  [Certification now retired - Full forensic
CCFp__|professional (150)2 process from discovery to reporting
International Information System
|certified Information Systems  [(1s¢)* |security Certification Consortium
CissP__|security Professional (150)2 |aimed for senior Cybersec / DF Managers
[Certified Digital Forensics National Initiative for Cybersecurity |Cybercrime and Fraud investigators, e-
CDFE__|Examiner Niccs |careers and Studies (NICCS) Discovery
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International Standards

27001 Organisation (150) International Standard for Information Security & Cybersecurity

International Standard for inspection body accreditation. Demonstrates Competence,
17020[150 impartiality and consistency of inspection activities

International Standard for Testing and Calibration Laboratories, Demonstrates laboratory's
7025|150 |competence in generating valid results and reliability of evidence

International Standard for Information Technology - Guidelines for identification, collection,
27037150 |acquisition and preservation of digital evidence

International Standard for Quality Management. To demonstrate continual performance

5001150 improvement. Giving confidence in the laboratory's evidence.

Forensic Science Regulator's | UK Government guidelines for FDIs giving guidance on rules that should be adhered to by all

(FSR) Code of Practice Forensic practitioners.

[Association of Chief Police

officers (ACPO) |4 Key principles of gathering forensic evidence

[American Society of Crime [Forensic Science Research Committee, aimed at advancing forensic techniques and promotes

Laboratory Directors (ASCLD) __|information sharing throughout the forensic science community.
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Required for Aviation security | valid between 1-5

Accredited Check (AC) |Air Crew, Air Cargo Security for cargo into UK _|regulations lyears
[Those in close proximity to public figures, with |For Military, Law Enforcement _|Reviewed after 5-10
‘Counter Terrorist Check (CTC) _|access to sensitive material of value to |and contractors lyears

[Anyone with frequent uncontrolled access to
|SECRET assets and occasional supervised access | For Military, Law Enforcement  [Reviewed after 7-10
Security Check (SC) [to TOP SECRET assets. |and contractors - Including DFIs. _|years

[Anyone with regular uncontrolled access to
|SECRET assets and occasional controlled access |For Military, Law Enforcement  [Reviewed after 7-10
Enhanced Security Check (eSC) |to TOP SECRET assets. |and contractors - Including DFIs. _|years

Frequent and Uncontrolled access to TOP [The highest possible security |Reviewed after 7
Developed Vetting (DV) |SECRET assets and codewords. |clearance. lyears.
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Schedule of Accreditation

issued by

United Kingdom Accreditation Service
2 Pine Trees, Chertsey Lane, Staines-upon-Thames, TW18 3HR, UK

EX1 Di

| Forensic Services Ltd

Issue No: 003 Issue date: 20 September 2023
Block 2 Contact: Michelle Jones
Temple Works Furnace Tel: +44 (0) 01554 227410
20885 Llanelli E-Mail: michelle jones@ex1-forensics.com
‘Carmarthenshire ‘Website: https://www.ex1-forensics.com/
‘Accredited to ISO/IEC SA15 4HT
"Tozsz017
Testing performed at the above address only
DETAIL OF ACCREDITATION
Type of test/Properties Standard specifications/
Materials/Products tested measured/Range of measurement Equipment/Techniques used
Forensic Testing The organisation has demonstrated
compliance to the Forensic Science
Reguiator Code of Practice in
relation to the Forensic Activities
listed below.
DIGITAL DEVICES AND DATA | Forensic Analysis
Mobile Phones
Mobile phone handsets and tablets | Capture and preservation of data | Documented in-house method(s)
associated with the following (MTP-02) using
aperatng ystems - UFED Touch2
Apple i0S
° Apple iPados
- Android
- Non-smartphone
proprietary systems
Mobile phone handsets and tablets | Processing of data Documented in-house method(s)
associated with the following (MTP-03) using
aperatng ystems - Physical Analyzer
Apple i0S - Griffeye Analyze
- Apple iPados
- Android
- Non-smartphone

proprietary systems
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System Requirements exterro

Fleate enture the system used for this ewtalltion meets the minenum hardmar

Microsoft Defender Ensbled
AewiVin Unable to determine
oty Racommended : 16 GB

+ System RAM 16 GB
P Cores [R—r
V/ System CPU Cores 4
Dik Space. Meirem space recuired fo Forensic Toahs - 10GB
Mo space required fo Evidence Processor 3 GB
Meimum spoce required for PostgreSQL 1 G8

+ Avalable Space : 269 G8





