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1. [bookmark: _Toc36588358]Background to the CNSaaS Cloud Service Model (CSM) Project
Following the 2019 experimental; Platform as a Service (PaaS) [1] Cloud Service Model (CSM) [2] paper, titled; Core Network Services as a Service (CNSaaS) [3] authored by Mr Paul M Lawrence , that focused on the proof of concept of centralisation and remote secure delivery of traditional in-house server based core network services via a virtualised Information Communications Technology (ICT) cloud services; ‘Hub and Spoke’ architecture [4], that aimed at providing traditional core network services to Small-to-Medium-Enterprises (SME) [5] from a centralised data-centre delivered through a site-to-site VPN [6], via the public Wide Area Network (WAN) [7] i.e. the Internet. 
The overarching aim of the CNSaaS Cloud Service Model (CSM), is to remove expensive, in-house network and application services, server infrastructure and specialist ICT staff i.e. network/systems technicians, administrators and engineers from SME whom do not specialise in computer engineering as their core discipline i.e. solicitors offices, doctors surgeries, call centres etc SME view ICT services expenditures as non-profitable overheads within their companies. However, although these IT services have no direct impact on the profitability of the product and/or services these companies provide, they are vital resources that facilitate day-to-day business operations within the modern Internet age we live. [8]
The CNSaaS CSM platform, aims to deliver a cost effective ‘Serverless’ [9] cloud server network infrastructure, that will provide the aforementioned core network services and network infrastructure maintenance of; routers, switches and hardware firewalls remotely and securely via the Internet directly to SME around the globe, for a small monthly subscription fee, which will be a fraction of the existing in-house and/or cloud ICT network service economic costs SME are currently paying.
The original VM architecture of CNSaaS proof of concept experiment, consisted of a computer laboratory that emulated an Internet Service Provider (ISP) WAN, a datacentre [10] ‘cloud’ LAN [11] segment , along with three client Local Area Networks (LAN) that were configured within a ‘Hub and Spoke’ architecture as previously discussed.
The emulated datacentre network segment of the experiment consisted of a; tier-1 hypervisor [12] that contained three Virtual Machines (VM) that housed three separate server Operating System (OS) architectures, which were; Ubuntu – Linux [13], FreeBSD – Unix [14] and Windows server 2019 [15]. 
An illustration of the network topology the experiments were conducted within, can be found in figure 1. 
[image: ]
[bookmark: _Toc36588562][bookmark: _Toc36589104]Figure 1: CNSaaS Hypervisor and VM Experimental Computer Laboratory Network Topology
The VM server OS shown in figure 1, were configured and deployed within a controlled computer laboratory environment, to provide a select sample of the most prominent core network services utilised by SME around the globe, these services were; Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP) [16], Hyper Text Transport Protocol (HTTP) [17], File services [18], and user management services (SAMBA/Active Directory (AD)) [19], [20].
These sample selection of core network services were remotely delivered to three emulated end client SME that were located within three separate Autonomous Systems (AS) [21] via an emulated WAN. The experiment consisted of 3 iterations of SME LAN to WAN OS in relation to hop count, latency, packet loss and throughput, with the maximum hop count metric set to four [22]. Two Exterior Gateway Routing Protocol (EGRP) were also utilised, which were; Border Gateway Protocol (BGP) [23]and Multiple Protocol Label Switching (MPLS) [24]. 
The experimental network topology depicted in figure 1, was scientifically designed to determine a baseline of the latency between the VM OS and EGRP protocols in order to isolate the latency at the datacentre network segment using a customised statistical mathematical model, to analyse and then subsequently identify the most efficient server OS within the experimental network topology, so that it could be utilised within this phase of the CNSaaS CSM to be used as a comparison between the efficiency of containerisation virtualisation technology [25] vs traditional VM virtualisation [26].[27] [28]
It was concluded from the metrics gathered from vigorous experimentation of the CNSaaS VM architecture by utilising a statistical mathematical model for data analysis, correlation and visualisation of the data, that the Unix ‘FreeBSD’ server OS VM was the most hardware efficient,  that subsequently provided the lowest amount of network latency within the experiment. 
BGP with an MPLS overlay was also identified as the most efficient EGRP to utilise for public WAN delivery of the CNSaaS VM architecture.
2. [bookmark: _Toc36588359]Introduction to Containerisation and Orchestration of CNSaaS
The aim of this experimental research project is to further refine the CNSaaS CSM to create a more efficient, portable, scalable and lightweight version of the CNSaaS CSM, by utilising a Container as a Service (CaaS) [29] CSM cloud architecture as opposed to a PaaS VM cloud architecture with the expectations being that; a CaaS CSM will achieve a greater amount of hardware efficiency that will subsequently result in lower latency, higher throughput and lower economic running costs at the CSP datacentre, as opposed to a PaaS VM architecture. It is also hypothesised that by utilising orchestration technology [30], the containerised CNSaaS platform will be easier to dynamically scale, load balance, provide centralised  persistent data storage from the container images, along with automating the management of multiple container micro services clusters of the platform when the demand for the service from SME rises. [31]
In order to maximise efficiency of the CNSaaS platform, the process of containerising and orchestrating the CNSaaS platform into a ‘Micro Services’ architecture [32] will be vigorously researched and then subsequently developed into a Container as a Service (CaaS) CSM architecture that will be dynamically managed by an orchestration technology. 
The key motivator for the further experimental research of CNSaaS platform being; the ability within containerisation technology, to remove unnecessary overhead from the masses of unused binaries and libraries that are packaged within a full OS image within a VM  architecture, along with removing unwanted OS level services from the platform that could yield large hardware efficiency savings when leasing hardware from a CSP, along with higher functionality within the CNSaaS platform as whole. [33]
The focus within this experimental phase of further development and refinement of the CNSaaS platform will be to answer three research questions, in order for the CSM to be redeveloped/designed into a CaaS cloud platform. 
These questions are;
“Can the CNSaaS platform be efficiently segmented into a ‘Micro-Services’ architecture and then deployed within a CSP datacentre to be delivered to SME clients securely via the public Internet?” 
“If CNSaaS can be efficiently containerised into a ‘Micro-Services’ architecture. Can each clients Virtual Private Cloud (VPC) cluster be efficiently and securely managed by orchestration technology to provide redundancy, load balancing, scalability and ease of management of the platform?”
“If the first two questions are true, then is the ‘Micro-Services’ containerised architecture; more efficient and practical than the original PaaS VM method from the initial proof of concept experiment that was conducted within the first CNSaaS research paper?”
Once the first two questioned can be categorically answered from the preliminary research of this paper, the third question can then be countered, by utilising a series of scientific experiments to gather raw data to be analysed using a statistical mathematical model to unconditionally identify the most efficient CNSaaS architectural platform to be utilised within the ‘Alpha’ testing stage of the proposed cloud platform moving forward with the project, that will either be a CaaS or PaaS architectural platform.
3. [bookmark: _Toc36588360]Background to the Proposed Research
Preliminary background research has been conducted for the purpose of the project proposal, to highlight key research technologies and systems/network architectural theories within computer networks and system engineering that will all need to be further researched and understood to an advanced level for the project to be successful. 
The preliminary research can be found within the impending subsections of this paper.  
[bookmark: _Toc36588361]3.1 Cloud Service Models (CSM)
XaaS is a marketing term coined by the computing industry to describe a collection of services housed within a CSP datacentre that is referred to as a CSM. These services can be purchased by customers/developers around the globe and then delivered to end clients via the Internet.[34][35]
The benefits of utilising a CSM is that all of the computing and load balancing is performed within the CSP datacentres expensive server hardware, that also provides dynamic load balancing of traffic along with hardware redundancy. The underlying datacentre network infrastructure is maintained by the CSP engineers, which provides large economic savings for businesses whom do not need to purchase and maintain expensive server hardware, but rather lease a small portion of the CSP datacentres server hardware for a nominal monthly fee based on hardware utilisation by the client. [2]
There are many CSM and CSM subsets within todays cloud marketplace, that each define the level of control within the compute abstraction layers the client has within the configuration of the underlying datacentre hardware infrastructure, along with vendor specific tools made available to developers.
The clients/customers of a XaaS CSM can either utilise; a pre-packaged application that is managed by a CSP/developer or configure/develop customised services and/or applications that is developed, deployed and managed by the clients depending on the level of control the CSM permits. 
The four primary CSM currently utilised by businesses and general end users around the globe are; Infrastructure as a Service (IaaS), Container as a Service (CaaS) Platform as a Service (PaaS) and Software as a Service (SaaS). [36]
An illustration of the compute layers of abstraction the customer has control of, within the underlying datacentre infrastructure of the four primary CSM can be found in figure 2.
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[bookmark: _Toc36588563][bookmark: _Toc36589105]Figure 2: Compute Layers of Abstraction Customers Control within a CSP Datacentre of the Three Primary CSM [37]
For the purpose of this paper, PaaS and CaaS will be the focus of the CSM research as they are the two CSM that will be utilised within the project.
[bookmark: _Toc36588362]3.1.1 Platform as a Service (PaaS)
Traditional PaaS utilises a tier-1 hypervisor at the virtualisation abstraction layer and Virtual Machines (VM) at the OS layer. As figure 2 illustrates, the developer has access to the application and user meta data generated by the application in which they retain ownership. [38]
PaaS is vendor specific because the developer is restricted to a limited number of tools, libraries and binaries provided by the CSP when developing applications. This limits the developer within the scope of the application and/or services the developer aims to provide to end clients, along with the programming languages the development team or individual members of the team may be familiar with utilising. [1]
Moreover, by utilising a PaaS CSM, the developers application is bound to the CSP vendor in which the application was developed within, this can be economically expensive to the developers and/or software companies because the CSP could increase the hardware lease rates that the application platform is hosted within, which the developer would have no bargaining power to move to another CSP that offer lower rates because of the customised vendor specific tools that were utilised to build and deploy the platform.[39]
However, by utilising a PaaS CSM, developers whom specialise within software engineering and not network/systems engineering can focus on their core discipline and allow the CSP to manage the underlying network infrastructure without having to upskill or employ a network/system engineer within their team.
[bookmark: _Toc36588363]3.1.2 Container as a Service (CaaS) 
CaaS is a new CSM in relation to PaaS, that utilises a containerisation engine that is employed for segmentation and management of containers at the virtualisation compute abstraction layer, which is installed on top of a Linux OS at the OS compute abstraction layer, as opposed to a tier-1 hypervisor at the virtualisation layer in comparison to PaaS. [29]
As figure 2 illustrates, by utilising a CaaS CSM, developers have access to open source tools, libraries, binaries, middleware and a myriad of programming languages which allows for a lot more flexibility, features, control and creativity within the scope of an applications development lifecycle. [40]
Unlike PaaS, a CaaS implementation allows for universal interoperability of CSP vendors in which to host and deploy an application, along with a continuous test bed environment which is advantageous when implementing a Feature Driven Development (FDD) methodology [41]. 
Furthermore, CaaS allows for a dynamic Development Operations (DevOps) [42] team that can comprise of; software engineers, Linux systems and network engineers from around the globe whom may specialise in different subsets of software or systems/network engineering, due to the myriad of programming languages and open source tools  that are available within a CaaS platform deployment, these professionals would be able to collaborate on any such project due to the lack of development limitations within a CaaS development platform compared to a PaaS implementation. [29]
However, by utilising a CaaS CSM the DevOps engineers require systems and network engineering knowledge to be able to create a container image in which the application and/or service is housed. Therefore, the DevOps team would need to have multi skilled engineers to implement a CaaS platform, whom have knowledge not only within software engineering but also networking and Linux systems engineering as previously discussed, which could be very expensive for a start-up company whom do not have multi skilled engineers and would therefore need to employ specialist computer engineers within their respected fields to implement a CaaS architectural platform. [27], [29], [43]
[bookmark: _Toc36588364]3.2 Containerisation Technology
Containerisation technology has only come into the mainstream within the last 3-5 years and SME around the globe are still only starting to understand the advantages of utilising containerisation technology to adopt within their business environment.
A container [44] can be described as a small single use virtualisation vessel that can be quickly started and stopped or spun-up/down as it is referred to within containerisation, to provide on-demand services when required. The application along with the libraries, binaries and middleware are pre-compiled by developers within a ‘Container Image’, the container image can be compared to a VM within a hypervisor environment. [29]
However, a container image does not contain a full OS containing pre-installed programmes, systems files; libraries, binaries, middleware etc that a VM does, but only the minimum necessary binaries, libraries and middleware for the application to function correctly. This process provides vast amounts of hardware utilisation savings in comparison to a VM.  [33]
An illustration of the comparison between a hypervisor and containerisation virtualisation architecture is depicted within figure 3.
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[bookmark: _Toc36588564][bookmark: _Toc36589106]Figure 3: Comparison of a Hypervisor and Containerisation Virtualisation Architecture [33]
As figure 3 container diagram depicts, a native OS is installed on top of the server hardware which is predominantly a Linux OS  variant due to the efficiency of the Linux kernel [45] and the open-source tools and containerisation technologies that utilise Linux kernel, binaries and libraries to provide maximum hardware efficiency. [46]
The virtualisation within containerisation takes place above the OS by utilising a thin Restful Application Programmable Interface (Rest-API) [47] that acts as an intermediary for container segmentation and hardware resource allocation. This thin client is called the ‘Container Engine’ [48] that is also referred to as a ‘Daemon’ [49] within Linux terminology. The container engine can loosely be described as a lightweight hypervisor for container management.[50]
Containers and their images were designed to be lightweight application that are universally portable between any host system that has a lightweight open-source containerisation technology installed within, due to the pre-packaged images that contain the application service along with the necessary  libraries, binaries and middleware to run the application, this architecture does not tether a software application to a single CSP and/or host system. [51]
The industry leader within containerisation technology is the open-source tool Docker created in 2013 by Docker Inc.[52]
[bookmark: _Toc36588365]3.3 Orchestration Technology
Orchestration technology provides a declarative [53] approach to automating; configuration, management and monitoring of a containerised ‘Micro-Services’ architecture within the Continuous Integration and Continuous Development (CI/CD) pipeline [54] [55]. The technology functions in relation to containerisation by rapidly creating containers ‘on-demand’, in conjunction with containerisation technology from pre-compiled container images, stored within a centralised persistent storage repository [56], to create clusters or ‘Pods’ [57] as they are referred to within the orchestration industry. Individual Pods are managed by worker nodes and all worker nodes are managed by a centralised master node within the hierarchy of orchestration.[58]
The industry leader within orchestration technology is the open-source tool; Kubernetes created by Google in 2014 [59]. Kubernetes has many features and functions but the ability to monitor the health of thousands of containers and ‘Pods’ simultaneously and dynamically replicate a failing container to provide high availability and redundancy to a workload is what makes a large containerised micro-services architecture feasible along with dynamically scaling a pod for load balancing. [57][59]
An illustration of the Kubernetes architecture and integration with Docker to orchestrate container workflows can be found in figure 4.
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[bookmark: _Toc36588565][bookmark: _Toc36589107]Figure 4: Kubernetes Architecture with Docker Integration [57]
As figure 4 illustrates, the Kubernetes orchestration engine called a  ‘kubelet’ is injected underneath the Docker containerisation engine at the virtualisation layer of abstraction to control the docker API for automating container workflows into pods using worker nodes, which are subsequently controlled by a centralised master node containing the API server , scheduler, controller-manager and YAML configuration files (etcd). [53], [58]
The ability to store persistent data generated by single use containers into a centralised storage volume is what makes orchestration technology invaluable to cloud engineers creating micro-services architecture for SME. [58]
[bookmark: _Toc36588366]3.4 Micro-Services Architecture
A micro-services architecture refers to the virtualised decoupling of a monolithic application and/or network service that is being provided to end clients by utilising lightweight services. This software architecture is perfectly suited for orchestrating a containerised environment, where multiple containers comprising of micro services, are virtually networked using network bridges and exposing ports within a container, to achieve very high performance and functionality of an application along with very efficiently utilising hardware resources. 
A containerised micro services architecture allows for only the necessary required feature of an application and/or network service to be singularly utilised or scaled up i.e. replicated multiple times when there is high demand for a certain feature within an application as opposed to the full software or other features within the software application that are not required by the end user/client being unnecessarily utilising server hardware. This approach subsequently provides further hardware efficiency savings. 
Furthermore, a micro-services architecture allows features to be added to a platform effortlessly within the CI/CD pipeline lifecycle of an application or network services platform.
An illustration of a segmented ‘Micro-Services’ architecture example can be found within figure 5.
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[bookmark: _Toc36588566][bookmark: _Toc36589108]Figure 5: Containerisation Micro-Services Architecture Example with Docker and Kubernetes [60]
As figure 5 illustrates, an example of a WordPress  [61] application has been segmented and managed into a micro services architectural cluster/Pod by utilising containerisation technology Docker and orchestration technology Kubernetes. The cluster comprises of a front end website currently encompassing three WordPress application containers that can be dynamically scaled or descaled when demand is high/low for the application, along with a MySQL [62] backend database that has its own persistent data volume storage for sensitive information generated by the application such as; usernames, passwords, end user personal information etc. A persistent data storage volume for the container image repository that are utilised by Docker and Kubernetes has also been configured. 
[bookmark: _Toc36588367]3.5 Cloud Service Providers (CSP) 
Cloud Service Providers are corporations that own large multi-million pound datacentres situated around the globe, that facilitate businesses and/or end users by leasing a small portion of their underlying powerful server hardware network infrastructure for a nominal fee depending on the CSM that is being utilised as previously discussed.  [63]
CSP provide a user account interface that comprises of an API that developers can utilise to develop, host and deploy their software and/or network services by utilising proprietary CSP tools specifically designed by the CSP vendor. 
Furthermore, other advantages of utilising a CSP apart from the large economical savings is the load balancing, redundancy and dynamic scaling features that they offer. With regards to redundancy, the industry leading CSP guarantee a Service Level Agreement of service availability to customers/clients of 99.999% of the time, which is also referred to as the five nines, this figure equates to downtime of a minimum downtime of the leased datacentre infrastructure of 5 minutes per year. [64], [65]
The current market leaders as of 2020 within the Cloud Service Provider (CSP) industry are; Amazon Web Services (AWS) [66] and Microsoft Azure [67], these CSP will be thoroughly researched to determine the most reliable, efficient and cost-effective CSP datacentre infrastructure to deploy the ‘Alpha’ platform of the CNSaaS cloud platform within.
Utilising third party cloud infrastructure will not only significantly lower initial setup, running and maintenance costs, but will also allow the start-up company; ‘Halo Cloud Services’ to attract global clients to utilise the CNSaaS platform from the first day of the platforms deployment, as opposed to only a small number of local clients within the UK if ‘Halo Cloud Services’ were to invest in building their own datacentre which would be very expensive and impractical because of the cost effective availability of CSP datacentre infrastructure that can be leased within todays cloud market. 
[bookmark: _Toc36588368]3.5 Summary of Section
The preliminary research discussed within this section of the paper highlighted only a small feature set of the technologies and computer architectural paradigms covered within this paper, these aforementioned areas of research that pertain to the project, will need be investigated in greater detail before development of the containerisation platform can begin.
[bookmark: _Toc36588369]4. Aims & Objectives
The overarching aim of the containerisation of CNSaaS experimental project will be to develop a CaaS CNSaaS architectural platform and then subsequently identify the most efficient CSM  to utilise within the ‘Alpha’ version of the CNSaaS CSM platform from rigorous experimentation using the scientific method, that will either be a VM PaaS cloud architecture or CaaS ‘Micro-Services’ architecture.
Objectives:
1. Research containerisation technology and orchestration technology, along with a case study of existing ‘Micro-Services’ architectures. 



2. Research industry leading Cloud Service Providers (CSP) datacentre infrastructures; vendor specific development tools, cloud service models and hardware leasing pricing models to identify which is the best CSP to utilise for the CNSaaS project to be deployed within for later experimentation.
3. Develop a robust ‘Micro Services’ architecture of CNSaaS utilising open-source containerisation technology and orchestration technology.

4. Research PaaS deployment within a CSP and then deploy the CNSaaS VM architecture within a CSP datacentre to provide a PaaS cloud solution for later experimentation.


5. Construct a robust controlled experiment using the scientific method between the CaaS and PaaS cloud architectures in order to gather network metric raw data, to be later analysed using a statistical mathematical model and then visualised in graph form to categorically identify the most efficient CNSaaS cloud architecture.
[bookmark: _Toc36588370]5.Research Methodology
[bookmark: _Toc36588371]5.1 Philosophy
The research method that will be applied to this project will be one of a positivistic approach, because an industry solution to a modern cloud computing problem is the experimental research projects end goal, based on the quantitative data collected from the research experiments that will be conducted. [68]
The approach that will be utilised is ‘deductive’ since logical decisions will be made after analysing the data from both experiments using an ANOVA [69] statistical mathematical model in order to validate the reliability and efficiency of the developed systems to identify the most efficient cloud platform to utilise within the ‘Alpha’ CNSaaS platform, moving forward with the project. [68]
This project has been identified as a network/systems experimental research project because although the technologies that will be utilised already exist, the way these technologies will be utilised to develop a cloud platform and then experimented and correlated  against another platform that delivers the same bespoke services but with different cloud architectures has not been currently been researched to the best of the researcher of this projects knowledge. [68]
[bookmark: _Toc36588372]5.2 Strategy
The primary research strategy that will be employed within this experiment will consist of exploration of peer reviewed journal papers from accredited institutions such as; IEEE and Science-Direct that pertain to the highlighted research topics identified within this project written by researchers from within specialist fields of computer science, to provide additional knowledge of the technologies and architectures that will be utilised along with any experimental research that may have been carried out that are similar to the containerisation of the CNSaaS cloud platform that could be utilised to benchmark the results and/or modify the proposed architectural design of the platform, if other researchers have yielded admirable results from certain  cloud configurations. 
White papers, technical manual and documents relating to vendor specific technologies that will be utilised within the project will also be studied to gain additional  knowledge within the development of the platform from the architectural design; to the configuration syntax commands and theory that will need to be applied during the development stage of the project.
The secondary research strategy that will be employed will be a case study of a ‘Micro-Services’ cloud containerisation architecture, to identify any issues that may arise during the development stage of the project, along with any compatibility issues between any of the proposed cloud technologies that will be utilised to create the containerised platform. The knowledge gained at this stage of the project will save time during the development stage of the project by negating any previous unforeseen issues with the project, so that it can be finished within the given timeframe.
[bookmark: _Toc36588373]5.3 Experimental Approach
The experimental approach that will be implemented using the scientific method [70] within this phase of the CNSaaS project will be two-fold, both these experimental approaches can be found within the impending sub-sections of this paper.
[bookmark: _Toc36588374]5.3.1 First Approach - Controlled Experiment within a Computer Laboratory
The first experimental approach will consist of a laboratory-controlled experiment of the containerised CNSaaS platform, that will be identical  to the original experiment conducted on the CNSaaS VM architecture, to identify a control of the baseline network metrics; hop count, latency, throughput and packet loss of the CaaS platform to be correlated against the VM architecture raw network metric data gathered within the original CNSaaS  experiment. [3]
[bookmark: _Toc36588375]5.3.2 Second Approach – Controlled Experiment from CSP Datacentre to 3 Geographical Location within the UK
The second experiment will be conducted within 3 geographical locations located within Wales UK, these locations will be within South Wales cities/towns; Cardiff, Swansea and Carmarthen to emulate SME. These locations were chosen to emulate an industry deployment of the platform to SME located within various WAN AS to gather accurate networking metrics akin to an industry cloud deployment via the Internet. 
An illustration of the CaaS vs PaaS CNSaaS platform experiment can be found in figure 6.
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[bookmark: _Toc36588567][bookmark: _Toc36589109][bookmark: _GoBack]Figure 6: CaaS vs PaaS CNSaaS Platform Experiment Network Topology
As figure 6 depicts the experiment will consist of deploying both a, CaaS version of the platform along with the original PaaS VM platform each within three iterations from three geographical SME spoke locations that will each connect to the PaaS and CaaS platforms separately at the CSP hub, where the testing will be conducted that will focus on networking metrics; hop count, latency, throughput and packet loss, identical to the first laboratory experiment, this approach has been chosen to maintain an unbiased scientifically controlled testing environment for the data analysis stage of the project.
[bookmark: _Toc36588376]5.4 Data Analysis and Evaluation
Utilising the raw testing metrics of; hop count, packet loss, throughput and latency obtained from the two experimental approaches previously discussed, a customised Analysis of Variance (ANOVA) data analytical, statistical mathematical model, will be applied to the raw network metric data collected. The raw metric data will then be subsequently visualised within graph form to equivocally identify the most efficient CNSaaS architecture to utilise within the ‘Alpha’ version of CNSaaS moving forward with the CNSaaS cloud platform.
[bookmark: _Toc36588377]6. Development Methods
The development methodology selected to be utilised for this project is the; ‘Agile’ iterative Feature Driven Development (FDD) Methodology developed in 1999 by Jeff De Luca and Peter Coad [71]. FDD is utilised by developers and/or researchers whom have time constraints and/or budget constraints within their project which the former applies to this project due to the time and complexity of the experimental research nature of the project. 
[bookmark: _Toc36588378]6.1 Containerisation of the CNSaaS Platform Utilising FDD Methodology
FDD outlines that a basic working model of a software domain model be created at the start of the project, then feature sets are to be prioritised and periodically added to the platform either during or after initial releases of the product. This development method provides a high probability of the developers creating and delivering a working model of their desired software platform in the event they run out of the allotted budget and/or time for the project. [72]
This methodology subsequently leads to a minimum of a; ‘bare bones’ working product that can be deployed by the developers to their target market customer base, even though the platform may not contain all of the developers or clients desired features, thus allowing the project to move forward and that the invested time and money within the platform is not wasted. Moreover, by utilising the capital that is earned from the initial  software systems release or client satisfaction with the working model of the software platform, the developers can then periodically add more feature sets to the platform akin to the full design that was initially envisioned. [71]
Furthermore, the FDD methodology is suited to a cloud platform, as it allows the developers to gather user analytical data from a centralised location that the initial deployment of the platform provides, which could lead to features being modified and/or new features being added that the end users or clients of the platform may desire in response to feedback from the platform that the developers had not initially envisioned and/or anticipated. 
Updating feature sets within a cloud platform for added functionality and/or bug reports within the platform from a centralised location is also a benefit that further suits the FDD methodology because the end users of the platform will not need to install software updates on their individual client machines following later releases, which allows for frequent software updates containing additional features/bug fixes that would be transparent to the end users  of the platform from a functionality perspective that would also not inconvenience end users with having to frequently update the software from their local host machine.
A Data Flow Diagram (DFD) outlining the five stages within an iterative agile FDD driven project can be found within figure 7 of this paper.

[image: ]
[bookmark: _Toc36588568][bookmark: _Toc36589110]Figure 7: Five Stages of the FDD Model [73]
The FDD methodology is a perfect fit for the development of the CNSaaS containerised and orchestrated cloud architecture because of the time constraints within the experimental project because the researcher has not designed and developed a ‘Micro Services’ architecture before and does not have a large team for support to help the project reach the deadline. 
Therefore by utilising FDD methodology the worst case scenario would be that a ‘bare minimum’ working version of the CaaS CNSaaS platform will be developed without the desired features envisioned for the project, but would still allow the researcher to carry out the experiments previously discussed in this paper to identify the most efficient CSM to utilise moving forward with the CNSaaS CSM. 
[bookmark: _Toc36588379]6.2 Risks & Limitations
A project risk management matrix [74] has been created to foresee any risks there may be pertaining to the project, that may prevent the project from being completed within the given timeframe.[75][76]
 The risk matrix can be found in figure 8. 
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[bookmark: _Toc36588569][bookmark: _Toc36589111]Figure 8: Containerising CNSaaS Risk Management Matrix
The risks identified within the risk matrix will have to be either mitigated or treated before the project can proceed to the development stage.
Risk 1 – Time: Time was factored into the matrix as a possible risk to the project, that would have a severe negative impact to the project if not completed within the given time frame of June 1st 2020 – September 20th 2020. 
To mitigate this risk the FDD methodology previously discussed will be applied to the development of the project so that a minimum working CaaS platform will be developed so that the experiments can be conducted.
Risk 2 – Complexity:  Project complexity was factored into the matrix as a possible risk to the project, that would have a severe negative impact to the project because of the experimental development nature of the project that utilises cutting edge cloud technologies.
To treat this risk , the researcher Mr Paul M Lawrence has been researching and developing test cloud platforms akin to the proposed development platform utilising the aforementioned cloud technologies for the past 6 months, and is confident that although the project is complex and highly technical, that a minimum bare working platform can be achieved during the development lifecycle of the project, ready for the experimentation stage of the project. 
Risk 3 – Hardware: The hardware required to complete the project was factored into the risk matrix as a; possible but unlikely occurrence that would have a severe negative impact to the project if their was an issue of utilising hardware for the project
To treat the risk, the researcher has booked time within the computer laboratory at UWTSD – Swansea university to conduct the first experiment, if due to circumstances out of the researchers control such as the university having to close occurred, a backup strategy of utilising the researchers home computer laboratory would be enacted to complete the first experiment.
Regarding the second experiment, the risk treatment strategy put in place will be to apply for a university grant to purchase a Cisco portable ISR SME router to conduct the experiment. If a grant is refused, the researcher will utilise their own funds to purchase the hardware. 
Risk 4 – CSP Access: Access to a CSP account to deploy both the CaaS and PaaS platforms has been factored into the risk matrix as a; possible risk to the project that would have a severe negative impact on the project if access to a CSP account could not be obtained.
To mitigate this issue, permission has been granted by UWTSD – Swansea to utilise the universities Microsoft Azure CSP account to deploy both the CaaS and PaaS architectures of the CNSaaS platform to conduct the second experiment. 
Risk 5 – Experiment Locations: Sourcing three external locations within the proposed geographical areas  to conduct the second experiment was factored into the risk matrix as a; possible but unlikely occurrence that would have a severe negative impact to the project if permission to utilise an office or home office could not be found.
The risk treatment applied to the concern of gaining access to three AS geographical locations to conduct the second experiment, the researcher has contacted friends/colleagues whom live within the desired locations and has gained permission to utilise their home offices to conduct the second experiment. A home office can be utilised for this experiment because only an internet connection and a desktop PC will be needed along with a portable SME router to connect to the CSP Virtual Private Cloud (VPC) where the platform can be accessed via a site-to-site VPN.
[bookmark: _Toc36588380]8. Resources & Planning
The resources required to complete the project and the project planning that includes a Gantt chart can be found within the impending subsections of this paper.
8.1 Physical and Virtual Resources
Development Stage of the Containerised CNSaaS Platform:
· 
Researcher: Mr Paul M Lawrence               Containerising CNSaaS Project                                      Page 2

· A Laptop with a Linux OS 
· Open-source containerisation and orchestration software
Experiment 1 - A computer laboratory that contains: 

• 1 x HP Blade Server
• 10 x Cisco ISR 4300 series Routers
• 3 x Cisco ASA-5600 Hardware Firewall
• 4 x Cisco 2900 series Layer-2 Switches
• 3 x End Devices (PC)
• 12 x Serial HWIC Cables
• 4 x Straight Through Ethernet Cables
• Access to IEEE Journal (Whitepapers) 

Experiment 2 - Geographical location experiment:
· 
· Cisco SME Portable ISR Router

·  3 x   SME business/home locations with Internet connectivity and a desktop PC
· CSP CaaS and PaaS hosting account



8.2 Human Resources
Project supervisor Dr Tim Bashford and MSc research student Mr Paul M Lawrence.
[bookmark: _Toc36588381]8.2 Project Timeline
Using the information from the preliminary research and the physical/human resources section of this report, a Gantt chart [77] was developed to depict a timeline for allocated time slots to research and develop the identified objectives and individual tasks within each of the objectives along with the milestones within the project. [76]
Scheduled project progress meetings with the researchers’ project supervisor Dr Tim Bashford have likewise been included within the project timeline. The time to complete this project has been estimated at 500 hours, the project is scheduled to start on the 1st of June 2020 and end on the 27th of September 2020.
The project management Gantt chart created for this project can be found in figure 9 of this paper.
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[bookmark: _Toc36588570][bookmark: _Toc36589112]Figure 9: Containerising CNSaaS Dynamic Project Management Gantt Chart [78]
[bookmark: _Toc36588382]9. Project Sustainability and Ethics
Project sustainability and ethics need to be factored into modern projects and adhered to in order for a project to be able to commence. The environmental sustainability and ethics pertaining to this project can be found in the impending sub-sections of this paper.
[bookmark: _Toc36588383]9.1 Project Sustainability
Regarding the impact on climate sustainability, the containerised version of the CNSaaS project would have a positive effect on the 1st, 2nd and 3rd orders of environmental sustainability because internetworking equipment i.e. routers, switches and servers use a lot of electricity that has a negative effect within the environment, the proposed containerised CNSaaS cloud platform would remove an estimated 95% of internetworking devices from SME by utilising an existing centralised CSP datacentre to logically extend their LAN, also by utilising containers instead of VM it is hypothesised that hardware utilisation will be significantly lower, all of these factors combined will have a positive effect on the 2nd  order of sustainability. [79]
Regarding the 3rd order of sustainability, the CNSaaS platform will facilitate and encourage employees of SME to work from home securely by utilising a VPN connection to access their companies’ network from home, thus negating the need to utilise carbon transport to commute to the office.
The CSP datacentre chosen for the project is Microsoft Azure whom have recently announced that they are converting their existing datacentres to only utilise renewable energy and aim to be carbon negative by 2030 [80], this pledge by Microsoft will have a positive impact within the 1st order of sustainability. The Microsoft Azure climate sustainability pledge is a key ethical reason the researcher has chosen to utilise their CSP datacentre services to deploy the CNSaaS platform. [81]
[bookmark: _Toc36588384]9.2 Ethics
There are no ethical concerns regarding this project because no end user date will be stored within the platform, therefore General Data Protection Regulations (GDPR) [82] will not be required to be adhered to by law within this project.
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