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Ever since the rise of the internet the need of cybersecurity has also grown with it. Every day when we use the net we are always at risk. Its why its important to make sure your network is up to scratch and can fend off cyber-attacks.
Everyday people are getting attacked from malicious folks on the internet and its important to sat on top of your game when it comes to these attacks. Considering the biggest weakness is human error.
Human Error is the biggest reason behind malware or cybersecurity hacks. Everyone makes mistakes but at the same time its vital you recognize these mistakes and how it can be made.
Its also important for these IT companies to understand how they could be at risk and understand how these attacks can occur at any moment.
In this document I hope to demonstrate this fact of how easy it is to lose your data and the steps to prevent and protect your data
[bookmark: _Toc166672901]NIST Cybersecurity Framework
The NIST Cybersecurity Framework is a framework provided to companies and government agencies to defend and manage their network from cybersecurity attacks. It does it in a way that provides more freedom of choice to the client on how they can manage a network. Its like providing advice and resources in a way. [1]
The NIST framework is most used throughout businesses, industries, academia  and government bodies and it’s not just the United States but the rest of the world as well. Since its well understood framework that offers ways to mitigate Cyber Attacks and how to protect yourself during said Cyber Attack. 
For the NIST Cybersecurity to be the most effective there are steps to follow. These procedural steps are seen to address the dynamic cybersecurity risks that can be an issue. The steps of the NIST Framework include. [2]
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To defend yourself from cyberattacks you will need to identify what needs protecting more. Basically, prioritise important assets or resources in any area. Keep the most essential information categorised as highly secure and protected while the non-important miscellaneous stuff as less important or needing security. 
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To protect is to develop and implement safeguards towards critical information or infrastructure on a network using the identify method this would help you protect the most important category and the less important category. Protecting is the best wat to help in the recovery process after the event of a cyber attack
[bookmark: _Toc166672904]Detect
Detection would involve implementing a system that can alert the organisation on a whatever if a security system has been breached. It can be used in numerous ways but main when a system is breached someone within the IT department will know about it and will take the appropriate action. The detection would lead into the next step.
[bookmark: _Toc166672905]Respond
When an attack occurs the most crucial step is how the organization responds to the attack which would include planning, communication, analysis, alleviation, and improvements. Depending how effective the response is can ensure the protection of important data. This can involve developing innovative technologies, prioritise important to least important data and produce a new response plan when an attack occurs which may involve encryption and securing.
[bookmark: _Toc166672906]Recover
At the end of a potential cybersecurity breach event the recovery process involves analysing the damage has been done and potential improvements that can be made to ensure a breach will not happen again. Plus, the recovery process will have IT technicians implement restoring technologies or services to restore data in a cyber-attack event.
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Figure 1 Cybersecurity Framework
[3]
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Cyber Kill Chains is a planning method that allows IT industries to plan every aspect of a cyber-security attack from the initial stages of an attack and the aftermath. One of the biggest companies to develop these said methods is Lockhead Martin. Considering they are a military company which has defence contracts for the United States or any sort of nation within NATO.
The examples below are other methods used by smaller industries and business entities.,
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The Use of Wireshark can be used as a network packet analyser. You can use it to display any sort of network traffic online or offline. Its why its so effective by hackers of any kind.[4] Whatever that would be a white hate, grey hat, or even malicious hacker like you can use Wireshark to DDOS a target over the net however the tool in this regard does not have any purpose. Its just a network tool to let the user look at network traffic. It is also helpful for white hat users to troubleshoot network issues. [5]

In short, it is a simple tool that can be used for any sort of purposes, and it is a useful tool for networking.
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Like Wireshark its another tool that is used to map out any sort of network. It is used to discover hosts and services within a computer networking using packets and evaluating the responses of the packets. Created by Gordon Lyon it started out as a Linux utility, and it then got ported to Windows and MacOS. Nmap also provides advanced detection methods and vulnerability testing. [6]
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Here are the various ideal strategies to defend your network. And the various cyberattacks that are used to attack said network.
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Malware is a type of malicious software that is designed to interfere with your computer for nefarious purposes. It is seen as a blanket term for viruses, Trojans and etc and it is designed to cause various harm to your computer or network to access information or to extort the user. Its design to exploit in various wats [7]
The various uses for Malware consist of 
-Stealing sensitive information
-Prove a remote control from a hack to abuse your machine
-Infect a user network
-Send Spam to unselecting targets.
[bookmark: _Toc166672912]WannaCry
“WannaCry” is a ransomware crypto worm which spreads to computers decrypting data and locking computers where the hackers can demand money from the victim. The WannaCry virus in August 2018 forced Taiwan Semiconductor Manufacturing Company to shut down temporally shut down chip production of its chips.
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A Trojan used on messaging cities like Telegram which is used by hackers to hijack user’s confidential data. The data stolen by hackers ranges from personal information, SMS, Call history and etc and the hackers can use that information to further exploit and steal more from the users Exploiting Telegram’s API to disguise themselves as Telegram to exploit the users’ trust.
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Whaling or phishing is an attack method used by cybercriminals or malicious hackers to gain sensitive information for nefarious purposes. Whaling or Phishing involves sending an email that is designed to look authentic and hook potential victims in. The most typical tech they would use to gain access to the victim’s computer is a Token Grabber which is used to gain access to a computer while the user is still using it to gain access to their logon access.[8] [9]
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Phishing attacks are an extremely common occurrences within cybersecurity. Phishing usually occurs when the victim receives an email that seems trusted, but it contains a malicious software that can be used to gain access to the victim’s computer. They can hit up any company at any time and can be used in a targeted attack on your company [10]. When it comes ton phishing the biggest cause of it is simply Human Error. Its particularly important to vet your emails and sort them accordingly. 
Token Grabbers are also extremely common in Phishing attacks. For Example, the online messaging service Discord is commonly used by hackers using phishing methods to gain access to user accounts and take those account using a Token Grabber. [11]
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A Ransomware is a malicious software attack is designed to lock the victim from their computers or access to files and such and demand payment from the victim to regain access to their computers [12] They usually attack big business or folks with a lot of money considering that is how its designed. While they are not as common these days through encryption it is particularly important to stay on top of things since hackers are always trying to find new ways to attack. You can stay on top through Risk Assessments, develop a response plan, develop backups upon backups, encrypt your most important files and invest in two factor authentication which can require logging in two times by the user [13] 
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A DDoS (A Distributed Denial of Service) attack is the most generic form of attacks by hackers. Due to how easy it is and how it can be used. It is a malicious attack obviously designed to disrupt the normal traffic of packets between a Server and a Network connected to that Server. Hackers can use this to create Botnets that they can attach instructions to send requests to an IP address. And since there’s multiple bots within a botnet it can cause your server or network to be overwhelmed cause your IP address can recognize a botnet as a legitimate IoS device within the network. 
#A popular example of a DDoS attack is that back in December 2014 a group of black hat hackers known as “Lizard Squad” (a hacking group known for DDoS attacks on gaming services) performed a DDoS attack on both PlayStation Network and Xbox Live preventing people from playing online through these consoles It ended the next day where Kim Dotcom offered Lizard Squad 3000 accounts on his MEGA service [14]
To recognize and prevent a DDoS attack is to recognize its most common symptom which is your internet service being slow or odd trafficking patterns. [15]
To Prevent however is to mask your online presence using a VPN. The idea of a VPN is an intermediary between your internet connection and every website you secure. Its one method of protection since its simple and dependable but it is not always dependable.
A more effective way is to protect yourself from DDoS attacks is to download PuTTY.exe which can use a VPS (Virtual Private Server) which while tunnel or transfer your data from your network to a secure connection while being hosted by Amazon [16]
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Below is an example of a network diagram best used for a LAN (Local Area Network). Where it demonstrates computers connected in a local territory. Hopefully, it is the most ideal for any, home, corporate or government entity. While creating this diagram I had a Local Area Network in mind since its commonly used in businesses or homes. As opposed to using a WAN (Wide Area Network) or a PAN (Personal Area Network) or a WLAN (Wireless Local Area Network)
With a Local Area Network users can share their data or manage it within a manageable local network

[image: ]Figure 2Cyber Security Diagram












This Network diagram using Cisco’s own packet tracer shows an example of how a secure network would potentially look. Starting off using Two PC’s and Two Laptops within this network we can see it is connected to the switch via Ethernet Cable which allows for a secure network connection. Using the Gigabit Ethernet connection which is best used within a Local Area Network due to its fast transmission speeds within that network.

Then following that the switches would also be connected via Router. And in turn the Router would be connected via the cloud. When considering the cloud as a viable option I thought about instead of relying on a local server I could use the cloud which would allow for a more secure transmission. Without relying too much on an external server to manage your data.

Following this diagram can help clients visualise how to conceptualise how their network would look like using a Local Area Network


[bookmark: _Toc166672919]Conclusion/Abstract
To conclude this documentation cybersecurity is important. As we rely on computers and the internet more in our daily lives its very important to understand and acknowledge to potential dangers of cyber criminals and its very important to acknowledge how to defend yourself or to come up with contingencies to help in the case when you are being hacked to make sure your most important data is safe and secure. 

While the prospect of losing you data is scary especially your important data which hackers will go for. Just keep in mind the most important steps in protecting your data
Identify
Protect
Detect
Respond
Recover
Once you have this nailed down you can remain one step ahead of the hackers which is more important than trying to stop hackers altogether. You will never stop a hacker outright rather than stay one step ahead of them each time. So in short Cyber-Security is important.
[bookmark: _Toc166672920]References 
[1] National Institute of Standards and Technology, “The NIST Cybersecurity Framework (CSF) 2.0,” The NIST Cybersecurity Framework (CSF) 2.0, vol. 2.0, Feb. 2024, doi: https://doi.org/10.6028/nist.cswp.29.
[2] IBM, “What is NIST Cybersecurity Framework? | IBM,” www.ibm.com. https://www.ibm.com/topics/nist
[3] J. Huergo, “NIST Releases Version 1.1 of its Popular Cybersecurity Framework,” NIST, Apr. 16, 2018. https://www.nist.gov/news-events/news/2018/04/nist-releases-version-11-its-popular-cybersecurity-framework
[4] CompTIA, “What Is Wireshark and How to Use It,” CompTIA, 2020. https://www.comptia.org/content/articles/what-is-wireshark-and-how-to-use-it
[5] “What uses does Wireshark have?” Information Security Stack Exchange. https://security.stackexchange.com/questions/149573/what-uses-does-wireshark-have#:~:text=Wireshark%20is%20a%20tool%20that (accessed May 05, 2024).
[6] Wikipedia Contributors, “Nmap,” Wikipedia, May 15, 2019. https://en.wikipedia.org/wiki/Nmap
[7] Malware | What is Malware & How to Stay Protected from Malware Attacks,” Palo Alto Networks. https://www.paloaltonetworks.co.uk/cyberpedia/what-is-malware#:~:text=Malware%20(short%20for%20%E2%80%9Cmalicious%20software
[8] Kaspersky, “What is a Whaling Attack?” www.kaspersky.com, Oct. 27, 2017. https://www.kaspersky.com/resource-center/definitions/what-is-a-whaling-attack
[9] 262588213843476, “What happens when you get token-grabbed on Discord?” Gist. https://gist.github.com/SpreeHertz/467dbeb05f261d1b92fe6f8d6d2dcc1e?permalink_comment_id=3976567 (accessed May 08, 2024).
[10] National Cyber Security Centre, “Phishing attacks: defending your organisation,” www.ncsc.gov.uk, Feb. 05, 2018. https://www.ncsc.gov.uk/guidance/phishing#:~:text=Phishing%20is%20when%20attackers%20send
[11] F. Advisor, “Exploited by hackers, Discord cracks down with new ways to protect users,” Nasdaq. [Online]. Available: https://www.nasdaq.com/articles/exploited-by-hackers-discord-cracks-down-with-new-ways-to-protect-users
[12] Checkpoint, “Ransomware Attack - What is it and How Does it Work?” Check Point Software, 2023. https://www.checkpoint.com/cyber-hub/threat-prevention/ransomware/
[13] “The CISO’s Guide to Ransomware Prevention,” www.checkpoint.com. https://www.checkpoint.com/resources/items/the-cisos-guide-to-ransomware-prevention?w=c778b (accessed May 15, 2024)
[14] “Lizard Squad,” Wikipedia, Jul. 28, 2019. https://en.wikipedia.org/wiki/Lizard_Squad
[15] “How to prevent DDoS attacks | Methods and tools | Cloudflare.” https://www.cloudflare.com/learning/ddos/how-to-prevent-ddos-attacks/
[16] Destiny, “Protection from DDoS Attacks – Preventing Skype from leaking your IP,” Destiny, Apr. 07, 2013. https://blog.destiny.gg/protection-from-ddos-attacks/5/ (accessed May 15, 2024).









2

image1.png
CYBERSECURITY
FRAMEWORK
VERSION 1.1





image2.png
itch-PT
itch1

LaptopPT
Laptopt




