
UNIVERSITY OF WALES – TRINITY SAINT DAVID

LONDON CAMPUS


ACCC5000-CLOUD COMPUTING TECHNOLOGIES


Cloud Computing: An Overview and Recommendations Based on Specified Case Study





SILVIU-IULIAN SUREL ---1807050---




















[bookmark: _GoBack]




Contents

10 | P a g e

What is Cloud Computing.........................................................................3
What are the benefits of Cloud Computing?	4
History of Cloud Computing	4
Key Characteristics of Cloud Computing	5
  Service models (XaaS)	6
Virtualization in Cloud Computing………………………………………………………..8 
Cloud Migration……………………………………………………………………………………8
Issues and Challenges…………………………………………………………………………11
  Security & Privacy Issues related to Cloud Computing……………….…..….11
Conclusion………………………………………………………………………………………...12
References…………………………………………………………………….…………..…13-14

[bookmark: _bookmark0]What is Cloud Computing?
If need to build a software application and want to deliver it to mass users will mainly have to work on two categories, firstly will have to design and develop the application with all its business logic, and Secondly, have to deploy it somewhere to provide access to other users as well,  also need to make the maintenance and monitoring of hardware resources, i.e. Servers, Storage units, power backup, data security and disaster recovery to make sure that provide efficient, available and reliable services to clients. The later one of the two is quite a hectic job and would certainly cost much money. 
What if there exists a solution where only had to worry about developing an application without worrying about spinning up the necessary resources to deploy the application. Would that not be great? Well, turns out there exists a solution where have companies taking that pain away. They set up the hardware and software resources need to make application go-live. Access these resources remotely, and do not have to worry about maintaining those resources, can focus on application instead. This mechanism of being able to utilize the resource remotely on demand and pay us to go for the resources that use, to compute and deploy the application and make it available for the rest of the world called as Cloud Computing (Youssef and Mostafa, 2019).
Cloud Computing delivers its services via the internet, and y can access the services from a remote location rather than depending on local computers, laptops, mobiles or big servers. Get all the required functionality from a remote location. These features of cloud computing make it location and device
[image: ]-independent. It allows computer activities and knowledge to be accessed from around any device at any time – if Internet connectivity is there. The cloud definition also means that computing increasingly viewed as an infinite: tool for individuals and organizations. Computing takes a flexible form on demand, as additional bandwidth, storages and calculation capacities can be added as necessary, as well as people use and pay for more (or less) electricity as their energy needs change. That is why many – even in the industry – call this the machine utility model.





Figure 1. A Cloud Computing Environment (Jagirdar, 2013).



What are the benefits of Cloud Computing?
[bookmark: _bookmark2]Monitory Benefits
One of the major benefits that get associated with cloud computing is related to the money that it saves. Buying resources of their own when only have to use them at certain times, and rest of the times, they are idle, is certainly not a preferred option. The IT resources that organizations buy consumed only 5-15 % can request for cloud resources instead and pay only for the time and resources that consume (Ranger, 2020).
[bookmark: _bookmark3]Robustness
The companies that provide with the cloud services specialize in spinning up, maintaining and making these resources secure. If had to do all this on own, would have to bear many costs, and still, it not guaranteed that would be able to provide the same level of robustness for application. Plus, it would not be fully focused on application. So, it always is a better option to look for cloud deployment of an application.
[bookmark: _bookmark4]Focus on Product
  If the is a startup with a low budget, then going for the Cloud can certainly give an edge over using own IT resources. Would be more agile in application development, and the application can develop at a higher pace.
[bookmark: _bookmark5]Flexibility
London Bike have a service that gets a high number of clients during a particular time in the day, or during some particular days in a week, i.e. the usage of service depends on the time, so can request to spin up resources whenever need them, and can release those when do not need them anymore. Technically this is called as scaling up or scaling down of the resources. Also do not have to worry about which operating systems clients are using. Clients can be using any kind of operating system; they would still be able to access the application. In case of a desktop-based application, have to make sure that application is compatible with all the platforms which in case of a cloud app is completely out of the question.
[bookmark: _bookmark6]Centralization
 deploy an application once, and all of the clients can access it. One instance of the application can be accessed from any number of clients. Updating  application gets even easier as  just push the updates to 

[bookmark: _bookmark7]Latency Benefits
 have a diverse set of users coming from different geographical locations, can use Cloud to reduce the latency that clients would be facing by deploying an application to a cloud in a region which is closer to clients.

[bookmark: _bookmark8]History of Cloud Computing
The concept of cloud computing has been in use since a long time ago. It started in around 1960 when people started renting their computers to others for their work. But the real idea of cloud computing.


They surfaced in early 2000 (Ranger, 2020). Amazon, which at that time was an online book store, had extra hardware resources which they wanted to use efficiently. Their engineers came up with the strategy of renting out the unused hardware resources, and that is when the idea of cloud computing really kicked in. Amazon is still considered to be one of the best and largest cloud providers.

[bookmark: _bookmark9]Key Characteristics of Cloud Computing
[bookmark: _bookmark10]Financial characteristics
The financial edge that Cloud Computing provides can be considered as one the best driving factor in forcing people to shift to Cloud. It helps us in procurement strategy because cloud vendors will be well known and secure as compare to local vendors. Cloud computing also offers a flexible payment model pay as go, which helps reduces the unnecessary cost, and only pay for the resources that consume (Michael Armbrust, 2010).
[bookmark: _bookmark11]Organizational Characteristics
Multiple cloud computing organizational characteristics help any organization to overcome multiple liabilities. Cloud computing helps to manage changes of processes, makes them easier and error-free. We can easily subscribe to any new services and integrate them into our system (Mell, P., & Grance, T. 2011; Choo, 2010).
[bookmark: _bookmark12]Resource-based characteristics
Multiple Cloud computing resource characteristics provide advantages against normal computing which are:
    Resource pooling
   Resource design
    Resource delivery
[bookmark: _bookmark13]On-Demand Self Service
The subscriber of the cloud service can easily apply rules for spinning up the cloud resources whenever there is a requirement, without the interaction of any human. Set the rules based on which the cloud resources automatically get provisioned, and when they are not needed anymore, they automatically get d as well (Jagirdar, 2013).
[bookmark: _bookmark14]Broad Network Access
Since the cloud resources are connected to the internet, so the user can access them from literally anywhere in the world do not have to have any kind of installation locally on the machine now. With cloud computing, all need now is a good internet connection. 

[bookmark: _bookmark15]Deployment models
Cloud computing can be classified in multiple types based on its location and Based on the type of data dealing with and may like to evaluate public, private and hybrid clouds with the various levels of protection and control need.
[bookmark: _bookmark16]Public Cloud
In a public cloud, as the name suggests all the hardware and software resources through which application's data flow are controlled by some third-party cloud service provider. People can access the Cloud via their accounts.

[bookmark: _bookmark17]Private Cloud
With a private cloud is in place would still be able to leverage most of the capabilities of a public cloud but have more control over the data about how the data flows and where is it stored? This is usually a suitable option for organizations that have sensitive data, and they do not want that data to be leaking out but they at the same time also want to get the benefits of cloud computing.
[bookmark: _bookmark18]Hybrid Cloud
According to Gendron(2014) “Hybrid clouds are built using public and private cloud deployments.” In this type of Cloud, the organization can decide to implement a private cloud for a start, and after in public Cloud can handle a large number of users. A good example of hybrid Cloud is Zynga, an organization how to create virtual social games and hosted all data in private Cloud, but as the flow of users increased they switched to Amazon Web Services a public cloud (Gendron, 2014). 
[bookmark: _bookmark19]Community Cloud
Community Cloud is distributed among entities that have a common purpose or fit into a particular group (professional group, geographical group).
[bookmark: _bookmark20][bookmark: _bookmark21]Service models
Cloud computing uses several protocols to provide the user with the correct system model. Each system offers the user more basic services; they are available in three variants:

· Infrastructure as a service (IaaS)
· Software as a service (SaaS)
· Platform as a service (PaaS)
[image: ]
      Figure 2.5 Service Delivery Models and Underlying Services (Gendron, 2014).

Infrastructure as a service (IaaS)
In these types of cloud services, the cloud service provider provides the hardware, computational and storage services. Where cloud user can access and use cloud hardware or virtual machines for their deployment or can store data on a file server.
[bookmark: _bookmark22]Platform as a service (PaaS)
In this type of services Cloud provider offer platforms like Software Frameworks (Java/Python/.Net), Storage (DB, File) client can use these platforms for their deployment or for development.
[bookmark: _bookmark23]Software as a service (SaaS)
These type of cloud services provide different application on which the user can perform their daily task without managing the server and other complex configurations like Business Application, Web services and Multimedia.


[bookmark: _bookmark24]Virtualization in Cloud Computing
Virtualization is a concept where create a virtual replica of real computing machines. Specify a certain hardware resource for this purpose which then runs software to give the capabilities of an operating system and that virtual component behaves as if are using a real machine. Multiple virtual instances can be created on a single hardware resource. Each of these instances has their own virtual CPU, network and virtual storage units, and they run independently of each other (M and Sathiyabama, 2018).
Virtualization in Cloud Computing as well, where the cloud service providing company can divide its hardware to create multiple virtual components for the cost reduction and effective utilization of resources. These virtual components can then be assigned to clients who need resources. Using virtualization gives us certain benefit including but not limited to cost-saving, hardware reduction, Resource sharing and consolidation.

[bookmark: _bookmark25]Cloud Migration
London bikes have a website with a database server which is locally hosted in the office. These servers are hard to manage, and maintenance cost extra money and could be the reason for unavailability. To mitigate all these problem organizations may decide to move this infrastructure on Cloud, which will help them to maintain a high availability and full maintenance.

[bookmark: _bookmark26]What should London Bikes be considering?
There are several factors that need to have in mind before could actually move to the Cloud. We will discuss all these factors in this section to help London bikes in deciding whether they should move to the Cloud, or they should stick with the existing system.



Cost Comparison
London bikes will first need to calculate the cost of running their services in their current settings. i.e. when their applications are hosted locally. Since they must have already bought the hardware resources that they currently are using, they would also be thinking of what they are going to do with that hardware resources. Moving to Cloud has not only the cost of the resources that consume but need technical help for the deployment, monitoring o application on to the Cloud. They will have to consider the people cost as well. More people mean more money to be spent.
London bikes will also have to calculate the cost of running the same service on Cloud and should then compare if moving to Cloud gives them any advantages.

[bookmark: _bookmark27][bookmark: _bookmark28]Migration of the running application
Since London Bikes already has some applications that manage the user accounts, billing services and bikes records so they will also have to look on how will they migrate their existing applications to cloud. Will they develop those applications all the way from scratch or their application is generic enough to be deployed on any cloud orchestration framework.
[bookmark: _bookmark29]Do they really need to shift to Cloud?
London bikes will have to monitor the usage of their applications, which means that they will have to look for the statics of when is their application mostly used. If their application is used at a constant pace throughout the day, week or month and there is not much fluctuation in the usage pattern and also that they want to use this application for a long term, then choosing to move to Cloud will not be a wise option as it would just add extra cost and effort for them. In this case, they should work on improving the security and performance of their own local IT resources.
London bikes will also have to consider if all their applications, along with their components, are eligible to be moved to Cloud. If even some of the components of an application cannot be shifted to cloud then going for the Cloud would not be a very wise decision.
[bookmark: _bookmark30]It is difficult to move back from the Cloud.

London bikes will also have to consider that the cost of shifting back from the Cloud to local servers is very high. They should be giving it a good thought before giving their verdict. Unless they have evaluated all the points before moving to Cloud, they should actually not switch.
[bookmark: _bookmark31]Recommendations
There is a new architecture of developing web applications referred to as microservices-based application development. The main idea of microservices is to decouple various portions of r applications based on the functionality each section achieves such that each of the components can work separately, independent of the other. Each of these components is called a microservice. Would recommend London Bikes to be using a microservices-based architecture for the development of their application to Cloud. With Microservices, it gets easy to deploy, manage and maintain applications by updating only the components of the app that need to be updated without affecting the other components.
As far as the cloud providers are concerned, currently, there are several cloud services providers and all of them claim to be the best in business. Some of the top cloud providers are Google Cloud, Amazon Cloud, Microsoft Azure and IBM. These cloud service providers are head to head in providing the best services to their customers. Cost analysis could be done for all 4 of them to figure out which one suite.

London bikes. Personally think that any one of the two, i.e. Amazon Web Service and Microsoft Azure should do the job.
[bookmark: _bookmark32]A Phased Strategy for Migration
To migrate to London Bike LTD website and database server, we will use the best practices for cloud migration. Our migration strategy will be based on the following steps, and every step has other sub-tasks which will help us get our required goals. Migration phases are following
· Cloud Assessment Phase
· Proof of Concept Phase
· Data Migration Phase
· Application Migration Phase
· Leverage the Cloud Phase
· Optimization Phase
[image: ]

Figure 3. A Phased Strategy for Migration
[bookmark: _bookmark33]Cloud Assessment Phase
In the first phase, we will do the assessment of the cloud solution with different aspects. 1st assess the financial point of view and build a business case. Then analyses the security, compliance and privacy risk of Cloud and prepare a service level agreement. In the next assessment, we will assess the technical aspects of our local system and then map them with cloud services. After the technical assessment, we identify the tools and services we require in cloud migration and other features we require to manage our website. In the last step, we will plan and define the KPI of our implementations. 
[bookmark: _bookmark34]Proof of Concept Phase
In this step, we make sure that London Bikes Ltd technical staff get proper hands-on and know-how about the cloud functionality. For this, should practice AWS/Azure technologies and build a pilot and validate the technology and test cloud application.
[bookmark: _bookmark35]Data Migration Phase
After the testing pilot application, we choose the AWS/Azure storage option, which will be compatible with our current technology. After that, the migration of our data from fileservers to Amazon S3 and Migrate MySQL to Amazon RDS.
[bookmark: _bookmark36]Application Migration Phase
When our fileserver and database moved over the Cloud, now it is time to move to London Bikes Ltd. For Application migration, we will use Hybrid Migration Strategy. A hybrid migration consists of taking some.


Parts of an application and moving them to the Cloud while leaving other parts of the application in place. This strategy is a low-risk strategy. In this strategy, we move the application part by part.
This reduces the risk of unexpected behaviour of migration. It is the best approach for large web servers, and in our approach, it will help us in migration as London bikes Ltd system have two major components customer website and employee management system. By using a hybrid approach, we can easily transfer our services to the Cloud. In the first step, we will move our database and then customer website on Cloud. After the successful migration of customer website, we will move the employee management database and its management tool. The data ingestion layer can be made "cloud-aware" so that the data directly gets fed to an Amazon EC2 instance of the batch processing system before every job run. After proper testing of the batch processing system can decide to move the website application (Hoberg, Wollersheim and Krcmar, 2012).
[bookmark: _bookmark37]Leverage the Cloud Phase
In this step, we will leverage other services, automate the elasticity, SDLC Automation and improved productivity. In this phase, we also harden the security of our servers and create a dashboard to manage AWS resources. For High availability, we will leverage multiple availability zones.
[bookmark: _bookmark38]Optimization Phase
In this phase, we will optimize London Bikes Ltd systems for increased utilization and transformational impact in OpEx. We will also implement advanced monitoring and telemetry and re-engineer the application and decompose the relational databases.

[bookmark: _bookmark39]Issues and Challenges
Just as we were discussing the benefits and advantages of shifting to Cloud, lets us now look at the possible problems and issues that London Bikes Ltd should be considering while they decide.
[bookmark: _bookmark40]Skilled People would be required.

London bikes Ltd will require skilled people who can update their product and make it ready for the deployment on Cloud. Would need experts in DevOps, multi-cloud monitoring, and managing security of the application. All these added costs could reduce the return on investment.
[bookmark: _bookmark41]High Downtime Cost
Since their application would be hosted in a centralized cloud and if anything goes wrong or a bug gets produced in the application all of their clients would feel the heat since they all are using the same instance of the software, so if their application gets down all of their clients would not be able to communicate with their application. Similarly, if in case of a natural disaster, the cloud server gets down, the application will get unresponsive for all the clients.
[bookmark: _bookmark42]Security & Privacy Issues related to Cloud Computing
Although there are very rare security leaks in cloud networks, there still exists a chance that if one of the virtual machines gets compromised, all the data related to the application on the same hardware server will be exposed (Carroll, van der Merwe and Kotze, 2011). Following are some of the common security issues that can face when switching the application to the Cloud.

[bookmark: _bookmark43]Multitenancy
Since there would be a number of employees that would be working on the cloud application of London bikes so if no proper attention is given, any employee can unintentionally change the shared resources which could lead to their application getting unresponsive.
[bookmark: _bookmark44]Less room for competition
If also using the same software so it would get very challenging fo to bring in innovative and exciting features to a make the application stand out, since the software on which and the competitor depends is exactly the same. Also, if the client could get hold onto secret business data that could pose even a bigger challenge for the organization to stay in the competition.
[bookmark: _bookmark45]Virtualization
As discussed earlier, multiple virtual instances can be created on a real machine. A Hypervisor is used to install a guest operating system on the host machines. If that hypervisor gets effected somehow, all the data residing on that machine will also get affected (Jagirdar, 2013).
[bookmark: _bookmark46]Data vulnerability while transferring
While the user uploads or downloads the data, this is the most vulnerable thing and could be sniffed by some malicious agents who then can use it.
[bookmark: _bookmark47]Privacy Issues
Since in most the clouds data is shared with the cloud service providers, and hence this could eventually be a problem. Most cloud providers do claim that the data is safe with them, but the fact cannot be denied that they still can access that data. If London bikes Ltd thinks that their data is sensitive enough shared with anyone, they might want to skip the cloud deployment.

[bookmark: _bookmark48]Conclusion
This document provides an overview of the basics of cloud computing. This will help London Bikes Ltd employees to understand cloud computing, its benefits; it is the major characteristics and implementation of services. London Bikes Ltd client's website and employee management system reis locally hosted, which is causing financial and maintenance overhead on the organization and could be the reason f unavailability. To solve these problems, London Bikes Ltd wants to move these IT systems over to the Cloud. For this purpose, Amazon AWS cloud services or Microsoft Azure can be selected for the migration. They depend upon their requirement analysis, and after going through this document, they could access which deployment strategy to use. London Bikes Ltd should consider all the factors mentioned in one of the sections about before switching to cloud and then decide so that they do not get themselves facing extra overheads, extra money and even performance hits. Talking about the risks associated with cloud computing, if proper standards and guidelines from the cloud service provider are followed, these risks can be minimized.
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