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[bookmark: _Toc90647042]Introduction
This report will be exploring how the field of computer networks has moved towards a greater emphasis on software, with a particular focus on cloud computing. Some of the key topics that will be explored are as follows. Cloud computing’s impact on the computer networking industry, with views on the potential benefits and drawbacks of cloud computing being employed within companies. How cloud computing, in particular IaC (Infrastructure as Code), has impacted the role of network professionals. RESTful web services, what they are, how they are used and why they are so commonly utilised. Finally, software-defined networking and how it has become so heavily adapted by industry. This information discussed will then be tied up with a conclusion.

[bookmark: _Toc90647043]Cloud Computing’s Impact on the Computer Networking Industry
Cloud computing as a whole has impacted the wider IT industry dramatically, even more so over the course of the past decade. It all started with end-user adoption, users began to use cloud-based services like Gmail, to manage personal tasks such as email or chatting. [1] This demand for cloud services has increased almost exponentially with it being widely adopted within the workplace. “Today, 94% of organisations use a Cloud service, 66% of organisations have adopted a Cloud first-strategy and organisations leverage almost 5 different Cloud platforms on average. In 2018, 30% of all IT budgets were allocated to Cloud computing with companies with 1000+ employees spending $3.5 million on average.” [2] This growth hasn’t been without warrant, there are many different pros of companies employing cloud services. Some of these are:
· Lower Costs – The use of cloud networking services allows companies to save on capital expenditures as they do not have to buy their own equipment and software. This ties into it being better for the environment, due to less equipment and space being used. [3] Also, trained personnel to maintain the hardware is less likely to be required, due to this often being handled by the cloud service provider. [4]
· Mobility – Due to cloud applications being accessible through the internet, users are able to access their data at any time, wherever they may be, as long as they have access to a device with internet connectivity. This is often achieved when companies introduce a BOYD (Bring Your Own Device) policy. This allows employees to use their own personal devices for work, therefore allowing them access to their cloud networking applications from almost anywhere. Thus increasing their overall productivity. [3]
· Instant Scalability – The ability to quickly scale up and increase capacity is another pro of cloud computing. Instead of waiting for long periods to set up in-house networking hardware and software, cloud networking providers can enable IT customers to add more of their data, even within minutes. [3]
· Fast Deployment – Purchasing and installing your own networking equipment instead of hiring a cloud networking provider, is a lot slower when trying to deploy IT services. The use of cloud networking decreases the amount of time users spend installing and configuring new applications. These new applications can simply be rolled out across the workplace with pre-loaded, working configurations. [3]
· Minimal Downtime – Cloud service providers handle updates for cloud networking applications. As a result, there is no need for the company's internal IT department to be concerned about this, and they are not required to shut down the system for updates. This prevents downtime and ensures continuous business processes. [3]
Like with most things, cloud computing also has its drawbacks. Some of these are listed below:
· Varying Performance – Applications used are often run-on external servers when the user is working in a cloud environment, these servers tend to simultaneously provide resources to other businesses. A simple DDOS attack on the tenant could affect the performance of any shared resources. [4]
· Security – When adopting cloud technology in the workplace, a significant security risk could be that the company may have to share most of their sensitive information to a third-party cloud computing service provider. Hackers might be able to gain access to this information depending how much security the cloud computing service provider has in place.
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There have been many changes to the role of a network professional during the transition to the cloud. Many roles stand front and centre in the transformation and become critical to overcoming and solving new challenges. Others, remain majorly the same, but take up some new responsibilities. The emphasis shifts from hardware to software skills, and instead of engineering individual steps along the way, they now manage end-to-end capabilities. Rather than focusing solely on supporting the technology of specific vendors, networking staff must gain a broad understanding of a variety of tools developed by third parties. Most roles will have to rely more on their abilities to manage capabilities and integrations or develop those abilities if they did not have them prior to the cloud transition. [5] The management of infrastructure within networking roles has improved significantly with cloud computing, one of the main reasons for this is the integration of IaC (Infrastructure as Code). Infrastructure of Code creates and abstraction layer for building out cloud environments through automated scripts. It can help ensure resource buildout efficiency while providing consistent configuration and flexibility throughout deployment. Resources can be distributed as needed via the cloud or on-premises, which can be useful during major crises like the start of the COVID-19 pandemic, when some businesses found themselves suddenly needing to scale up. [6] Many of the other benefits of IaC are repeats of those for cloud computing, such as lower cost and scalability. Some of the other benefits will be covered below:
- Speed - Infrastructure as code allows you to set up your entire infrastructure quickly and easily by simply running a script. You can do this for any environment, from development to production. IaC can improve the efficiency of the entire software development lifecycle. [7]
- Consistency - Humans are prone to error when undertaking manual processes. Manual infrastructure management will therefore result in inconsistencies. IaC solves this problem by making the configuration files the only source. That way, you can be certain that the same configurations will be deployed repeatedly and without error. [7]
- Accountability – Like any source code file, users have the ability to version configuration files. Therefore, users have full traceability of the changes made to each configuration, including details such as what user, with a time and date stamp.
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Cloud-based API data models have provided a way for developers and administrators to integrate workloads into the cloud alongside enhancing the overall cloud experience. [8] According to Red Hat, an API is “a set of definitions and protocols for building and integrating application software. It’s sometimes referred to as a contract between an information provider and an information user—establishing the content required from the consumer (the call) and the content required by the producer (the response).” [9] In other words, if a user wants to interact with a computer or system to retrieve information or perform a function, an API allows them to communicate what the user wants to that system so that it can understand and fulfil their request. Consider an API to be a go-between for users or clients and the resources or web services they want. It's also a way for a company to share resources and information while maintaining security, control, and authentication—determining who has access to what. [9] REST APIs are widely considered to be the standard protocol for web APIs. [10] However, REST (Representational State Transfer) is most commonly referred to as an architectural style instead of a protocol. REST APIs are a mechanism that enables an application or service to access a resource within another application or service. [11] One of the biggest benefits of REST APIs is their flexibility. Due to the data not being tied to resources or methods, REST can handle multiple types of calls, return different data formats, and even change structurally with proper hypermedia implementation. [12] REST uses HTTP verbs such as GET, POST, PUT and delete in order to access resources on the target program. These requests then use data formatting such as XML, HTML and JSON. Although, JSON is the most widely used due to its ease of use and it being the most compatible. [8] Also, due to the fact that its readable by both humans and machines. The only requirement of REST APIs is that they align to six design principles that are also known as architectural constraints. These constraints are:
· Uniform Interface – No matter where the request comes from, all API requests for the same resource should look the same. The REST API should ensure that the same piece of data, such as a user's name or email address, is assigned to only one uniform resource identifier (URI).  The resources should contain all of the information that the client may require, without being too large. [11]
· Client-Server Decoupling – Client and server applications in REST API design must be completely independent of one another. The client application should only know the URI of the requested resource; it should not interact with the server application in any other way. Similarly, a server application should not change the client application other than to send the requested data via HTTP. [11]
· Statelessness – REST APIs are stateless, which means that each request must include all of the information required to process it. REST APIs, in other words, do not require any server-side sessions. Server applications are not permitted to store any data associated with a client request. [11]
· Cacheability – Resources should be cacheable on the client or server side whenever possible. Server responses must also include information about whether caching is permitted for the delivered resource. The goal is to improve client-side performance while increasing server-side scalability. [11]
· Layered System Architecture – Calls and responses in REST APIs pass through several layers. As a general rule, don't assume that the client and server applications will connect directly. In the communication loop, there could be several different intermediaries. REST APIs must be designed in such a way that neither the client nor the server can tell whether they are communicating with the end application or with an intermediary. [11]
· Code on Demand – The only optional constraint. REST APIs typically send static resources, but in some cases, responses may also include executable code (such as Java applets). In these cases, the code should only be executed when needed.
As touched upon earlier, REST is one of the most commonly selected and utilised APIs. The is mostly due to its interoperability and flexibility. The fact that it can output data in many different formats such as XML, HTML and JSON is a huge benefit and is one of the reasons it’s so flexible. JSON is the go-to format for communicating with other programs over the internet. This is mostly due to it being extremely lightweight and able to send HTTP requests and responses, back and forth in a small file size. Its also easy to read, unlike XML, due to the smaller amount of opening and closing tags.
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Software-defined networking is the decoupling of network control logic from the devices that perform the function, such as routers, which control the movement of information in the underlying network. This simplifies the management of infrastructure, which can be tailored to a single organisation or partitioned to be shared by several. [13] Software-defined networking (SDN) provides a centralised, programmable network comprised of an SDN controller, southbound and northbound APIs. SDN controllers are the network's brains, providing a centralised view of the entire network. Southbound APIs send data to the network's switches and routers. Northbound APIs are used to communicate with applications and deploy services. [14] Software-defined networking has many benefits, explained below:
· Ease of network control through direct programming as a result of the separation of forwarding functions. [13]
· The ability to use load balancing dynamically to manage traffic flow as demand and usage fluctuate. This reduces latency and improves network efficiency. [13]
· Control over security is able be controlled at a finer granularity. Software-defined networking enables network administrators to define policies for access control and security measures across the network by workload type or network segment from a centralised location. Micro segmentation can also be used to reduce complexity and establish consistency across any network architecture, whether public, private, hybrid, or multicloud. [13]
· Ease of configuration - SDN makes it easier to write automated programmes, allowing the organisation to configure, secure, and optimise resources as needed. [13]
· Able to play a critical role in cloud adoption - SDN architecture integrates easily with both public and private cloud environments. This provides network administrators with greater flexibility, speed, and automation when managing network clouds. [15]
SD-WAN extends SDN by connecting enterprise networks across large geographical areas, such as branch offices and data centres. Traditionally, WAN connections required the use of technology that needed the use of certain proprietary hardware. SD-WAN shifts more network control to the cloud via software, enabling greater scalability, flexibility, and decreased hardware costs. [15] 
The future of software-defined networking looks very bright with plans for increasing the ability to automate the provisioning of data centre services, making it easier to horizontally extend data access. Another anticipated development is the ability to allow customers to work across domains to monitor and track what is going on across the infrastructure with more ease and efficiency. [16]
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Overall, cloud computing has had a dramatic effect on the wider IT community and the roles of network professionals. There are many reasons for its widespread employment across lots of companies, some of these reasons being lower costs, mobility, instant scalability, and minimal downtime. The roles of networking professionals have been affected by this employment of cloud computing, with some roles becoming critical in overcoming new challenges and others, having to take up lots of new responsibilities. In some ways their job has become easier and more effective, with the use of IaC, deployment of configurations has the option to be the exact same, without the inconsistencies that comes with human error. REST APIs have been widely used in facilitating the changes the cloud brings due to their flexibility. Allowing IT professionals to access a resource within a different application or service can be very useful and can be used in things such as online banking to retrieve information about the users account. Software-defined networking has the potential to transform legacy data centres by providing a flexible way to control the network, allowing it to function more like today's virtualized computers and storage. [17]
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