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1. [bookmark: _Toc204204959]Introduction
This report investigates suspected illegal digital activity within a fictional corporate setting. Using forensic techniques, including disk, memory, and network analysis, the aim is to uncover unauthorised behaviour and assess potential security breaches.
2. [bookmark: _Toc204204960]Executive Summary
This report outlines the findings of a digital forensic investigation into suspected possession of illegal digital material. Evidence, initially secured by law enforcement, was analysed through disk images, memory dumps, and network traffic. The investigation uncovered unauthorized software installations, potential data exfiltration, theft of company assets, and attempted blackmail. Key findings indicate deliberate efforts to monitor executive communications and conceal surveillance activity, underscoring the need for stronger security controls and user awareness.
3. [bookmark: _Toc204204961]Purpose
This investigation was conducted to analyse digital evidence related to suspected misconduct within the fictional company M57 Patents [1]. The objective was to identify unauthorized activities—such as illegal digital images, data exfiltration, and policy breaches—through the examination of disk images [2] [3], memory dumps [4], and network traffic [5]. The investigation aimed to:
· Assess the scope and nature of any security incidents.
· Identify individuals involved in potential violations.
· Preserve and interpret evidence using forensic best practices.
· Support potential legal or disciplinary actions with a clear report.
4. [bookmark: _Toc204204962]Scope
This investigation focuses on analysing disk images, memory dumps, and network traffic from seized M57 Patents systems to uncover potential security breaches or policy violations.
5. [bookmark: _Toc204204963]Methodology
This investigation followed standard digital forensic procedures, including timeline reconstruction, keyword analysis, and the examination of user activity across multiple devices. A combination of specialised tools supported the analysis:
· Autopsy facilitated the examination of file systems, recovery of deleted files, analysis of browser history, and the construction of user activity timelines.

· FTK served as a secondary tool to verify and cross-check findings initially identified through Autopsy, helping to ensure consistency and accuracy in the analysis of file system artifacts.

· Volatility enabled memory analysis, allowing for the extraction of running processes, active network connections, and indicators of potentially malicious activity within RAM

· Wireshark assisted in reviewing captured network traffic, focusing on identifying suspicious connections, data transfers, and signs of exfiltration.

All evidence was handled following forensic best practices to maintain integrity and support reproducibility [6].
6. [bookmark: _Toc204204964]Key Findings
Preliminary analysis revealed suspicious software installations, potential data exfiltration, and user behaviour inconsistent with company policy, warranting further investigation.
6.1 [bookmark: _Toc204204965]Illegal Digital Material
The case began with the discovery of kitty pictures found on a second-hand computer reported to the police on 9th December 2009 [7]. The computer was seized and linked back to a user called “Jo” at M57 Patents [8] and warrant issued and remaining devices seized on 10th December 2009 [9]. 
Kitty pictures and videos were found on the following evidence:
· Jo-2009-12-11-002.E01 (Jo’s computer)
· Jo-favourites-usb-2009-12-11.E01 (Jo’s favourite USB).

The user Jo was aware of the images and made deliberate attempts to avoid detection:
· Images were deleted but recovered
· Images were renamed to avoid detection e.g. HR_patents*jpg 
· Emails discussing images were recovered
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[bookmark: _Toc204206585]Figure 1 Kitty pictures recovered from Jo's computer
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[bookmark: _Toc204206586]Figure 2 Kitty images recovered from Jo's Favourite USB
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[bookmark: _Toc204206587]Figure 3 – Kitty movies discovered on Jo's favourite usb 
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[bookmark: _Toc204206588]Figure 4 – Jo’s attempt to delete images
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[bookmark: _Toc204206589]Figure 5 - Deleted images recovered using FTK
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[bookmark: _Toc204206590]Figure 6 - Jo was aware of the photos
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[bookmark: _Toc204206591]Figure 7 - Evidence shows image was accessed on Jo’s computer
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[bookmark: _Toc204206592]Figure 8 - Jo colluding with Jordan Stanford to use TrueCrypt to avoid detection
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[bookmark: _Toc204206593]Figure 9 - Jo was concerned about PC disposal
Instead of wiping and securely disposing of the computer Terry sold it to Aaron Green on Craigslist (see 6.4 Theft and sale of company property).

6.2 [bookmark: _Toc204204966]Corporate IP Exfiltration

After being asked to investigate a patent Charlie sold it a competitor.
[image: ]
[bookmark: _Toc204206594]Figure 10 - initial email setting up sale
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[bookmark: _Toc204206595]Figure 11 - Reply from buyer with price
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[bookmark: _Toc204206596]Figure 12 - Confirmation from Charlie for sale and attachment
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[bookmark: _Toc204206597]Figure 13 - Astronaut image sent as an attachment
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[bookmark: _Toc204206598]Figure 14 - Confirmation of deposit and password "nitro"
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[bookmark: _Toc204206599]Figure 15 - Email header
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[bookmark: _Toc204206600]Figure 16 - Evidence of potential encryption type found
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[bookmark: _Toc204206601]Figure 17 - Evidence of Patents sold by Charlie


6.3 [bookmark: _Toc204204967]Blackmail
Charlie attempted to blackmail Andy from swexpert.com.
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[bookmark: _Toc204206602]Figure 18 - Blackmail email with attachment
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[bookmark: _Toc204206603]Figure 19 - Attached was a ZIP file
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[bookmark: _Toc204206604]Figure 20 - Confirmation email from Charlie with Microscope attachment
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[bookmark: _Toc204206605]Figure 21 - Microscope image that contained the password to the ZIP file
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[bookmark: _Toc204206606]Figure 22 - Password was "immortal"
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[bookmark: _Toc204206607]Figure 23 - Extracted files
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[bookmark: _Toc204206608]Figure 24 - Evidence of the same files on Charlie's USB
6.4 [bookmark: _Toc204204968]Theft and sale of company property
Investigation found evidence that Terry was responsible for the sale of company equipment on Craigslist. The computer sold was not securely wiped (see 6.1 Illegal Digital Material).
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[bookmark: _Toc204206609]Figure 25 - Terry created a Craigslist account
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[bookmark: _Toc204206610]Figure 26 - Items for sale on Craigslist linked to Terry’s account and email
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[bookmark: _Toc204206611]Figure 27 – Jo’s Computer Sale
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[bookmark: _Toc204206612]Figure 28 - Monitor and Printer sale email

6.5 [bookmark: _Toc204204969]Electronic eavesdropping
A keylogger was used to extract information from Pat’s computer onto Terry’s USB.
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[bookmark: _Toc204206613]Figure 29 - Keylogger on Terry's work USB
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[bookmark: _Toc204206614]Figure 30 - Keylogger deleted from Terry's computer
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[bookmark: _Toc204206615]Figure 31 - Evidence of Keylogger in Memory using Volatility of Terry
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[bookmark: _Toc204206616]Figure 32 - Evidence of keylogger used on Pat's computer
[image: ]
[bookmark: _Toc204206617]Figure 33 - Keylogger captures found on Terry's computer
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[bookmark: _Toc204206618]Figure 34 - Further keylogger captures found on Terry's computer
6.6 [bookmark: _Toc204204970]Unauthorised Software
[bookmark: _Toc204204971]6.6.1.	TrueCrypt
TrueCrypt is a discontinued open-source tool for real-time disk encryption, allowing secure encryption of files, folders, or entire drives with automatic encryption and decryption during access [10].
It was used by Jo to hide illegal kitty images and videos (see 6.1 Illegal Digital Material).
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[bookmark: _Toc204206619]Figure 35 - TrueCrypt was installed on Jo's computer on 3/12/2009
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[bookmark: _Toc204206620]Figure 36: Autopsy's Timeline shows TrueCrypt was last used on the 11th December 2009
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[bookmark: _Toc204206621]Figure 37 – Volatility confirms TrueCrypt was last used on 11/12/2009
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[bookmark: _Toc204206622]Figure 38 - Evidence of TrueCrypt still running using Volatility

[bookmark: _Toc204204972]6.6.2 Invisible Secrets
Invisible Secrets is a steganography and file encryption software installed on Charlie’s computer [11]. It was used by Charlie to exfiltrate data via email (see 6.2 Corporate IP Exfiltration and 6.3 Blackmail).
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[bookmark: _Toc204206623]Figure 39 - Used by Charlie to encrypt and decrypt patents using blowfish algorithm
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[bookmark: _Toc204206624]Figure 40 - Invisible Secrets was only found on Charlie’s computer
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[bookmark: _Toc204206625]Figure 41 - Invisible secrets installed on 19th November 2009
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[bookmark: _Toc204206626]Figure 42 - Memory analysis using Volatility found use of Invisible Secrets on Charlie's computer
[bookmark: _Toc204204973]6.6.3 Cygnus Hex editor
Cygnus Hex Editor is easy to use tool designed to edit binary files within the Windows operating environment [12]. Although not known definitively, it is likely this was used by Charlie to insert the password in the image metadata before sending the emails (6.2 Corporate IP Exfiltration and 6.3 Blackmail).
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[bookmark: _Toc204206627]Figure 43 - Cygnus Hex Editor was only found on Charlie's computer
[image: ]
Figure 44 - Use of Cygnus Hex Editor found using Volatility

[bookmark: _Toc204204974]6.6.4 Eraser
eraser.exe is the executable for Eraser, a Windows tool that securely deletes files by overwriting them to prevent recovery [13].
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[bookmark: _Toc204206628]Figure 45 - Eraser was only found on Terry's computer
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[bookmark: _Toc204206629]Figure 46 - Eraser installed on 10tH December 2009
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[bookmark: _Toc204206630]Figure 47 - Memory analysis using Volatility confirming installation of Eraser
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[bookmark: _Toc204206631]Figure 48 - Memory analysis using Volatility’s userassist plugin found evidence that eraser.exe was installed and then run 10 times on 10th December 2009
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[bookmark: _Toc204206632]Figure 49 - Volatility cmdline plugin shows Eraser was run in hidden mode
[bookmark: _Toc204204975]6.6.5 CCleaner
CCleaner is a widely used system optimisation and cleaning utility designed to improve performance by removing unnecessary files and fixing system issues [14].
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[bookmark: _Toc204206633]Figure 50 - Autopsy's Timeline editor shows CCleaner was installed by Terry on 8th December 2009.
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[bookmark: _Toc204206634]Figure 51 - CCleaner.exe was only found on Terry's computer
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[bookmark: _Toc204206635]Figure 52 – Volatility found CCleaner was run 9 times on 11th December 2009

[bookmark: _Toc204204976]6.7. Suspicious Artifacts
[bookmark: _Toc204204977]6.7.1 Transfer Wizard
This was only found on Jo’s computer. The Files and Settings Transfer Wizard was used to transfer user data and settings from one computer to another. 
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[bookmark: _Toc204206636]Figure 53 - Transfer Wizard only found on Jo's computer
Although it ran 10 times on 20th November 2009 no traffic was discovered in the network capture. The wizard also supports transfers via USB but there was no evidence that a USB was connected to Jo’s computer at that time.
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[bookmark: _Toc204206637]Figure 54 - USB devices connected
[bookmark: _Toc204204978]6.7.2. Undetermined software
The purpose of the following software could not be determined. All appear to be clean according to Virus Total but remains suspicious. Further dynamic analysis may be required.
6.7.2.1	R79733.EXE 
[image: ]
[bookmark: _Toc204206638]Figure 55 - R79733.EXE downloaded by 192.168.1.105 on 18th November 2009 using Wireshark
[image: ]
[bookmark: _Toc204206639]Figure 56 - R79733.EXE downloaded by 192.168.1.106 on 20th November 2009 using Wireshark
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[bookmark: _Toc204206640]Figure 57 - IP addresses from Wireshark
[image: ]
[bookmark: _Toc204206641]Figure 58 - R79733.EXE can be found on Jo, Charlie and Pat's computers
[image: ]
[bookmark: _Toc204206642]Figure 59 - R79733.EXE is shown to be clean on Virus Total [15]
6.7.2.2	 R54402.EXE
[image: ]
[bookmark: _Toc204206643]Figure 60 - R54402.EXE was downloaded by 192.168.105 on 20th November 2009 using Wireshark
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[bookmark: _Toc204206644]Figure 61 - R54402.EXE is only shown on Terrys USB
[image: ]
[bookmark: _Toc204206645]Figure 62 - R54402.EXE is shown as clean on Virus Total [16]
6.7.2.3	 JO.EXE
[image: ]
[bookmark: _Toc204206646]Figure 63 - Jo.exe was only found on Jo's computer
[image: ]
[bookmark: _Toc204206647]Figure 64 - Prefetch files show JO.EXE was run 8 times on 11th December 2009

[bookmark: _Toc204206648]Figure 65 - Log Entry
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[bookmark: _Toc204206649]Figure 66 - Jo.exe was clean on Virus Total [17]
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[bookmark: _Toc204206650]Figure 67 - Jo.exe in timeline editor looking for clues regarding its purpose

[bookmark: _Toc204204979]6.7.5. Zip bomb
A zip bomb is a compressed file that expands into a massive amount of data when opened, overwhelming the system, potentially causing it to crash. It's a form of denial-of-service attack that exploits compression algorithms [18].
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[bookmark: _Toc204206651]Figure 68 - Potential ZIP Bomb found on Terry's computer
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[bookmark: _Toc204206652]Figure 69 - Virus Total’s analysis of 42.zip [19, 10]
[image: ]
[bookmark: _Toc204206653]Figure 70 - Autopsy's timeline editor found Terry searched for the Term ZIP Bomb on 24th November 2009
7. [bookmark: _Toc204204980]Conclusion
The forensic analysis of M57 Patents systems revealed evidence of illegal images, electronic eavesdropping, unauthorised software installations, potential data exfiltration, blackmail, theft, and user activity inconsistent with company policy. Further investigation and possible legal or disciplinary actions are recommended based on the evidence collected.
8. [bookmark: _Toc204204981]Recommendations
Based on the findings of this investigation, the following actions are recommended:
· Engage legal counsel to assess the implications of the findings and determine appropriate disciplinary or legal action against Jo, Charlie and Terry.
· Conduct a full audit of all user accounts and access logs to identify further anomalies. 
· Further investigation into the Dingus Fish emails and pumpkin images.
· [bookmark: _GoBack]Preserve all collected evidence in accordance with legal and organizational standards for potential legal proceedings.
· Improve background checks for potential staff.
· Implement stricter access controls and monitoring tools to prevent unauthorized software installations.
· Provide staff training on acceptable use policies and data handling procedures.
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[bookmark: _Toc204206654]Figure 71 - Dingus Fish Emails
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[bookmark: _Toc204206655]Figure 72 - Dingus Fish image
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[bookmark: _Toc204204990]Appendix Seven - Tagged Files
[image: ]
[bookmark: _Toc204206669]Figure 86 - Tagged Files
[bookmark: _Toc204204991]Appendix Eight - Shellbags
[image: ]
[bookmark: _Toc204206670]Figure 87 - Interesting ShellBags
[bookmark: _Toc204204992]Appendix Nine - Run Programs
[image: ]
[bookmark: _Toc204206671]Figure 88 - Interesting Run Programs
[bookmark: _Toc204204993]Appendix Ten - Recycle Bin
[image: ]
[bookmark: _Toc204206672]Figure 89 - Interesting Recycle Bin contents
[bookmark: _Toc204204994]Appendix Eleven - Recent Documents
[image: ]
[bookmark: _Toc204206673]Figure 90 - Interesting Recent Documents
[bookmark: _Toc204204995]Appendix Twelve - Keyword hits
[image: ]
[bookmark: _Toc204206674]Figure 91 - Keyword hits for "keylogger" and "eraser"
[bookmark: _Toc204204996]Appendix Thirteen - Installed Programs
[image: ]
[bookmark: _Toc204206675]Figure 92 - Interesting installed programs

[bookmark: _Toc204204997]Appendix Fourteen - Extension Mismatch 
[image: ]
[bookmark: _Toc204206676]Figure 93 - Extension Mismatch
[bookmark: _Toc204204998]Appendix Fifteen - EXIF data
[image: ]
[bookmark: _Toc204206677]Figure 94 - Exif data
[bookmark: _Toc204204999]Appendix Sixteen - DevicePairingWizard
Only found on Terry’s computer. Use is not known
[image: ]
[bookmark: _Toc204206678]Figure 95 - Device Pairing Wizard
[bookmark: _Toc204205000]Appendix Eighteen - 7 zip
7-Zip is a free, open-source file archiver used to compress and extract files [20], and was only found on Charlie’s computer. 
[image: ]
[bookmark: _Toc204206679]Figure 96 - 7 zip
[bookmark: _Toc204205001]Appendix Nineteen – Defrag
Defrag is a process to boost performance by reorganizing fragmented data. It was found on Terry’s computer but likely not used to hide evidence, based on its access date: 21 January 2008.
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[bookmark: _Toc204206680]Figure 97 - Defrag.exe
[bookmark: _Toc204205002]Appendix Twenty - Snipping Tool
The Snipping Tool is a Windows app for capturing and annotating screenshots or recordings [21]. It was included by default in Vista, which may explain why only Terry’s device had it—other systems ran Windows XP.
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[bookmark: _Toc204206681]Figure 98 - Snipping Tool
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Keyword Hits

Contains results that were tagged with one of the following:Notable Item (Notable), Bookmark, Child Abuse Material - (CAM) (Notable), Follow Up

. User Searches

User Searches

Preview Source File Tags

shell-integration, secure data «eraser«, and more .... Click here /img_charlie-2009-12-11.E01/vol_vol2/Program Files/Invisible Secrets 2.1/isecrets2.exe Notable Item (Notable)

keylogger
Preview ‘Source File
/img_jo-2009-12-11-002.E01/vol_vol2/Documents and Settings/Jo/Local Settings/Application Data/Mozilla/Firefox/Profiles/11u

Window Title: XP Advanced «Keylogger« (V 2.1) Time: 12/03/2009 /img_terry-work-usb-2009-12-11.E01/vol_vol2/L0g/2009-12-03.htm

the use of phishing or «keylogger« computer viruses to gain
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Installed Programs

Contains results that were tagged with one of the following:Notable Item (Notable), Bookmark, Child Abuse Material - (CAM) (Notable), Follow Up

Program Name
7-Zip 4.65

CCleaner

CCleaner

Cygnus Hex Editor FREE EDITION 1.00 v.1.00
Eraser 5.8.7 vEraser 5.8.7

Eraser 5.8.7 vEraser 5.8.7

Invisible Secrets 2.1

TrueCrypt v.6.3a

TrueCrypt v.6.3a

TrueCrypt v.6.3a

wic

wic
{26A24AE4-039D-4CA4-87B4-2F83216017FB}
{26A24AE4-039D-4CA4-87B4-2F83216017FB}
{26A24AE4-039D-4CA4-87B4-2F83216017FB}
{26A24AE4-039D-4CA4-87B4-2F83216017FB}
{BBBBY79E-E336-47E7-96BC-1031C1B94561}

Install Date/Time Source File Tags
2009-11-24 21:19:52 GMT /img_charlie-2009-12-11 E01/vol_vol2/WINDOWS/system32/config/software Notable Item (
2009-12-08 21:09:25 GMT /img_terry-2009-12-11-002. E01/vol_vol2/Windows/System32/config/RegBack/SOFTWARE Notable Item (
2009-12-08 21:09:25 GMT /img_terry-2009-12-11-002. E01/vol_vol2/Windows/System32/config/SOF TWARE Notable Item (
2009-11-24 22:01:10 GMT /img_charlie-2009-12-11 E01/vol_vol2/WINDOWS/system32/config/software Notable Item (
2009-12-10 16:28:32 GMT /img_terry-2009-12-11-002 E01/vol_vol2/Windows/System32/config/RegBack/SOFTWARE Notable Item (
2009-12-10 16:28:32 GMT /img_terry-2009-12-11-002. E01/vol_vol2/Windows/System32/config/SOF TWARE Notable Item (
2009-11-19 18:43:32 GMT /img_charlie-2009-12-11 E01/vol_vol2/WINDOWS/system32/config/software Notable Item (
2009-12-03 20:44:14 GMT /img_jo-2009-12-11-002.E01/vol_vol2/WINDOWS/system32/config/software Notable Item (
2009-12-03 20:44:14 GMT /img_jo-2009-12-11-002.E01/vol_vol2/WINDOWS/system32/config/software Notable Item (
2009-12-03 20:44:14 GMT /img_jo-2009-12-11-002.E01/vol_vol2/WINDOWS/system32/config/software Notable Item (
2009-11-19 17:47:06 GMT /img_terry-2009-12-11-002 E01/vol_vol2/Windows/System32/config/RegBack/SOFTWARE Follow Up
2009-11-19 17:47:06 GMT /img_terry-2009-12-11-002. E01/vol_vol2/Windows/System32/config/SOF TWARE Follow Up
2009-11-10 01:27:10 GMT /img_charlie-2009-12-11 E01/vol_vol2/WINDOWS/system32/config/software Follow Up
2009-11-10 01:28:33 GMT /img_pat-2009-12-11 E01/vol_vol2/WINDOWS/system32/config/software Follow Up
2009-11-24 22:23:08 GMT /img_terry-2009-12-11-002. E01/vol_vol2/Windows/System32/config/RegBack/SOFTWARE Follow Up
2009-11-24 22:23:08 GMT /img_terry-2009-12-11-002. E01/vol_vol2/Windows/System32/config/SOF TWARE Follow Up
2009-11-19 21:10:58 GMT /img_pat-2009-12-11 E01/vol_vol2/WINDOWS/system32/config/software Follow Up

{CE2CDD62-0124-36CA-84D3-9F4DCF5C5BD9} KB350003 2009-11-20 11:01:20 GMT /img_terry-2009-12-11-002.E01/vol_vol2/Windows/System32/config/RegBack/SOFTWARE Follow Up
{CE2CDD62-0124-36CA-84D3-9F4DCF5C5BD9} KB350003 2009-11-20 11:01:20 GMT /img_terry-2009-12-11-002.E01/vol_vol2/Windows/System32/config/SOF TWARE Follow Up
{CE2CDD62-0124-36CA-84D3-9F4DCF5C5BD9} KB960043 2009-11-20 11:01:20 GMT /img_terry-2009-12-11-002. E01/vol_vol2/Windows/System32/config/RegBack/SOFTWARE Follow Up
{CE2CDD62-0124-36CA-84D3-9F4DCF5C5BD9} KB960043 2009-11-20 11:01:20 GMT /img_terry-2009-12-11-002.E01/vol_vol2/Windows/System32/config/SOF TWARE Follow Up




image94.png
Extension Mismatch Detected

Contains results that were tagged with one of the following:Notable Item (Notable), Bookmark, Child Abuse Material - (CAM) (Notable), Follow Up

File
wbk109.tmp tmp
wbkD.tmp tmp
WDKFT.tmp tmp
WBKFC.tmp tmp

MIME Type

image/png
image/png
image/png
image/png

Path

/img_jo-2009-12-11-002 E01/vol_vol2/Documents and Settings/Jo/Local Settings/Temporary Internet Files/Content.IE5/3F02WN
/img_jo-2009-12-11-002 E01/vol_vol2/Documents and Settings/Jo/Local Settings/Temporary Internet Files/Content IE5/A05B4A
/img_jo-2009-12-11-002 E01/vol_vol2/Documents and Settings/Jo/Local Settings/Temporary Internet Files/Content.IE5/3F02WN
/img_jo-2009-12-11-002 E01/vol_vol2/Documents and Settings/Jo/Local Settings/Temporary Internet Files/Content.IE5/3F02WN
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EXIF Metadata

Contains results that were tagged with one of the following:Notable Item (Notable), Bookmark, Child Abuse Material - (CAM) (Notable), Follow Up

Date Taken Device Manufacturer Device Model Latitude Longitude Altitude Source File
2009-11-05 22:22:57 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higt
2009-11-05 22:23:13 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higf
2009-11-08 11:15:07 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higt
2009-11-08 11:15:19 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higf
2009-11-08 11:15:40 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higt
2009-11-08 11:15:44 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higf
2009-11-08 11:15:53 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higt
2009-11-08 11:16:02 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higf
2009-11-08 11:16:19 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higt
2009-11-08 11:16:22 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higf
2009-11-08 11:16:29 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higt
2009-11-08 11:16:45 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higf
2009-11-08 11:17:00 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higt
2009-11-08 11:17:29 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higf
2009-11-08 11:17:37 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higt
2009-11-08 11:17:53 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higf
2009-11-08 11:18:13 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higt
2009-11-08 11:18:23 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higf
2009-11-08 11:18:36 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higt
2009-11-08 11:21:47 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higf
2009-11-08 11:22:12 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higt
2009-11-08 11:22:16 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higf
2009-11-08 11:22:19 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higt

2009-11-08 11:22:24 GMT SONY HDR-SR10 /img_jo-favorites-usb-2009-12-11 E01/vol_vol2/Higf
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[V DevicepairingWizard.exe 1 2009-04-1107272985T  2009-11:24 210311 GMI  2009-11-220537:18 GMT  2009-11-22 0537:18 GMT _/img_terry-2009-12-11-002601
[ Devicepropertiesexe 1 2006-11-02094500GMI  2009-11-19 004030 GMI 2006-11-02 103823 GMT  2006-11-02 0847:47 GMT _/img_terry-2009-12-11-002€01
[ Devicepropertiesexe 1 2006-11:02094500GMI  2009-11-19 004030 GMI  2006-11-02 103823 GMT  2006-11-02 0847:47 GMT _/img_terry-2009-12-11-002€01
[V ofightsexe 1 200801-21022507 GMT  2009-11-19 004030 GMI  2008-01-21 022507 GMT  2008-01-21 022507 GMT _/img_terry-2009-12-11-002601
 Dirgtfsexe 1 2008121022507 GMI  2009-11-19 004030 GMI  2008-01-21 022507 GMT  2008-01-21 022507 GMT _/img_terry-2009-12-11-002€01
Hex Text Application File etadata 05 Account Dt Ar © Context Amnotations Other Occurrences
Metadata

Name: /img tery-2009-12-11-002.601/voL vol2/Windows/System32/ DevicePairingWizard exe

Type: File System

MIVE Type: appiication/x-dosexec

Size: 65536

File Name Allocation: Allocated

Metadata Allocation: Allocated

Modified: 2009.04-11 0722729 BST

Accessed: 2009-11-22.0537:18 GMT

Created: 2009-11-22.05:37:18 GMT

Changed: 2009-11-24 21:03:11 GMT

MDS: Saaes42enbOf3carclesesdsdsTbadce

SHA2S6: 7618007244417€04134€5587826009645600ce4Td4ce0139195besabdaes

Hash Lookup Results:

Intemal ID:

UNKNOWN
344958
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[V 7zexe
[ 72465 exe

[ 72465.exeZone Identifier
[ 7ziMexe

oo s = o

Modified Time

2009-02-03 07:09:38 GMT
2009-11-24 21:19:39 GMT
2009-11-24 21:19:39 GMT
2009-02-03 07:10:08 GMT
2009-02-03 07:10:22 GMT

Change Time
2009-11-24 21:19:51 GMT
2009-12-10 22:19:44 GMT
2009-12-10 22:19:44 GMT
2009-12-10 22:24:16 GMT
2009-11-30 17:29:05 GMT

Access Time.

2009-11-25 00:21:06 GMT
2009-12-09 16:39:36 GMT
2009-12-09 16:39:36 GMT
2009-12-10 22:24:15 GMT
2009-11-25 00:21:06 GMT

Created Time

2009-02-03 07:09:38 GMT
2009-11-24 21:19:39 GMT
2009-11-24 21:19:39 GMT
2009-02-03 07:10:08 GMT
2009-02-03 07:10:22 GMT

Save Table as CSV

Location

/img_charlie-2009-12-11.E01/vol,
/img_charlie-2009-12-11.E01/vol,
/img_charlie-2009-12-11.E01/vol,
/img_charlie-2009-12-11.E01/vol,
/img_charlie-2009-12-11.E01/vol,

L
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*/ Defrag.exe 1 2008-01-2102:25:10 GMT  2009-11-19 00:40:30 GMT  2008-01-2102:25:10 GMT  2008-01-21 02:25:10 GMT  /img_terry-2009-12-11-002.E01
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2009-11-22 05:36:03 GMT
2009-12-09 11:00:29 GMT
2009-11-19 21:10:11 GMT
2008-01-2102:25:51 GMT

2009-11-22 05:36:03 GMT
2008-01-21 02:25:52 GMT
2009-11-22 05:36:03 GMT
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/img_terry-2009-12-11-002.£01
/img_terry-2009-12-11-002.£01
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Hex Text Application File Metadata O Account Data Artifacts

Analysis Results

Context Annotations  Other Occurrences

Metadata
Name: /img_terry-2009-12-11-002.£01/vol _vol2/Windows/System32/SnippingTool.exe
Type: File System
MIME Type: application/x-dosexec
Size: 275968

File Name Allocation: Allocated
Metadata Allocation: Allocated

Modified: 2009-04-11 07:28:04 BST

Accessed; 2009-11-22 05:36:03 GMT

Created: 2009-11-22 05:36:03 GMT

Changed: 2009-11-24 21:03:03 GMT

MDS: 80db295132¢5ef0c623935422bd0fc7

SHA-256: 162027 dfccbe185dda87b82efa20cc65e926d9c8612736708a7f023c78623

Hash Lookup Results: UNKNOWN
Internal ID: 348930
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Source Name S C O  2E-MailFrom E-Mail To Subject

I I I : cc2stncon

(¥ Charlie_2009-12-02_1305_Received_Interested-.e1 charlie@mS7.biz; jaime@project2400.com; Interested?
(¥ Charlie_2009-12-02_1305_Received_Interested-.e1 charlie@mS7.biz; jaime@project2400.com; Interested?

Hex Text Application Source File Metadata OS Account Data Artifacts Ana Annotations  Other Occurrences

Result: 50 of 63  Result | €&

From:  charlie@mST7.biz; 2008
To:  jaime@project2400.com;
@&

Subject: Interested?

Headers Text HTML

Original Text

I have something that you'll definitely be interested in. It concerns
your competitor. I'm doing a prior art search for them. Want to know
what I've found? You know my price. Il send you the goods after |
see half in my account. Make sure you delete this email.

c
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{4 75C1468C-00000026.em! ghostwisp@live.co 193940@gmail.com; Hows It Going?
(¥ 1D1C41E9-00000037.em! 193940@gmail.co
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New ¢
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Result: 55 of 63  Result | € E

Headers Text HTVML RTF Attachments (0) Accounts

Original Text

4

We'l give you 50 large if it good. Il put in 10 up front, you'll get
the rest when we see the goods.

)

>,

>

> I have something that you'll definitely be interested in. It concerns

> your competitor. I'm doing a prior art search for them. Want to know
> what I've found? You know my price. Il send you the goods after |

> see half in my account. Make sure you delete this email.

>

>C
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Table  Thumbnail Summary

Source Name S C O ~EMailFrom
Sent charlie@mb5/.biz;
(¥ Sent charlie@mS7.biz;
() Sent 0 : charlie@m57.biz;

@ Sent charlie@mS7 hiz

E-Mail To
alixpery@yahoo.com;

tery@mST.biz;

andy@swexpert.com;

iamis@nraiect2400 com:

Save Tab
Subject
What do you think?
Re: Fw: GGworld For You
| Found Something

Inctriictinns
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Result: 35 of 42  Result | €&

E-Mail

From:  charlie@mST7.biz;
To:  andy@swexpertcom;
@&

Subject: | Found Something

Headers Text 70l RTF  Attachments (1) Accounts

2009-12-04 17:

Original Text

Andy,

Lucky for me, | just happened to stumble across this. | found a prior
patent that will definitely invalidate your current immortality patent.
You should have used my boss's prior art services, but, oh well, Il

just use your negligence to benefit me. | want 100k or Il release

this publicly. | don't need to tell you how much this will hurt your
business if | go public with this. Don't involve the cops or this
information will go public. See the attachment for details on what |
found. Il be in touch with my bank acct number. The password for the
zip file will be hidden in the next picture | send you.

c
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Headers Text HTML RIF Attachments (1) Accounts
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Location Size Mime type Known

2 /img_charlie-2009-12-11.E01/vol_vol2/Documents 108438 application/zip  unknown
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Change Time
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2009-12-10 22:36:25 GMT

Access Time.
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2009-12-10 22:28:55 GMT
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=/ Add Data Source i Images/Videos | Communications 9 Geolocation =, Timeline d Discovery | Generate Report | g Close Case

€ o

I @ Data Sources
=@ charlie-work-usb-2009-12-11.E01_10154 Host
= & charlie-work-usb-2009-12-11.£01
vol1 (Unallocated: 0-0)
= vol2 (NTFS / exFAT (0x07): 1-2068479)
WV $Orphanfiles (0)
13\ $Extend (8)
W SUnalloc (1)
B0 Email 91)
[ other (15)
B) Charlie_2009-11-20_1055_Received_PETEFFSpdf (3)
B) Charlie_2009-11-30_0854 Received_US5041044,pdf (15)
Charlie_2009-12-02_1305_Received_Interested-.eml (0)
2 Charlie_2009-12-04_0941_Sent_01.ip (1)
B Charlie_Email zip (85)
1 Immortality (5)
B o1zip(1)
& jo-favorites-usb-2009-12-11.£01_16130 Host
I jo-work-usb-2009-12-11.E01_10705 Host
I8 tery-work-usb-2009-12-11.£01_1 Host

I @] File Views
ry
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X Deleted Files
MB File Size
B Data Artifacts
@ Communication Accounts (4)
= E-Mail Messages (2)
= & Default (Default))
“El Default )
</> Metadata (1619)
%/ Web Downloads (3)
1@ Analysis Results
[} Encryption Detected (3)
8 EXIF Metadata (125)
A Keyword Hits (2048)
User Content Suspected (125)
=g 0S Accounts

2009-11-24 21:55:45 GMT
2009-12-03 21:17:01 GMT
2009-11-24 21:13:00 GMT
2009-11-24 21:15:00 GMT

[ [current folder]
{1 tparent folder]
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2009-11-24 21:55:45 GMT
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2009-12-10 22:26:03 GMT
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2009-11-24 21:55:45 GMT
2009-11-24 21:55:45 GMT

] @ ~ Keyword Lists Gy Keyword Search
[Tsting | -
/img_charlie-work-usb-2009-12-11.E01/vol_vol2/Immortality 5 Results
Table  Thumbnail Summ:
Save Table as CSV
= Name S C O  Modified Time Change Time Access Time Created Time Location
Thumbs.db 1 2009-11-24 211800 GMT  2009-11-24 21:5545 GMT  2009-11-24 21:55:45 GMT  2009-11-24 21:5545 GMT _/img_charlie-work-usb-2009-12-11.£01

/img_charlie-work-usb-2009-12-11.£01
/img_charlie-work-usb-2009-12-11.£01
/img_charlie-work-usb-2009-12-11.£01
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@ f0417320htm1 File /img_terry-2009-12-11-002.E01/vol_vol2/$CarvedFiles/3/f0417320.html.gz/f0417320 htm!
@ f04010000tm!  File /img_terry-2009-12-11-002.E01/vol_vol2/$CarvedFiles/3/f0401000.html.gz/f0401000.htm!

Hex Text Application File Metadata OS Account Data Artifacts Analysis Results Context Annotations  Other Occurrences

Download Images

sare 2009 | /11 /‘T‘T
end: 2009 |/ 12| /o |SECAcHemEET

| search for posts  (max range of 180 days)

[ active pending removed by me expired flaggeddeleted ]

regardless of status (active, expired, deleted), all posts will appear on this list. we are not able to offer a removal option at this time
all times Pacific

total postings found: 4

EEENE
Il
L]




image29.png
& & [ ey Ty p— =
=t
. [

e k. 4 g e B A s Tl
e

T S A e -

3550 e g ol e





image30.png
[ s

p—





image31.png
ooy feey ey -poese) - Py pras < p—— perary W o riin | G
8 | i
e R s ]
b e 2= o —
e e e I R T =T =T TN o
- o 209 12 11 G2 534 o L8 cmcnmioneae L L a0 oo o oo ot L 3700200 3206 1303 8 6 N im0 121

. e :

= S S

= &5
=) = EER

i e vy 2000211002201 RN % 7 ) & 4
s Zcenoom . nacaw e





image32.png
APPSR T P, Sy S s—

(@ o | Qs

P — e
rone [ [ [ W
D e 20 g 02 o e

) W At A e b . 0 ot e 0 .1 vk
D e A A e, o e 0 115200

Rt oo T 1 A ot 4. 1 gy e 35101
Ny P e A S T S
D e A et o, s s e 259 1 1 G e, 512302301
D e A A ety 0o e 9 11 S e, 1530 2301

Damrzomn ———

D D S AP R et e

e o 1 €5 =

- i b

= i e
TR v e

g o 30 1





image33.png
0ot

st 2000





image34.png
File Home Insert Design layout References Mailings  Review View Q a Donna Kennett (1908067) £, Share

B Forensics - VMware Workstation -

File Edit View VM Tabs Help - &

) Home [ My Computer [ Forensics

xt Editor

patuserassist.txt
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Source Type Path

B2 42.71p:/one.ldentr File /img_terry-2009-12-11-002.E01/vol_vol2/Users/terry/Documents/Personal /42 zip:Zone.Identifier
@ 2009-12-04htm ~ File /img_terry-2009-12-11-002.E01/vol_vol2/Users/terry/Documents/Work/Log/2009-12-04.htm
@ 2009-12-05.ntm ~ File /img_terry-2009-12-11-002.E01/vol_vol2/Users/terry/Documents/Work/Log/2009-12-05.htm
@ 2009-12-06htm ~ File /img_terry-2009-12-11-002.E01/vol_vol2/Users/terry/Documents/Work/Log/2009-12-06.htm

@ 2009-12-07.ntm ~ File /img_terry-2009-12-11-002.E01/vol_vol2/Users/terry/Documents/Work/Log/2009-12-07 htm
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Download Images

Clipboard
Window Title:
Time:
User:
http://www.fnal.gov/docs/UNIX/unix_at_fermilab/ps/rev1996/book093096.ps
http://www.fnal.gov/docs/UNIX/unix_at_fermilab/ps/rev1997/uatf-ch1-9.ps
http://www.bio.aps.anl.gov/mirror/www.esrf.eu/FIT2D/ftp/fit2d_ref_12_012.ps
http://www.fta.dot.gov/documents/Noise_Impact_Assessment_Spreadsheet.xls
http://www.nps.gov/refdesk/parknet.xls
http://www.grc.nasa.gov/WWW/LC/elearn/BusinessPro.xls
http://memory.loc.gov/master/mss/eadxmimss/2009/ms009038.xm|
http://memory.loc.gov/master/music/eadxmimusic/2003/mu003006.xml
http://thomas.loc.gov/home/gpoxmlc111/hr867_eh.xml
http://thomas.loc.gov/home/gpoxmlc109/h2050_ih.xml
http://www.gpo.gov/fdsys/bulkdata/FR/2008/01/FR-2008-01-23.xml
http://www.gpo.gov/fdsys/bulkdata/FR/2000/09/FR-2000-09-20.xml
http://chroniclingamerica.loc.gov/lccn/sn85052141/1900-02-16/ed-1/seq-2/ocr.xml
http://www.volunteer.gov/footprint.xml
http://www.foh.dhhs.gov/library/letstalk/Summer2005.doc
http://www.foh.dhhs.gov/Library/letstalk/Fall2002.doc
http://www.hhs.gov/ohr/eap/newsletter/spring07.doc
http://www.hhs.gov/ohr/eap/newsletter/winter05.doc
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@ 2009-12-05htm ~ File /img_terry-2009-12-11-002.E01/vol_vol2/Users/terry/Documents/Work/Log/2009-12-05.htm
@ 2009-12-06htm ~ File /img_terry-2009-12-11-002.E01/vol_vol2/Users/terry/Documents/Work/Log/2009-12-06.htm

@ 2009-12-07.0tm ~ File /img_terry-2009-12-11-002.E01/vol_vol2/Users/terry/Documents/Work/Log/2009-12-07 htm
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Download Images

Screenshot
Time:
Us

Screenshot
Time:
User:

Screenshot
Time:
User:

Screenshot
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TrueCrypt Setup 6.3a.exe
) TrueCrypt Setup 63a.exeZor )
+/ TrueCrypt Setup.exe 0
W TrueCryptexe [1]

| Trustedinstaller.exe
+/ Trustedinstaller.exe
| Trustedinstaller.exe
+/ Trustedinstaller.exe

9-12-03 20:44:14 GMT
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2-1116:38 MT
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0:44:14 GMT
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fimg_jo-2009-12-11-002E01/w
/img_jo-2009-12-11-002.E01/vc
/img_jo-2009-12-11-002.E01/vc
/img_jo-2009-12-11-002.E01/vc
/img_terry-2009-12-11-002.E01
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Metadata
Name:
Type:
MIME Type:
Size:
File Name Allocation:
Metadata Allocation:
Modified:
Accessed:
Created:
Changed:
MD5:
SHA-256:
Hash Lookup Results:
Interal ID:

/img_jo-2009-12-11-002.E01/vol vol2/Program Files/TrueCrypt/TrueCrypt Format.exe

File System
application/x-msdownload
1562064

Allocated

Allocated

2009-12-03 20:44:14 GMT
2009-12-11 16:38:06 GMT
2009-12-03 20:44:14 GMT
2009-12-03 204452 GMT

034318111f7ffc33f1acf45a5¢16b5ad
4acb0633f157092cda4470e8962fbffbcadblec57e7ad3f65250d8ca0c0643d

UNKNOWN
30708
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Volatility Foundation Volatility Framework 2.6.1
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Device TrueCrypt at ©x861c3dde type FILE_DEVICE_UNKNOWN
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charlieuserassist.txt
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185 REG_BINARY  UEME_RUNPATH:
186 10:
187 Count::

:\Python26\pythonu. exe

7
2009-11-20 21:46:47 UTC+0800

190 6x60000006 0 00 60 00 OC 60 00 06 70 f8 4f 5 2a 6a ca 01 pe0.*3..

191

192 REG_BINARY  UEME_RUNPIDL:C:\Documents and Settings\All Users\Desktop\Mozilla Thunderbird.
193 ID: 31

194 Count: 4
195 Last updated:  2009-12-10 22:17:14 UTC+0000
196 Raw Data:

| 1197 6x00000800 1 06 06 00 09 00 00 60 30 57 d9 86 €6 79 ca 61 .
198
199 REG_BINARY  UEME_RUNPIDL:%csid12%\Accessories\Conmand Prompt.lnk :
260 10: 32
261 Count: 26

262 Last updated:  2009-12-11 16:59:32 UTC+0060
263 Raw Data:
204 0x00000000 20 00 60 00 1f 00 00 60 do c4 2e 4f 83 7a ca 61

205
206 REG_BINARY  UEME_RUNPATH: C: \WINDOKS\systen32\NOTEPAD . EXE :
207 1: 31
208 Count : 28

11
1
2009-11-19 18:43

ob 00 6

UEME_RUNPIDL :%csid12%\Accessortes
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! CompMgmtLauncher.exe 1 2008-01-210225:25GMT  2009-11-19 00:40:27 GMT
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! DIAG1000.EXE 2 2002-04-04 010116 BST  2009-11-20 18:3334 GMT
1 DIAG1000EXE 2002-04-04 0T:01:16 BST  2009-11-09 00:42:15 GMT
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Metadata
Name:
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MIME Type:
Size:
File Name Allocation:
Metadata Allocation:
Modifi
Accessed:
Created:
Changed:
MD5:
SHA-256:
Hash Lookup Results:
Interal ID:

/img_charlie-2009-12-11.01/vol_vol2/Program Files/Cygnus FREE EDITION/Cygnus.exe

File System
application/x-dosexec
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Allocated
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2009-12-10 22:24:08 GMT
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Eraserexe (1] 0 2009-06-10 14:22:22 BST
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dex Text Application FileMetadata OS Account Data Artifacts
Netadata
Name: /img_terry-2009-12-11-002.01/vol_vol2/Users/terry/Documents/Downloads/Eraser-5.8.7_setup.exe
Type: File System
MIME Type: application/x-dosexec
Size: 9733960
File Name Allocation: Allocated
Metadata Allocation: Allocated

Modified:
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Created:
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MD5:

SHA-256:

Hash Lookup Results:
Interal ID:
Nownloaded Erom:

2009-12-10 16:27:43 GMT
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2009-12-10 16:27:38 GMT
2009-12-10 16:27:43 GMT
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Metadata
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Modified:
Accessed:
Created:
Changed:
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SHA-256:
Hash Lookup Results:
Interal ID:
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5
terryuserassit.txt

Open = 'Desktop/M57 Evidence/RAM Dumps

69 Count: 1
70 Last updated:  2009-12-10 16:28:03 UTC+0000

71 Raw Data:

72 6x00000000 OC 00 60 00 06 00 00 00 10 af 1c bf b5 79 ca 01  .....
73

74 REG_BINARY  UEME_RUNPIDL:%csid123%\Eraser\Eraser.lnk :

75 1D 12

76 Count: 9

77 Last updated:  2009-12-10 18:49:34 UTC+0000

78 Raw Data:

79 6x00000000 OC 00 00 00 Oe 00 00 00 fO 3b 40 84 C9 79 ca 01  .....
80

81 REG_BINARY ~ UEME_RUNPATH:C:\Program Files\Eraser\Eraser.exe :

82 ID 12

83 Count: 1

84 Last updated:  2009-12-10 18:49:34 UTC+0000

85 Raw Data:

86 0x00000000 OC 00 60 00 06 00 00 00 50 ea 4a 84 €9 79 ca 01  .....
87

88 REG_BINARY ~ UEME_RUNPATH
89 ID 13

90 Count: 1

91 Last updated:  2009-12-11 16:03:28 UTC+0000

92 Raw Data:

93 6x00000000 0d 00 60 00 06 00 00 60 cO 7d 7b 7a 7b 7a ca O1  .....
94

95 REG_BINARY ~ UEME_RUNPIDL:%csid123%\OpenOffice.org 3.1\OpenOffice.org.lnk :
96 ID: 13

97 Count: 3

98 Last updated:  1970-01-01 00:00:00 UTC+0000

99 Raw Data:

00 6x00000000 0d 00 60 60 08 00 00 00 00 00 00 00 00 60 00 00  .....

\Progran Files\OpenOffice.org 3\program\soffice.exe :

Halz..

PPJREG_BINARY  UEME_RUNPIDL:%csid12%\CCleaner\CCleaner. nk

06 Raw Data:
07 ©x00000000 Oe 00 00 00 Oe 00 00 00 bo 0a be 3f 97 7a ca 01
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USB Device Attached

Table Thumbnail Summary

86 Results|

Save Table as CSV
SourceName S C O  «Date/Time Device Make Device Model Device ID Y
KA system 3 2009-11-17 18:56:37 GMT  Alcor Micro Corp. Flash Drive 51491E64
K system 1 2009-11-17 205233 GMT  SanDisk Corp. Cruzer Micro U3 43175107A4C24A
K system 1 2009-11-17 21:09:12 GMT  SanDisk Corp Cruzer Micro U3 43175107A4C24A
K system 0 2009-11-17 22:00:23 GMT Vid_0000&Pid_0000 58:75451e6808&1
K system 3 2009-11-20 17:55:41 GMT  Dell Computer Corp. Model L100 Keyboard 58:2168af0&0&1
K system 3 2009-11-20 17:55:41 GMT  Dell Computer Corp. Model L100 Keyboard 58:216f8af0&0& 1
K system 3 2009-11-20 17:55:41 GMT  Dell Computer Corp. Model L100 Keyboard 58:2168af0&0& 1
K system 3 2009-11-20 17:55:42 GMT  Dell Computer Corp. Mouse 58216fBaf0&0&2
K system 3 2009-11-20 17:55:42 GMT  Dell Computer Corp. Mouse 58216fBaf08082
K system 3 2009-11-20 17:55:42 GMT  Dell Computer Corp. Mouse 58216fBaf0&0&2
K system 3 2009-11-23 21:5444 GMT  Alcor Micro Corp. Flash Drive 51491E64
K system 3 2009-11-23 21:5444 GMT  Alcor Micro Corp. Flash Drive 51491E64
K system 3 2009-11-23 21:5444 GMT  Alcor Micro Corp. Flash Drive 51491E64
K system 2 2009-11-24 220149 GMT Vid_0000&Pid 7777 2BIECCFF
Hex Text Application Source File Metadata OS Account Data Artifacts Analysis Results Context Annotations  Other Occurrences
Result 9 of 30 Result € & USB Device Attached
Type Value Source(s)
Date/Time 2009-11-20 17:55:41 GMT Recent Activity
Device Make Dell Computer Corp. Recent Activity
Device Model Model L100 Keyboard Recent Activity
Device ID 58:216f8af0&0& 1 Recent Activity
Source File Path | /img_jo-2009-12-11-002.E01/vol_vol2/WINDOWS/system32/config/system
Artifact ID -9223372036854775437
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{a) Home
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1 My Computer

net-2009-11-18
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEZ@DIRE QK >I-EEQRQAAQE
1 [tcp.stream eq 821
No. Time Source Destination Protocol Length Info

1437.. 24916.195070 192.168.1.105 143.166.11.10 TCP 70 49306 — 21 [SYN]|
1437.. 24916.275324 143.166.11.10 192.168.1.105 TCP 66 21 — 49306 [SYN,
1437.. 24916.275774 192.168.1.105 143.166.11.10 TCP. 64 49306 — 21 [ACK]

24916.353

143.166.11.10
192.168.1.105
143.166.11.10

192.168.1.105
143.166.11.10
192.168.1.105

81 Respon:
74 Request: USER an
126 Response: 331 An

1437.. 24916.354224
1437.. 24916.431776

Frame 143715: 81 bytes on wire (648 bits), 81 bytes captured (648 bits)

Ethernet IT, Src: Apple e7:5d:23 (00:19:e3:e7:5d:23), Dst: Dell 38:01:bd (00:08:74:38:01:ba)
Internet Protocol Version 4, Src: 143.166.11.10, Dst: 192.168.1.105

Transmission Control Protocol, Src Port: 21, Dst Port: 49306, Seq: 1, Ack: 1, Len: 27

File Transfer Protocol (FTP)

[Current working directory: ]

©0 08 74 38 01 b4 00 19 e3 e7 5d 23 08 00 45 00 t8 1% E

00 43 ac 68 40 00 ef 06 00 00 8f a6 @b 0a c® a8  -C-h@

©1 69 00 15 cO 9a al 29 b2 a9 20 72 14 bb 50 18 i ) o rop
0030 A% .22 0 R
0040 oft FTP  Service]

@ 7 net-2009-11-18-10_32.pcap.gz

Wireshark - Follow TCP Stream (tcp.stream eq 821) - net-2009-11-18-10_32.pcapgz — O

220 Microsoft FTP Service
USER anonymous
331 Anonymous access allowed, send identity (e-mail name) as password.
PASS IEUser@
230-Welcome to the Dell FTP site. A service of Dell Inc., Round Rock, Texas.
For information about DELL, call +1 800 999 3355 All transfers are logged with
your host name and email address. If you don't like this policy please
disconnect now.
Please be advised that use constitutes consent to monitoring (Elec Comm Priv
Act,
18 USC 2701-2711). Please see the file readme.txt for disclaimers pertaining to
this
service. If your FTP client crashes or hangs shortly after login, try using a
dash
(-) as the first character of your password. This will turn off the
informational
messages which may be confusing your ftp client.
WakuaknnIN CASE OF PROBLEMS®**# %%t aksksnssstnsssanss
** File Content: send EMAIL to dellbbs@dell.com **
** FTP Server: send EMAIL to hostmaster@dell.com **
** Wi Server: send EMAIL to webmaster@dell.com *
230 User logged in.
TYPE T
200 Type set to I.
PASV
227 Entering Passive Mode (143,166,11,10,250,53)
SIZE /video/R79733.EXE
213 4255056
RETR /video/R79733.EXE
125 Data connection already open; Transfer starting.
226 Transfer complete.

6 client phts, 9 server phts, 12 turns.

Entire conversation (1,323 bytes) - | show data as | Ascl -

Find:

@Help

Oclose

Filter Out This Stream Print Saveas... Back

Stream (821 |+

: Defaul





image58.png
Edit View VM Tabs Help || v | &

x
Type here to sea.. ¥
My Computer
[Gii FORS08-SIFT

[C) Attacker ¢
[ Forensics

vae NOG|H

G Home || L1 My Computer 5 Forensics

508 Windows v | File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEA@DIOIRE AQC >V -~-IE=EQQQE

net-2009-11-20-10_|

[tcp.stream eq 32

No. Time Source Destination Protocol Length Info
2186 138.135818  192.168.1.106 143.166.170.10 TCP
2187 138.213768  143.166.170.10 192.168.1.106 TCP
2188 138.214269  192.168.1.106 143.166.170.10 TCP.

2189 138.292467

143.166.176.10
192.168.1.106
143.166.170.10

192.168.1.106
143.166.176.10 FTP
192.168.1.106 FTP

2190 138.292969
2191 138.370666

Frame 2189: 81 bytes on wire (648 bits), 81 bytes captured (648 bits)
Ethernet IT, Src: Apple e7:5d:23 (00:
Internet Protocol Version 4, Src: 143.166.176.10, Dst: 192.168.1.106

Transmission Control Protocol, Src Port: 21, Dst Port: 1067, Seq: 1, Ack: 1, Len: 27
File Transfer Protocol (FTP)

[Current working directory: ]

00 6b db 63 Se a7 00 19 e3 e7 5d 23 08 00 45 00 o 1% E
00 43 53 b9 40 00 ef 06 00 00 8f a6 aa 0a c® a8  CS @
01 6a 00 15 04 2b b7 dd 2b 1a ad cO e2 fd 50 18 -+ - + P

10 2c 99 e2 00 00 32 32 30 20 4d 69 63 72 6f 73 -, 22 0 Micros
6f 66 74 20 46 54 50 20 53 65 72 76 69 63 65 0d  oft FTP Service
oa

@ 7 net-2009-11-20-10_30.pcap.gz

66 1067 — 21 [SYN] Seq|
62 21 ~ 1067 [SYN, ACK
64 1067 — 21 [ACK] Seq/
81 Response: 220
74 Request: USER

126 Response: 331

:e7:5d:23), Dst: Dell 63:5e:a7 (00:0b:db:63:5e:a7)

Wireshark - Follow TCP Stream (tcp.stream eq 32) - net-2009-11-20-10_30.pcapgz — O X | X

220 Microsoft FTP Service
USER anonymous
331 Anonymous access allowed, send identity (e-mail name) as password.
PASS IEUSer@ le
230-Welcome to the Dell FTP site. A service of Dell Inc., Round Rock, Texas. [
For information about DELL, call +1 860 999 3355 ALl transfers are logged with
your host name and email address. If you don't like this policy please
disconnect now.
Please be advised that use constitutes consent to monitoring (Elec Comm Priv -
Act,
18 USC 2701-2711). Please see the file readme.txt for disclaimers pertaining to
this -
service. If your FTP client crashes or hangs shortly after login, try using a
dash
() as the first character of your password. This will turn off the
informational
messages which may be confusing your ftp client.
e e T T et e
“* File Content: send EMAIL to dellbbs@dell.com **
“* FTP Server: send EMAIL to hostmaster@dell.com **
“* W Server: send EMAIL to webmaster@dell.com *
230 User logged in.
TYPE T
200 Type set to I.
PASV
227 Entering Passive Mode (143,166,170,10,200,179)
SIZE /video/R79733.EXE
213 4255056
RETR /video/R79733.EXE
125 Data connection already open; Transfer starting.
226 Transfer complete.

6 client phts, 9 server phts, 12 turns.

Entire conversation (1,325 bytes) - | show dataas | AsCl - |stream 32 %
Find:
@Help Filter Out This Stream Print Save as... Back Oclose
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@ Home [1 My Computer
net-2009-11-21-10_30.pcap.gz
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AEA@DIOIRE AQC >V -~-IE=EQQQE

smb.

Time Source Destination Protocol Length Info
45 463.227284 192.168.1.103 192.168.1.255 BROWSER 220 Get Backup List Request
49465075519 192 2622202 192 162 2 255 BR0USER 220 Gar Rackip list Daguact
58 541.869887 192.168.1.104 192.168.1.255 BROWSER 247 Host Announcement M57-CHARLIE, Workstation, Server, NT Workstation, Potential Browser
155 662.790436 192.168.1.105 192.168.1.255 BROWSER 247 Host Announcement M57-TERRY, Workstation, Server, NT Workstation
159 668.687732 192.168.1.104 192.168.1.255 BROWSER 220 Get Backup List Request
161 669.259872 192.168.1.106 192.168.1.255 BROWSER 247 Host Announcement M57-J0, Workstation, Server, NT Workstation, Potential Browser
164 670.936071 192.168.1.104 192.168.1.255 BROWSER 220 Get Backup List Request
172 727.127024 192.168.1.103 192.168.1.255 BROWSER 258 Host Announcement M57-PAT, Workstation, Server, NT Workstation, Potential Browser
OO-PEO A oo —OOTITEOS BROWOER" e t=Brreier Revee
184 791.573039 192.168.1.106 192.168.1.255 BROWSER 220 Get Backup List Request
219 1187.692976 192.168.1.103 192.168.1.255 BROWSER 220 Get Backup List Request

» Frame 2: 258 bytes on wire (2064 bits), 258 bytes captured (2064 bits)
» Ethernet II, Src: Dell_63:5b:d4 (00:0b:db:63:5b:d4), Dst: Broadcast (Ff:ff:ff:ff:ff:ff)
» Internet Protocol Version 4, Src: 192.168.1.103, Dst: 192.168.1.255

0000 ff ff ff ff ff ff 00 6b db 63 5b d4 45 00 c[-MEE
@0 fo 6b 13 00 00 80 11 aa 33 cO a8 01 67 cO a8 3.9
o1 ff 00 8a 00 8a 00 dc e9 f2 11 02 82 f0 cO a8
01 67 00 8a 00 C6 00 00 20 45 de 44 46 44 48 43 g ENDFDHC
4e 46 41 45 42 46 45 43 41 43 41 43 41 43 41 43 NFAEBFEC ACACACAC
41 43 41 43 41 43 41 43 41 00 20 46 48 45 50 46 ACACACAC A- FHEPF
43 45 4c 45 48 46 43 45 50 46 46 46 41 43 41 43  CELEHFCE PFFFACAC
41 43 41 43 41 43 41 43 41 42 4e 00 f 53 4d 42 ACACACAC ABN- -SMB
25 00 00 00 00 G0 00 00 ©0 00 00 0O 00 00 00 00 %

90 00 00 00 00 00 60 00 ©0 60 00 00 11 80 60 2¢

90 00 00 00 00 00 60 00 ©0 e3 03 00 00 00 60 00

90 00 00 2c 00 56 60 03 ©0 01 00 00 00 02 00 3d Y =
90 5c 4d 41 49 4c 53 4c  4f 54 5c 42 52 4f 57 53 - \MAILSL OT\BROW
45 00 01 00 80 fc @a 00 4d 35 37 2d 50 41 54 0 E M57-PAT
6e 00 74 00 72 @0 6f 00 ©5 01 03 10 01 00 Of 01 n

55 aa 70 61 74 2e 6d 35 37 2e 62 69 7a 00 13 56 U

tro
pat.ms 7.biz- -V
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[/ R79733[11.EXE
+/ R79733[1]1.EXE
+/ R79733[1]1.EXE

+/ R79733[1] EXEZone Identifie 3
+/ R79733[1] EXEZone Identifie 3
+/ R79733[1] EXEZone Identifie

+/ RCHANGEEXE
+/ RCHANGEEXE
+/ RCHANGEEXE

Modified Time

2009-11-20 18:36:19 GMT
2009-11-09 01:33:27 GMT
2009-11-09 00:48:33 GMT
2009-11-20 18:36:19 GMT
2009-11-09 01:33:27 GMT
2009-11-09 00:48:33 GMT
2000-11-16 09:00:00 GMT
2000-11-16 09:00:00 GMT
2000-11-16 09:00:00 GMT

Change Time
2009-11-20 18:36:19 GMT
2009-11-09 01:33:27 GMT
2009-11-09 00:48:33 GMT
2009-11-20 18:36:19 GMT
2009-11-09 01:33:27 GMT
2009-11-09 00:48:33 GMT
2009-11-30 17:35:12 GMT
2009-11-30 17:11:38 GMT
2009-11-30 17:20:25 GMT

Access Time

2009-11-21 00:00:53 GMT
2009-11-09 06:47:36 GMT
2009-12-08 00:07:59 GMT
2009-11-21 00:00:53 GMT
2009-11-09 06:47:36 GMT
2009-12-08 00:07:59 GMT
2009-11-30 21:00:00 GMT
2009-11-30 20:13:10 GMT
2009-11-30 17:20:25 GMT

Created Time

2009-11-20 18:36:09 GMT
2009-11-09 01:32:36 GMT
2009-11-09 00:48:03 GMT
2009-11-20 18:36:09 GMT
2009-11-09 01:32:36 GMT
2009-11-09 00:48:03 GMT
2009-11-30 17:35:12 GMT
2009-11-30 17:11:38 GMT
2009-11-30 17:20:25 GMT

Location

/img_jo-2009-12-11-002.E01/v¢
/img_charlie-2009-12-11.E01/w
/img_pat-2009-12-11.£01/vol v
/img_jo-2009-12-11-002.E01/v¢
/img_charlie-2009-12-11.E01/w
/img_pat-2009-12-11.£01/vol v
/img_jo-2009-12-11-002.E01/v¢
/img_charlie-2009-12-11.E01/w
/img_terry-2009-12-11-002.£01

Hex Text Application

File Metadata OS Account Data Artifacts Analys's Resuls Context Annotations  Other Occurrences

Metadata
Name:
Type:
MIME Type:
Size:
File Name Allocation:
Metadata Allocation:
Modified:
Accessed:
Created:
Changed:
MD5:
SHA-256:
Hash Lookup Results:
Internal ID:

/img_jo-2009-12-11-002.601/vol_vol2/Documents and Settings/Administrator/Local Settings/Temporary Intemet Files/ContentIES/3F02WNE3/R79733[11.EXE

File System
application/x-msdownload
4255056

Allocated

Allocated

2009-11-20 18:36:19 GMT
2009-11-21 00:00:53 GMT
2009-11-20 18:36:09 GMT
2009-11-20 18:36:19 GMT

6448003€628709be41€7165979a440da
1575b435¢673b3d91647b63571007e945fcaf2a667ceeff0ae61ealc691cfI59

UNKNOWN
2198
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@ No security vendors flagged this file as malicious
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peexe  signed  invalid-signature  overlay  revoked-cert

RELATIONS BEHAVIOR COMMUNITY

Undetected
Undetected
Undetected
Undetected

Undetected

ORNCRNCENCRNGENC

Undetected

AhnLab-V3

AliCloud

Antiy-AVL

Arctic Wolf

AVG

Baidu

ORNCRNCENCRNGENC

C Reanalyze = Similar~,  More v

Size
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() Home

(3 Forensics

21 My Computer

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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net-2009-11-20-10_20/

[tcp.stream eq 58
No. Time Source Destination Protocol  Le
1969 386.424204 192.168.1.105 143.166.170.10 TCP.
1970 386.502903 143.166.170.10 192.168.1.105 TCP
1971 386.503162 192.168.1.105 143.166.170.10 TCP.

1972 386.581849

143.166.176.10 192.168.1.105

ngth Info
76 50848 — 21 [SYN] Seqs
66 21 ~ 50848 [SYN, ACK]
64 50848 — 21 [ACK] Seq=

1973 386.582354  192.168.1.105 143.166.176.10 FTP
1974 386.660303  143.166.170.10 192.168.1.105 FTP
1975 386.660814  192.168.1.105 143.166.170.10 FTP
1976 386.739252  143.166.170.10 192.168.1.105 FTP
1977 386.739262  143.166.170.10 192.168.1.105 FTP
1978 386.739512  192.168.1.105 143.166.170.10 TCP
1979 386.741498  192.168.1.105 143.166.170.10 FTP

» Frame 1972: 81 bytes on wire

» Ethernet II, Src: Apple e7:
» Internet Protocol Version 4,

(648 bits), 81 bytes captured (648 bits)
123 (00: :e7:5d:23), Dst: Dell 38:01:ba
Src: 143.166.170.10, Dst: 192.168.1.105

©0 08 74 38 01 b4 00 19 e3 e7 5d 23 08 00 45 00 t8 1% E
00 43 92 de 40 00 ef 06 00 00 8f a6 aa 0a c® a8  C- @

©1 69 00 15 c6 a® bf 9a e0 7c 1d 22 1d c9 50 18 i |-"P
10 2c 67 21 00 @0 32 32 30 20 4d 69 63 72 6f 73  -,g! 22 O Micros
6f 66 74 20 46 54 50 20 53 65 72 76 69 63 65 0d  oft FTP Service
oa

7 net-2009-11

81 Response: 220 Microso
74 Request: USER anonymo
126 Response: 331 Anonymo
72 Request: PASS IEUser@

1004 Response: 230-Welcome
75 Response: 230 User lo
64 50848 — 21 [ACK] Seqs
66 Request: TYPE T

(00:08:74:38:01:b4)

1

Wireshark - Follow TCP Stream (tcp.stream eq 58) - net-2009-11-20-10_20.pcap.gz

220 Microsoft FTP Service
USER anonymous
331 Anonymous access allowed, send identity (e-mail name) as password.
PASS IEUser@
230-Welcome to the Dell FTP site. A service of Dell Inc., Round Rock, Texas.

For information about DELL, call +1 860 999 3355 ALl transfers are logged with

your host name and email address. If you don't Llike this policy please
disconnect now.

Please be advised that use constitutes consent to monitoring (Elec Comm Priv
Act,

18 USC 2701-2711). Please see the file readme.txt for disclaimers pertaining to
this

service. If your FTP client crashes or hangs shortly after login, try using a
dash

(-) as the first character of your password. This will turn off the
informational

messages which may be confusing your ftp client. b

Yeesetea]y CASE OF PROBLEMSS*#4+4%sessssassasansssass

** File Content: send EMAIL to dellbbs@dell.com .

** FTP Server: send EMAIL to hostmaster@dell.com

** wwW Serve send EMAIL to webmaster@dell.com

|

230 User logged in.

TYPE T

200 Type set to I.

PASV

227 Entering Passive Mode (143,166,170,10,196,165)
SIZE /network/R54402.EXE

213 4123504

RETR /network/R54402.EXE

125 Data connection already open; Transfer starting.

6 client phts, 8 server phts, 12 turns.

Entire conversation (1,305 bytes) - | show data as | Ascl

Find:

@Help Filter Out This Stream Print Save as.
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tadata
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MIME Type:
=

ile Name Allocation:
Vletadata Allocation:
Viodified:

SHA-256:
fash Lookup Results:
ntemal ID:

/img_terry-work-usb-2009-12-11.E01/vol_vol2/R54402.EXE

File System
application/x-msdownload
4123504

Allocated
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@ File distributed by Dell C Reanalyze == Similar~  More v
91c0d843f0676a3e00abca76110b400d7£28b040e68afd9e68e80436b8bd58 size Last Analysis Date
R54402.EXE 3.93MB 3months ago
Community
Score peexe  knowndistributor  direct-cpu-clock-access  signed  revoked-cert  nsrl invalid-signature  overlay  runtime-modules
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY (1

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis © Do you want to automate checks?
Acronis (Static ML) ) Undetected AhnLab-V3 ) Undetected
Alibaba (©) Undetected AliCloud (©) Undetected
AlYac ) Undetected Antiy-AVL ) Undetected
Arcabit ) Undetected Arctic Wolf ) Undetected
Avast ) Undetected AVG ) Undetected
Avira (no cloud) (©) Undetected Baidu (©) Undetected
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Jjoexe
Jjo.exe:AFP_AFPINFO
+/ jo.exe:COM.APPLEQUARANT

¥ jp2launcher.exe

X jp2launcher.exe
¥ jp2launcher.exe 2
X jp2launcher.exe
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2009-11-13 21:02:16 GMT
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2009-11-13 21:02:16 GMT
2009-11-20 19:36:08 GMT
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2009-12-05 18:28:45 GMT
2009-12-05 18:28:45 GMT
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/img_jo-2009-12-11-002.E01/y
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fex Text Application File Metadata OS Account Data Artifacts Analysis Results Context Annotations Other Occurrences

Aetadata
Name: /img_jo-2009-12-11-002.E01/vol_vol2/32bits_i386/jo.exe
Type: File System
MIME Type: application/x-dosexec
Size: 92088

File Name Allocation: Allocated
Metadata Allocation: Allocated

Modified: 2009-11-13 21:02:16 GMT

Accessed; 2009-12-11 19:54:00 GMT

Created: 2009-12-05 02:36:29 GMT

Changed: 2009-12-05 18:28:45 GMT

MDS: 731bef4740306624fd009045c343f01

SHA-256: 4a61a9bcc3b41751e00ec28c2c606ac54d12d154f332028359db769d0082ch2

Hash Lookup Results: UNKNOWN
Ttarmal 1M PR
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fable  Thumbnail Summary

Save Table as CSV

ource Name Source File Path Result Type Comment  User Name L.
 Installed Programs at 2009-11-20 11:01:20 GMT /img_terry-2009-12-11-002.£01/v0l vol2/Windows/Syst. Installed Programs user-admin

% program Name: JO.EXE at 2009-12-11 19:54:00 GM" /img_jo-2009-12-11-002.E01/vol_vol2/WINDOWS/Prefe Run Programs user-admin

® Program Name: JO.EXE at 2009-12-11 19:54:00 GM" /img_jo-2009-12-11-002.E01/vol_vol2/WINDOWS/Prefe Run Programs user-admin

% program Name: VNC-4_13-X86_WIN32.EXE at 200! /img_terry-2009-12-11-002.£01/vol vol2/Windows/Pref. Run Programs user-admin

® Program Name: VNC-4_13-X86_WIN32.TMP at 20C /img_terry-2009-12-11-002.£01/vol vol2/Windows/Pref. Run Programs user-admin

% Name: U2FsdGVKX18yMj.11MTlyMuK-ZPZRMLROpyl /img_terry-2009-12-11-002.£01/vol vol2/Users/terry/A... Web Form Autofill user-admin

% Name:  at 2009-12-04 17:06:15 GMT /img_jo-2009-12-11-002.£01/vol _vol2/Documents and S Web Form Autofill user-admin

% Name: cti11$tZip at 2009-12-10 16:55:27 GMT  /img_jo-2009-12-11-002.£01/vol vol2/Documents and S Web Form Autofill user-admin

% Domain: google.com at 2009-12-04 17:06:18 GMT /img_jo-2009-12-11-002.E01/vol_vol2/Documents and S Web History user-admin
fex Text Application Source File Metadata OS Account Data Artifacts Analysis Results Context  Annotations Other Occurrences

Result: 2 of 7 Result | € 2 Run Programs
yoe Value Source(s)

rogram Name | JOEXE Windows Prefetch A
ath /32BITS 1386 Windows Prefetch A
ate/Time 2009-12-11 19:54:00 GMT Windows Prefetch A
ount B Windows Prefetch A
omment Prefetch File Windows Prefetch A
ource File Path | /img_jo-2009-12-11-002.01/vol_vol2/WINDOWS/Prefetch/JO.EXE-27F98025.pf
rtifact ID -9223372036854719309
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@ No security vendors flagged this file as malicious C Reanalyze == Similar~  More v
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j 89.93KB 3monthsago EXE
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Avast ) Undetected AVG ) Undetected

Avira (no cloud) (©) Undetected Baidu (©) Undetected
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., I 2009-12-1119:5400 =/ LogEntry Prefetch [JO.EXE] was executed - run count 8 path: \32BITS | . | number: 0xS82A010, device path: \DEVICE\HARDDISKVOLUMET]
usb-2008-1 2009-12-11 195402 Log ey {7035 0x157b) Source Name: Service Contrl Manager Message . umber 740 Event Type: aure Aucit event Event Categony:0 J
4den De tart: 1 Dec 2009, 19:4900 o wmpsy [year -] (W[ 4| » |/ m Enc: | 11 Dec 2009, 195900 o
Hex Text Applic 1 Source File Metadata ©© 7unt Data Artifacts Analysis Results Conext Annotations  Other Occurrences
Metadata
Name: /img_jo-2009-12-11-002.£01/vol_vol2/WINDOWS/Prefetch/JO.EXE-27F98025.pf
Type: File System
MIVE Type: B e
e Py

File Name Allocatior: Allocated
Metadata Allocation: Allocated

Modified: 2009-12-11 195410 GMT
Accessed: 2009-12-11 195410 GMT

Created: 2009-12-05 182312 GMT

Changed: 20091211 195410 GMT

MDs: 62296776802347310938196e268cbces
SHA-256: 710cr30a47:

Hash Lookup Results: UNKNOWN
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Modified Time 2009-11-24 21:40:09 GMT
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Size. 42374

42.zip (]
Help





image70.png
> | & ureaddress domainorflenash

(@ 36/57 security vendors flagged this file as malicious
/51 db6981082063dbb4bacadd27c1fbeb86d9e4adTbI6661c0945b77a6b9bb0%S

422p
Community

4 o stachment  seprocssname  detctdebugenvonment e

DETECTION DETAILS RELATIONS BEHAVIOR  COMMUNITY 21+

Join our C and enjoy wnity insights and , plus an API key to automate checks.

Popular threat label () trojan.arcbomb/zipborb. ‘Threat categories ~ trojan

Security vendors' analysis @

AhnLab-v3 @ Binimage/Zipbomb. Alibaba
AliCloud (@ Trojan[dropper]:Android/Archbomb.zQi Arcabit
Avira (no cloud) (@ DRjArchbomb.ME Baidu

BitDefender @ TrojanArcbomb.ZJD Clamav

& @) A s G

sign

C Reanalyze = Similar+  More

Size Last Analysis Date H
4138K8  2daysago 2P
Family labels arcbomb  zipbomb  archbomb
Do you want to automate checks?

@ Trojan:Win32/ZipBomb.da7f549c
@ Trojan.Arcbomb.ZJD

(@ Archive.Bomb.

@ WinTrojan.ArcBomb-2

(@) Malicious (scor

0)




image71.png
3 Timeline - Editor =] X
Timeline x v
Display Times In: (@ Local Time Zone GMT / UTC . - -

play 4 View Mode: | il Counts £ Details o Add Event | & Snapshot Report || | % Refresh Vi
40 History | 4= Back | 1,300 event
T Fiers Date/Time Event Type Description Tagged  Hash Hit

ot Ao e
o Apply | Rese: 2009-11-24 21:38:39 [ Acm /Users/terry/AppData/Local/Google/Chrome/User Data/Default/Cache/data_2/data_2_b2020b50
Must include text ~12009-11-2421:39:31 # Web Form Autofill Created  searchzip bomb £y
2009-11-24 21:39:57 A /Users/terry/Documents/Personal/42.zip LY
Must be tagged = -
2009-11-24 21:39:57 Wa_ /Users/terry/Documents/Personal/42.zipZone Identifier LY
Must have hash hit -
2009-11-24 21:40:07 L1 ACBM /$Extend/$Usnirnl:$)
Limit data sources to =
2009-11-24 21:40:07 L ACBM /$Extend/$Usn)rl:$Max
2009-11-24 21:40:08 9 8 /Users/terry/Documents/Personal/42.zipZone Identifier LY
2009-11-24 21:40:08 W s /Users/terry/Documents/Personal/42.zip LY
2009-11-24 21:40:09 ;_: ACM /Users/terry/Documents/Personal

Start: | 24 Nov 2009, 21:09:57

Jump By: | year - K 4 > Mn

End: | 24 Nov 2009, 22:09:57

Hex Text Application Source File Metadata OS Account Data Artifacts /nalysis Results Contexi Annotations Other Occurrences

File Name Allocation: Allocated
Metadata Allocation: Allocated

Hash Lookup Results: UNKNOWN

Modified: 2009-12-09 22:07:10 GMT

Accessed; 2009-11-19 19:41:19 GMT

Created: 2009-11-19 19:41:19 GMT

Changed: 2009-12-09 22:07:10 GMT

MDS: 57f15761303ad81e0a2d6a722ebecc3b

SHA-256: ee6030d67ca4d30f1aa2a06acc4d94e96942bfb680027351b8cc351761bTaafe

Metadata
Name: /img_terry-2009-12-11-002.E01/vol_vol2/Users/terry/AppData/Local/Google/Chrome/User Data/Default/Web Data
Type: File System
MIME Type: application/x-sqlite3
Size: 53248
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File

DSC00009.PG
DSC00003.JPG
DSC00004.JPG
DSC00005.1PG
DSC00006.JPG
DSC00007.JPG
DSC00008.PG
DSC00018.JPG
DSC00011.JPG
DSC00020.JPG
DSC00013.JPG
DSC00015.1PG
DSC00017.JPG
DSC00010.JPG
DSC00019.PG
DSC00012.JPG
DSC00021.JPG
DSC00014.JPG
DSC00016.1PG
DSC00009.PG
DSC00034.JPG
DSC00059.JPG
DSC00020.JPG
DSC00045.1PG
DSC00031.JPG
DSC00056.1PG
DSC00017.JPG
DSC00042.1PG

File Path

/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/DSC00009.IPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00003.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00004.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00005.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00006.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00007.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00008.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00018.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00011.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00020.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00013.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00015.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00017.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00010.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00019.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00012.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00021.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00014.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00016.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00009.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00034.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00059.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00020.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00045.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00031.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00056.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00017.JPG
/img_jo-favorites-usb-2009-12-11.E01/vol_vol2/HighQuality/DSC00042.JPG

Comment Modified Time
2009-11-11 09:16:56 GMT
2009-11-05 22:22:56 GMT
2009-11-05 22:23:12 GMT
2009-11-08 11:15:06 GMT
2009-11-08 11:15:18 GMT
2009-11-08 11:15:40 GMT
2009-11-08 11:15:44 GMT
2009-11-08 11:17:52 GMT
2009-11-08 11:16:18 GMT
2009-11-08 11:18:22 GMT
2009-11-08 11:16:28 GMT
2009-11-08 11:17:00 GMT
2009-11-08 11:17:36 GMT
2009-11-08 11:16:02 GMT
2009-11-08 11:18:12 GMT
2009-11-08 11:16:22 GMT
2009-11-08 11:18:36 GMT
2009-11-08 11:16:44 GMT
2009-11-08 11:17:28 GMT
2009-11-08 11:15:52 GMT
2009-11-08 11:23:04 GMT
2009-11-08 11:26:16 GMT
2009-11-08 11:18:22 GMT
2009-11-08 11:24:08 GMT
2009-11-08 11:22:42 GMT
2009-11-08 11:26:00 GMT
2009-11-08 11:17:36 GMT
2009-11-08 11:23:48 GMT

Accessed Time

2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT
2009-11-24 00:00:00 GMT

Changed Time
'0000-00-00 00:00:00
'0000-00-00 00:00:00
'0000-00-00 00:00:00
'0000-00-00 00:00:00
'0000-00-00 00:00:00
'0000-00-00 00:00:00
'0000-00-00 00:00:00
'0000-00-00 00:00:00
'0000-00-00 00:00:00
'0000-00-00 00:00:00
'0000-00-00 00:00:00
'0000-00-00 00:00:00
'0000-00-00 00:00:00

0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00-00 00:00:00

0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00-00 00:00:00

Created Time

2009-11-18 04:36:30 GMT
2009-11-18 04:35:13 GMT
2009-11-18 04:35:15 GMT
2009-11-18 04:35:15 GMT
2009-11-18 04:35:16 GMT
2009-11-18 04:35:17 GMT

2009-11-18 04:35:28 GMT
2009-11-18 04:35:22 GMT
2009-11-18 04:35:24 GMT
2009-11-18 04:35:26 GMT

2009-11-18 04:35:29 GMT
2009-11-18 04:35:23 GMT
2009-11-18 04:35:25 GMT
2009-11-18 04:35:18 GMT

2009-11-18 04::
2009-11-18 04:
2009-11-18 04::
2009-11-18 04:35:48 GMT
2009-11-18 04:35:37 GMT
2009-11-18 04:36:00 GMT
2009-11-18 04:35:26 GMT
2009-11-18 04:35:46 GMT

GMT

Size MD5 Hash
334501 41707a9e62ed87c072321
1549288 1dd00f2e51aeebe7541ce
1501533 6af8563ce22a5583d05e0
470934 f8cf8adbcbag5dabd154d¢
430531 b1230dac0bf7d83f49689¢
671474 f90ec99b6526d2cb9af28t
682666 24e75f2c16005106b4872
411193 d13316f10bb7ba29c3a7c;
583681 acf7540e7b25b6615ach9
680211 6c7220b4f726c2d35ebb7
529502 faf3f87f9788af223b031ff
504462 c08c85eda6073c2267839
527558 77e8{7f4b47c9b994673ce
707437 f99b749cbffd302e0bb6ad
849126 6ec30ca3eabbaacd4c80a
552994 42d13827189a207e3d2dz
747979 4f7e7ac5dba27537a2aed
669309 88750ffbSebdf1d61d34es
538336 fbele0d871926f1559be0
651471 5461e5442ef570b8cf5df6
702843 1b6ca277955778b941111
1066782 dd35ef460699754825dbb
680211 6c7220b4f726c2d35ebb7
517318 5bd90d1d6941f8c876356
735173 d34638b0f8f8241433ae5!
649752 46b650c5057da784fabs52
527558 77e8{7f4b47c9b994673ce
518350 25566a2aec959d3ad15a5
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File

limg_terry-work-usb-2009-12-11 E01/vol_vol2/R54402 EXE
limg_charlie-work-usb-2009-12-11 E01/vol_vol2/invsecr2 exe
limg_terry-work-usb-2009-12-11 E01/vol_vol2/vnc-4_1_3-x86_win32 exe

fimg,
fimg,
fimg,
fimg,
fimg,
fimg,
fimg,
fimg,

fimg,

charlie-work-usb-2009-12-11 EQ1/vol,
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