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1. Introduction 3. Methods 5. Sample Processes

Open Source Intelligence (OSINT) enables organisa- 1. Use surveys and focus groups to understand cur-
tions to better protect their networks and systems rent process and to establish key requirements. Flgure 3:
. New Analytic Code analy-

from otherwise unknown threats [1]. 2. Categorise and compare OSINT tooling and tech- sis process

niques.
39% of UK businesses identified a cyber attack in 3. Map OSINT tools to each stage of the Cyber Kill
2022 [2]. To protect against a cyber attack you must Chain [3]
understand your attack surface and attack vectors. 4. Map attack surfaces to understand potential

attack vectors and unintended exposures. Figure 4
This project shows how structured OSINT can be 5. Use attack surfaces and appropriate tools and New HTTPS Certfcate

. . analyslis process
used to improve the investigation of cyber security technique to create Standard Operating Proce-
incidents. dures to search for unintended exposures.
6. User testing and evaluation.

2. Project Aims

+ Compare OSINT tools and tech- 4. Results 6. Feedback

niques. “The new process helped me find a lot more

. . . . Figure 1: Efficiency ivot points faster.”

* Create Standard Operatlng Proce' = Improved detecnon (77 add|t|0na| Indlca_ WEEKLY OSINT PROCESS AVERAGE TIME COMPARISON P P '

dures for OSINT investigations and in- tors found). ; . “Finished the investigation much quicker and

- . confident nothing has been missed!”

cidents. - Accuracy improved by 187% i &
14 Create a hew EfﬁCIent and accurate = NeW typo Squathng process_ 51: N . =

weekly process. : . o , M IIm T = . 7. Conclusion and Future Work

= News and social media monitoring auto- s
+ Increase automation. mated. _ _ _
Figure 2: Accuracy OSINT is an Unexp|0|ted gOldmlne [4],

— . = Breach data idenﬁﬁcaﬁon automated_ Weekly OSINT Process Accuracy Comparison Standard Operating Procedures have
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Process Automation (RPA) [5] and Face-
book’s Rosetta Text Extraction System [6].
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