


Contents
1. Introduction	2
2.Implementation	3
2.1.1	Lab 1: Building a simple network	3
2.1.2 Lab 1: Reflection	3
2.2.1 Lab 2: Building a switch and router network	4
2.2.2 Lab 2: Reflection	5
2.3.1 Lab 3: IPv4, subnetting, VLSM and IPv6 addressing	6
2.3.1.1 Features of IPv6	6
2.3.1.2 Subnetting and VLSM	8
2.3.2 Lab 3: Reflection	1
2.4.1 Lab 4: Securing and accessing network devices with SSH	1
2.4.2 Lab 4: Reflection	4
2.5.1 Lab 5: Understanding ethernet cables	5
2.5.1.1 Cat 5e and 6 Ethernet Cable Standards	5
References	7

[bookmark: _Toc26995086]1. Introduction
This report will evidence the different tutorial labs completed as part of the networking module and research reports which build on what has been taught in the networking lectures. There are five labs in total, varying in complexity from building a simple network to creating Variable length sub networks. The networks required to complete the labs were built in packet tracer. To complete the ethernet cable lab it required using physical equipment to fully understand the components ethernet cable. 

[bookmark: _Toc26995087]2.Implementation

2.1.1 [bookmark: _Toc26995088]Lab 1: Building a simple network
[image: ]
Figure 1 Simple network
Table 1 Interface Status
	Interface
	S1
	S2

	
	Status
	Protocol
	Status
	Protocol

	F0/1
	Up
	Up
	Up
	Up

	F0/6
	Up
	Up
	Down
	Down

	F0/18
	Down
	Down
	Up
	Up

	VLAN 1
	N/a
	N/a
	N/a
	N/a



Why are some Fast Ethernet ports on the switches are up and others are down?
There should only be two ports up on each switch as there is only two cable connected to each switch. One for the connection between the two switches both on F0/1. The other is the connection form each end device to the switch, PC 0 going to F0/6 on switch 1 and PC 1 going to F0/18 on switch 2. 
What could prevent a ping from being sent between the PCs?
There are a couple of reasons that could prevent a ping being sent:
· Cables not connected properly
· IP addresses not configured on the end devices
	
[bookmark: _Toc26995089]2.1.2 Lab 1: Reflection
A simple network has been created comprising of two switches and two end devices. The end devices were each connected to a switch through their fast ethernet port using a straight through cable. The two switches were then connected using a cross over cable. The two end devices have connectivity between each other which has been achieved by setting up IP addresses on each device. The connectivity between the end devices has been tested by using the ping command followed by the IP address of the opposite end device in the .cmd terminal. If the ping returned a response from the other end device then connectivity between the two devices is confirmed. 
	Configuration of each switch was then carried out. During the configuration of each switch different commands were entered to help protect the switch from unwanted access. This includes giving the switch a host name, setting up local passwords to prevent unauthorized access and the domain name system was disabled. A messaged of the day was also configured on the switch to warn anyone accessing the switch without authorization is forbidden. Finally, the configuration was saved and then the show running config command was entered to prove the above configurations had been made. 

[bookmark: _Toc26995090]2.2.1 Lab 2: Building a switch and router network
[image: ]
Figure 2 Switch and Router Network

Why were the pings not successful?
The router is not yet configured
Were the pings successful? Why?
The pings were successful as the router is now configured meaning the end devices are now connected
a. Use the show version command to answer the following questions about the router.
What is the name of the IOS image that the router is running?
C1900 Software (C1900-UNIVERSALK9-M)
How much DRAM memory does the router have?
64 bits 
How much NVRAM memory does the router have?
255K bytes 
How much Flash memory does the router have?
249856K bytes 
b. Use the show version command to answer the following questions about the switch.
What is the name of the IOS image that the switch is running?
C290 Software (C2960-LANBASE-M) 
How much dynamic random access memory (DRAM) does the switch have?
21039K bytes 
How much nonvolatile random-access memory (NVRAM) does the switch have?
63488K  bytes 
What is the model number of the switch?
[bookmark: _GoBack]WS-C2960-24TT

Use the show ip route command on the router to answer the following questions.
What code is used in the routing table to indicate a directly connected network? 
C
How many route entries are coded with a C code in the routing table? 
2 
What interface types are associated to the C coded routes?
Directly Connected 
Use the show interface g0/1 to answer the following questions.
What is the operational status of the G0/1 interface?
Up
What is the Media Access Control (MAC) address of the G0/1 interface?
0001.4328.3002
How is the Internet address displayed in this command?
192.168.1.1/24

[bookmark: _Toc26995091]2.2.2 Lab 2: Reflection
If the G0/1 interface showed administratively down, what interface configuration command would you use to turn the interface up?
No shut 

What would happen if you had incorrectly configured interface G0/1 on the router with an IP address of 192.168.1.2?
The switch and PC-A would not be connected to the network 

Explain the operation of a Router and a Switch.
A router is a device that forwards data packets between networks. They direct the traffic in the network in the form of packets using the packet header information to determine the ultimate destination. 
A switch is a device that connects devices in a computer network using packet switching to forward and receive data to a destination device. 

In this network there is a switch, router and two end devices connected to form two sub networks. PC-A has the IP address of 192.168.1.3 and the default gateway of 192.168.1.1. This PC is then connected to the switch and the switch connected to the router port G0/1 with the IP address of 192.168.1.1. PC-B has the IP address of 192.168.0.3 and the default gateway of 192.168.0.1. PC-B is connected to the router port G0/0 which has the IP address of 192.168.0.1. 
	Once the devices are all set up and the IP addresses and default gateways have been configured there should be network connectivity between the two end devices. To confirm this, we can use the ping command to ping the IP address of PC-B from PC-A where we should see a response to the ping. 
This network differs from the previous network as we have created two sub networks and connected these two sub networks using a router and a different default gateway for each network. 

[bookmark: _Toc26995092]2.3.1 Lab 3: IPv4, subnetting, VLSM and IPv6 addressing

[bookmark: _Toc26995093]2.3.1.1 Features of IPv6
Understanding IPv4 and IPv6 addressing (word count 1000) 
IPv6 is the latest version of the internet Protocol. Internet protocol is used to identify devices across the internet so that they can be located using its IP address in order for devices to be able to communicate. Its very similar to the way physical addresses work when mailing a letter. The previous internet protocol, IPv4, is still widely used today but its addressing scheme is limited. It uses a 32-bit addressing scheme which is able to support 4.3 billion devices. Due the growth of the internet, computers, smart phones and the internet of things it was recognized 20 years ago that IPv4 would eventually run out, therefore the Internet Engineering Task Force (IETF) created IPv6. IPv6 uses 128-bit addressing to support approximately 340 trillion trillion addresses. IPv6 can handle packets much more efficiently, it improves performance and has increased security. [1]
Address Types
IPv6 addresses can be classified into three different categories:
1. Unicast Address: acts as an Identifier for a single interface, a packet sent to a unicast address is delivered to the interface identified by that address
2. Multicast Address: acts as an identifier for a group of interfaces that belong to the different nodes, a packet sent to a multicast address is delivered to multiple interfaces
3. Anycast Address: acts as identifiers for a set of interfaces that may belong to the different nodes, a packer destined for an anycast address is delivers to one of the interfaces identified by the address [2]
Structure 
Ipv6 addresses are 128 bits in length and are made up of eight groups of hexadecimal quartets (sometimes referred to as a hextet) separated by colons between each quartet. This results in eight 16 bit sections in the preferred form x:x:x:x:x:x:x:x where each x can be made up using up to four hexadecimal digits. Alphanumeric characters used in hexadecimal are not case sensitive, therefore upper- and lower-case characters are equivalent, but it is recommended that IPv6 addresses eb represented in lower case. 
[image: ]
Figure 3 Example IPv6 Addresses
The figure above shows examples of IPv6 addresses, however there are a few rules that can be applied to make the addresses easier to read: 
1. Omit leading 0s – any leading 0s in any hextet can be omitted
2. Omit all-0s hextets – a double colon (::) can be used to represent any single, contiguous string of two or more hextets consisting of all 0s. [3]
Features of IPv6 and Security
Statefull and Stateless address configuration – In IPv6 statefull or stateless address configuration is possible. Hosts can automatically configure with IPv6 address called link-local addresses and with addresses derived from prefixes advertised by local routers. When first connected to a network, a host sends a link-local router solicitation multicast request for its configuration parameters. The router which is available in the link responds to the request from the host with a router advertisement packet that contains network-layer configuration parameters. Hosts can configure link-local addresses automatically and communicate each other without manual configuration even there is no router available. The hosts may also have stateful configuration with the Dynamic Host Configuration Protocol version 6 (DHCPv6) or static configurations, similar to IPv4. 
Neighbor Discovery Protocol - The Neighbor Discovery Protocol is a protocol available IPv6. The Neighbor Discovery protocol is based on Internet Control Message Protocol Version 6 (ICMPv6) messages that manage the interaction nodes on the same link. There is no Address Resolution Protocol (ARP) for IPv6 and the role is replaced by Neighbor Discovery Protocol (NDP).
Broadcast - Broadcast communication is not available in IPv6 and therefore does not define broadcast addresses. In IPv6, the effect of broadcast can be achieved by sending a packet to the link-local all nodes multicast group at address ff02::1.
Much larger address space – as mentioned above IPv6 uses a 128-bit address. This allows a total of 2128(3.4x1038) addresses, much more than IPv4. This allows for better allocation and more efficient route aggregation. Due to the large number of addresses available in IPv6 address conservation techniques used in IPv4 like NAT (Network Address Translation) can be eradicated. 
New Packet Format and Header – Ipv6 uses a new packet format. The new format helps to minimize packet header processing by routers. This is made possible by moving non-essential and optional fields to extension headers that are placed after the IPv6 header. IPv4 and IPv6 packets differ significantly and therefore they are not interoperable. 

Extensibility - The features of IPv6 can be extended by adding extension headers after IPv6 header. The size IPv6 extension headers is constrained only by the size of the IPv6 datagram packet, unlike 40 bytes of options of IPv4
Integrated Internet Protocol Security (IPSec) - Internet Protocol Security support is mandatory in IPv6, whereas is was option in IPv4. Internet Protocol Security is a set of Internet standards that uses cryptographic security services to provide Confidentiality, Authentication, Data integrity. [4]
The IPv6 protocol has solved some, but not all, of the security problems found in IPv4 networks. One example is the mandatory inclusion of IP Security (IPsec) in the IPv6 protocol, which makes it fundamentally more secure than the older IPv4 standard. However, given its flexibility, the IPv6 protocol introduces new problems. A mobile IP protocol is built into the IPv6 protocol, and security solutions for this protocol are still under development. The dynamic configuration flexibility of IPv6 (such as stateless address autoconfiguration) could also become a serious security problem, if not implemented correctly. The overall enhancements in IPv6 may provide better security in certain areas, but there are areas that attackers may be able to exploit. [5]

[bookmark: _Toc26995094]2.3.1.2 Subnetting and VLSM
Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts    
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between router
2


Table 2 VLSM
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0/23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0/24
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0/26
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64/27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96/29
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	R1 - R2 Serial Links
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	R2 – R3 Serial Links
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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[bookmark: _Toc26995095]2.3.2 Lab 3: Reflection
In this lab IPv6 has been researched and the different features of it investigated. Variable length subnet masking has been used to create a network to meet the requirements of the subnets within it. Using VLSM allows us to create a hierarchy of different sized subnets without wasting large numbers of addresses. [6]
[bookmark: _Toc26995096]2.4.1 Lab 4: Securing and accessing network devices with SSH

[image: ]
R1(config)# login block-for 30 attempts 2 within 120
What does the 2 within 120 mean in the above command?
It illustrates the number of failed attempts allowed within the time frame of 120 seconds 
What does the block-for 30 mean in the above command?
It means the user will be locked out for 30 seconds 
Establish an SSH connection to the router.
Start Tera Term from PC-A.
Use Tera Term to telnet to R1.
Does R1 accept the Telnet connection? Explain.
No, I decided not to enable telnet on the router due to security risks associated with telnet
[image: ]
Use Tera Term, establish an SSH session to R1. Use the username admin and password adminpass. You should be able to establish an SSH session with R1.
Does R1 accept the SSH connection? 
Yes
[image: ]
Intentionally mistype the user and password information to see if login access is blocked after two attempts.
What happened after you failed to login the second time?
It closes the current session and ask if I want to try and reestablish the session using the previous credentials. 
[image: ]
After the 30 seconds has expired, SSH to R1 again and login using the SSHadmin username and Admin1p@55 for the password.
After you successfully logged in, what was displayed?
 	The banner message configured on the router. 
Enter privileged EXEC mode and use Enablep@55 for the password.
If you mistype this password, are you disconnected from your SSH session after two failed attempts within 120 seconds? Explain.
The session was disconnected, and I had to wait 30 seconds before being able to reenter the password. 
Issue the show running-config command at the privileged EXEC prompt to view the security settings you have applied.
Are you able to establish an SSH session with the switch?
Yes
What versions of SSH are supported from the CLI?
SSH Version 1 and Version 2 
How would you provide multiple users, each with their own username, access to a network device?
You would configure multiple users and passwords on the device.



[bookmark: _Toc26995097]2.4.2 Lab 4: Reflection
Securing and accessing network devices with SSH lab was completed in packet tracer. It required me to configure a router, switch and end device in order to be able to access the router using SSH. I was successful in being able to access the network devices using SSH, however, I did experience some issues with using packet tracer to complete this lab. Packet tracer seemed to have a bug when testing the 30 second lockout whereby it would get stuck in the lockout unless it was closed and reopened. Also come of the commands in the lab were incorrect but easily corrected with some research. 
Encryption standards comparison

Encryption is a form of security technology that works by scrambling data so it can’t be read by unintended parties. For example, if you wanted to send a private message, once encrypted it would become a random bunch of characters. Once the message is encrypted you need a key to decrypt it and return the data to its original format. Encryption works whether data is in transit or sitting in storage, so even if your network was breached the data would be unreadable without the decrypt key. There are many forms of encryption technology available, with strength and key size being the biggest difference between them. 
DES
The Data Encryption Standard (DES) is an outdated symmetric-key method of data encryption. DES works by using the same key to encrypt and decrypt data so both sender and receiver must use the same key. DES has been superseded by AES. DES was originally designed by researchers at IBM in the 1970s and was adopted by the US government for the encryption of commercial and sensitive data. DES uses a 64-bit key, but eight bits are used for parity checks, therefore limiting the key to 56-bits. It would take a maximum of 72,057,594,037,927,936 attempts to find the correct key, this makes DES susceptible to brute force attacks. Since encryption strength is directly related to key size, 56-bit key lengths are now to small relative to the processing power of modern computers, which led to the development of the Advanced Encryption Standard (AES).[7]
AES
The Advanced Encryption Standard (AES) is a symmetric block cipher used by the U.s government to protect classified information. It is also implemented in software and hardware throughout the world to encrypt sensitive data. AES was developed by the Nation Institute of Standards and Technology (NIST) as a successor for the Data Encryption Standard (DES) which started to become vulnerable to brute force attacks. NIST specified that AES must be a block cipher algorithm capable of handling 128 bit blocks using keys sized at 128, 192, and 256 bits. The algorithm chosen by NIST was submitted by two Belgian cryptographers, Eli Biham and Lars Knudsen. The AES encryption algorithm defines several transformations that are to be performed on data stored in an array. The first step of the cipher is to put the data into an array; after which the cipher transformations are repeated over several encryption rounds. The number of rounds is determined by the key length, with 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit keys.[8]

SHA
Secure Hash Algorithms (SHA) is the name of a series of hash algorithms designed to keep data secured. SHA works by transforming the data using a hash function: an algorithm that consists of bitwise operations, modular additions, and compression functions. The hash function then produces a fixed-size string that looks nothing like the original. These algorithms are designed to be one-way functions, meaning that once they’re transformed into their respective hash values, it’s virtually impossible to transform them back into the original data. A few algorithms of interest are SHA-1, SHA-2, and SHA-3, each of which was successively designed with increasingly stronger encryption in response to hacker attacks. SHA-0 is now obsolete due to the widely exposed vulnerabilities. A common application of SHA is to encrypting passwords. 
RSA
Rivest–Shamir–Adleman (RSA) is an algorithm used to encrypt and decrypt messages on computers. It’s an asymmetric cryptographic algorithm meaning there are two different but mathematically linked keys, one public and one private. The public keys can be given to anyone, but the private keys must be kept secret. In RSA cryptography both keys can be used to encrypt a message, but the opposite keys are used to decrypt it. This attribute of RSA has made it one of the most widely used asymmetric algorithms as it provides a method to assure the confidentiality, integrity and authenticity of electronic communications and data storage. The public and private key generation algorithm is the most complex part of RSA cryptography. Two large prime numbers, p and q, are generated using the Rabin-Miller primality test algorithm. A modulus, n, is calculated by multiplying p and q. This number is used by both the public and private keys and provides the link between them. Its length, usually expressed in bits, is called the key length. RSA security relies on the computational difficulty of factoring large integers. As computing power increases and more efficient factoring algorithms are discovered, the ability to factor larger and larger numbers also increases.[9]
There are two main types of encryption in use today symmetric (AES) and asymmetric (RSA). The main difference for each method is that symmetric uses the same key and asymmetric uses different keys. Although symmetric encryption is an older method it is faster than asymmetric encryption making it useful for bulk data encryption. Asymmetric encryption is normally used for payment transactions or validations of identity.  Hashing is not technically encryption as there is no secret key involved, and the hash can be recreated. 
[bookmark: _Toc26995098]2.5.1 Lab 5: Understanding ethernet cables
[bookmark: _Toc26995099]2.5.1.1 Cat 5e and 6 Ethernet Cable Standards
[image: Ethernet cable (Cat 5e) showing the internal twisted pair wires]An ethernet cable is a type of network cable that is used for wired networks. They are used to connect devices located on local area networks (LANs), such as routers, PCs and switches. The most common wired networks use cables that are connected via ethernet ports on network routers, computers and other devices. Ethernet cables were developed by the Electrical and Electronic Engineers Institute, IEEE Standard 802.3 and is the most popular LAN (local area etwork) technology used today. [10] The standards created are used to define the number of conductors that are required for connections and the performance that should be expected. Cat 3 and 5 cables are now becoming obsolete as their performance is to slow for most devices used today.  Figure 4 Ethernet Cable with outer sheath stripped revealing twisted pairs 

	Category 5 Enhanced (Cat 5e) cables are similar in construction to Cat5 cables but they are subject to more stringent testing standards. The physical make up of a Cat 5e cable is twisted pairs of wires within an overall cable. This format is used in most of the commonly found ethernet cable categories. Twisting the cables allows the currents to balance each other out because in one wire in the pair the current is travelling in one direction and in the other wire the current will be the opposite direction therefore cancelling the overall fields. This can be seen in figure 3 above.  [11] Cat 5e can be used for 100Base-T and 1000Base-t (Gigabit Ethernet.) Cat 5e can support a maximum transmission speed of 1 Gbps at 100 metres and a bandwidth of 100 MHz. Although not being standardised most Cat 5e cables have 1.5 to 2 twists per pair per centimetre. 
	Cat 6 cables provide a significant performance improvement on cat 5e cables. They are required to be more tightly wound that cat 5e cables at 2+ twists per pair per centimetre. They often have a foil or braided shielding with protects the twisted pairs of wires within the ethernet cable. Cat 6 cables are required to support speeds up to 1Gps for up to a 100-metre length but with a higher bandwidth of >250MHz. Some Cat 6 cables may include a nylon spline to reduce crosstalk, however this is not required to meet the cat 6 standard. [11]
Table 3 Ethernet Cable Category Comparison
	CATEGORY
	SHIELDING
	MAX TRANSMISSION SPEED (AT 100 METERS)
	MAX BANDWIDTH

	Cat 3
	Unshielded
	10 Mbps
	16 MHz

	Cat 5
	Unshielded
	10/100 Mbps
	100 MHz

	Cat 5e
	Unshielded
	1000 Mbps / 1 Gbps
	100 MHz

	Cat 6
	Shielded or Unshielded
	1000 Mbps / 1 Gbps
	>250 MHz


	The physical make up of CAT5e and CAT6 are very similar however the standards that the cables are tested to are quite different in terms of performance. Both categories’ come in either solid or stranded variations, this refers to the copper conductor found within the cable. Solid cables are better suited to long straight lengths and are more durable. Stranded cables are more flexible and normally used where the cable will be moved around more often. Both cables are widely used in local area networks and the different type of cable used normally depends on the specifications of the network.
1.	Which part of making cables did you find the most difficult?
Feeding the correct cable into the correct pin number
2.	Why do you have to learn how to make a cable if you can easily buy pre-made cables?
Because you may need to repair a cable that cannot easily be replaced, for example the cable may be routed through a building and only the one end of the cable needs repairing.
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