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Learning Outcomes 

After you complete today's class, you will be able to:

– Understand Metasploit’s role in ethical pen testing and how to use it via command-line and GUI.

– Apply core Metasploit commands to identify vulnerabilities and execute exploits effectively.

– Use Armitage to visualize targets and manage exploitation activities.

– Identify vulnerable systems and extract credential data using Meterpreter.

– Explain and perform pivoting to access internal networks through a compromised host.
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Introduction to Metasploit

– Metasploit is a widely used framework for penetration testing and ethical hacking.

– It helps security professionals find, test, and validate system vulnerabilities.

– Metasploit comes in two versions: Community (free) and Commercial.

– The Community version is included by default in Kali Linux.





How Metasploit Works

– Metasploit allows you to interact with target systems using known vulnerabilities.

– You can use it through a command-line interface or a web-based interface.

– Think of Metasploit as a toolbox filled with ready-made tools for testing security.



Two Ways to Use Metasploit

– Command Line Interface for precision and control.

– Graphical Interface for visualization and easier exploration.

– Both ways use the same powerful engine underneath.



Metasploit Command Prompt



Core Metasploit Commands

– search: find exploits or modules related to a keyword or system.

– use: select a specific exploit or module.

– info: learn details about the selected module.

– help and exit: get assistance or leave the console.



Running an Exploit

– set: configure required options such as target IP or payload.

– show: display available options, payloads, or targets.

– run or exploit: execute the exploit against the target system.



Metasploit Cheat Sheet

https://www.sans.org/blog/sans-pen-test-cheat-sheet-metasploit/

https://www.sans.org/blog/sans-pen-test-cheat-sheet-metasploit/


Search Command

Search is a influential command in Metasploit that you can use to find what you want to discover. For 

example, if you want to find exploits associated to Microsoft Windows 7, then the command will be 

showing all related Windows 7 exploits.



Info Command

The info command provides information about a module or platform, such as where it is used, who is the 

author, vulnerability reference, and its payload restriction. Example if you want know about information 

related  “Wireshark packet-dect.c Stack Buffer Overflow”, type command info after you activated the exploit.



Command Help

Command help will show you a list of core commands in Metasploit along with their description. 



Command msfupdate

Msfupdate is an important administration command. It is used to update Metasploit with the newest 

vulnerability exploits. After running this command, you will have to wait a number of minutes until the update 

finishes. To use msfupdate you need to have internet connection.



Armitage Graphical Interface

– Armitage is a graphical front-end for Metasploit.

– It visually displays targets and recommends suitable exploits.

– Armitage is included in Kali Linux and works together with Metasploit.

– At first, open the Metasploit console and go to Applications → Exploit Tools → 

Armitage or open the kali Linux command prompt and type  Armitage.  



Armitage Target Discovery

– To be able to see the target computers you need to import target computer details from nmap database. 

– Type the target subnet IP address on the input menu and click ok. Armitage will display all target computers.



Armitage Modules 

– Armitage is very user friendly. Its GUI has three separate menu: Targets, Console, and Modules.

– The menu Targets lists all the machines that you have discovered and those you are working with. The 

exploited targets have red colour with a thunderstorm on it. After you have exploited a target, you can right-

click on it and continue exploring with what you looking for.

– The menu Console offers a view for the folders. Just by clicking on it, you can directly navigate to the 

folders without using any Metasploit commands.

– The menu Modules is the sector that lists the module of vulnerabilities.
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Understanding Vulnerable Targets

– A vulnerable target is a system with missing security patches.

– Such systems are easier to exploit during testing.

– Rapid7 provides a practice VM called Metasploitable for learning.

– If you interested more practice about penetration testing you can download 

Metasploilable linux computer on  website www.information.rapid7.com/

https://information.rapid7.com/metasploitable-download.html?LS=1631875&CS=web


Credentials and Post-Exploitation

– After access is gained, testers may collect credentials for auditing.

– Passwords in Windows are stored as encrypted NTLM hashes.

– User ID 500 usually indicates an administrator account.



Credential Dumping Scenario

– Assume we have a Windows XP SP2 system that is vulnerable to the SMB MS08-067 exploit. After 

successfully gaining access to the machine, we inject a Meterpreter payload. 

– Using Meterpreter, the hashdump command can then be executed to retrieve a list of user 

accounts along with their corresponding password hashes.



What is Pivoting?

– Pivoting allows access to internal networks through a compromised machine.

– The first compromised system acts like a bridge to another network.

– This technique is common in real-world penetration tests.



Pivoting Scenario

Pivoting is a technique that Metasploit uses to route the network traffic from a penetration tester 

computer toward other networks that are not accessible by a penetration tester computer.

Let’s take a situation to understand how Pivoting works. Assume we have two networks −

– A network with the range 192.168.244.0/24 where the hacker/penetration tester machine has access, and

– Another network with the range 10.10.10.0/24. It is an internal network and the hacker/penetration tester 

doesn’t have access to it. The penetration tester will try to access the second network this machine that 

has access in both networks to exploit and get access other internal machines.



In this situation, a  penetration tester will first break into the first network and then use it as a staging point to 

exploit and access the internal computer of the second network. This procedure is known as pivoting because 

the hacker/penetration tester is using the first network as a pivot to get access into the second network.

Adding route toward the internal network with range 10.10.10.0/24

Now that we have route the traffic (Pivot), we can try to scan the host found in this network.





Ethics Come First

– Never test or attack a system without permission.

– Metasploit is a learning and defense tool, not a toy.

– Responsible testing makes systems safer for everyone.



Next Week

– Discover how social engineering targets human behavior, why it works so 

effectively, and what attackers are really trying to gain 

– Explore common and advanced attack techniques, from phishing and 

vishing to spear phishing and business email compromise 

– Learn to spot the warning signs of an attack, including fake links, urgent 

requests, and messages that seem too good to be true 

– Walk away with practical strategies to protect yourself and your organization 

using smart prevention and awareness techniques 



Any Questions?


