Computer forensics assessment

Task 1 Research and report
The basic explanation will be that computer forensics where only for computer, but since the technology became everywhere, the science upgraded to every digital hardware. But in reality, computers forensics is a subset of digital forensics where you do only worry about computers. (4)
This science domain started around the 1970s, where the first computer crime that started the need to create the computer forensics is in 1978. From then, every country started to create laws to establish a better regermination in the world of computer. In the early years of this rush of laws there were a lot of holes and ways to avoid it, it is why it is mostly in the 2000s that the laws began to being good, but still, they are not perfect, as we are still modifying and changing the laws now.  (5)
There are some of big cases that have been solved with the help of computer forensics and digital forensics experts. (6) In the early 2000s, 30 years after his murders, Dennis Rader, aka “BTK Killer”, has been arrested after that his encrypted messages metadata were examined by a computer forensics expert. Likewise in 2009 there has been two murders, related by an application: Craigslist. To solve these murders and find the killer a digital forensics expert was employed, he traced the IP addresses to someone who revealed being the killer. In both cases forensics expert was called but they had different expertise, and this is the main difference between computer and digital forensics, the area of expertise.

Task 3: investigate and report

 	After that the image was given to me, I opened it with FTK. With it I could access to all of the data of the image. (FTK) FTK is a professional software that let you analyse a disk image. (ftk)Develop by AccessData its goal is to analyse a disk to see everything that there is to see, as deleted files, hidden files, metadata, and of course all the regular files, but of course it does not achieve to see everything. The software is safe to use because it calculates the hash value of every file to see if it is safe. Throughout my search for evidence, I also used another software to see if I could get different information. (7) Autopsy is an open-source forensics software developed by Basis Technology Corp. Its purpose is similar to FTK, where autopsy also calculates the hashes values to see if the files are safe, also it can recover deleted or hidden files. When I started to look for evidence, I found a lot of images that were clearly related to the case, but when I tried to search for more evidence, I was lost among all the junk data and [image: Une image contenant texte, capture d’écran, logiciel, affichage

Description générée automatiquement]unrelated information. 
For example, I found some excel sheets with a lot of information about people. I searched for relation between the victim and the people in the sheet, by searching directly her or someone of her family. But I did not find any relation.

[image: Une image contenant texte, capture d’écran, Police, nombre

Description générée automatiquement]Finaly all the screenshot of discussions are really relevant to the case, and even be used as proof there has been a cyberbullying. For example, this discussion is a clear example of stalking, he tries with really hard to get her feel like he’s interested in her. But by doing that he gives away the clear information that he is stalking her, because of all of the information that he knows about her. Most importantly what he says at the end: “just wanted to make sure you got home safely.” He clearly knows where she lives, and he is stalking her. 








[image: Une image contenant texte, Police, capture d’écran, blanc

Description générée automatiquement][image: Une image contenant texte, Police, blanc

Description générée automatiquement][image: Une image contenant texte, Police, blanc, capture d’écran

Description générée automatiquement]	The clearest proof that there has indeed been a cyberbullying is the method used by the bully. He used multiple social media to get to the victim, like WhatsApp, Facebook messenger. He also used different account to retry to get to meet with the victim. He also has motive; he is completely obsessed with the victim and want to get her to accept his advance. There are also details that gives away the bully to be the same person behind each account. Like his way of introducing the discussion, he always refers to similar interest.  Because of this method we can see that he wishes to grab the interest and curiosity of the victim in his person.

	
	
There is also other evidence that he is the same person every time. Each time that his plans are refused by the victim he only takes that as an obstacle of getting to her, he thinks of rejection as challenge.
[image: ][image: Une image contenant texte, capture d’écran, Police, logo

Description générée automatiquement]



	But he is very guilty of other crime than cyberbullying, such as stalking, but also pirating and menacing. As you can see here, he said that he hacked into her Instagram, whether or not he actually is menacing (menace) to destroyed her image on the social media by posting AI-generated explicit content, which will probably stain her image on social media for her whole life. Even if he didn’t do it, it is still condemned by the law to threaten someone.
[image: Une image contenant texte, capture d’écran, Police

Description générée automatiquement][image: Une image contenant texte, capture d’écran, Police

Description générée automatiquement]
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Description générée automatiquement][image: Une image contenant texte, Police, capture d’écran, cercle

Description générée automatiquement]	This is not really a proof, but it can help to strengthen my point for the guiltiness of the bully. There was an encrypted police report in the files. There was also a decryption file with a code in C++, once executed it can decrypt the police report file. The interesting fact about this police report is that it is for the exact same case that we are trying to solve, but it is a fake police department. There are two possibilities in my mind, either the victim created this report to scare the bully away, which did not work. Either she really wanted to have a police investigation on the case, but she got scammed by a fake police. We will have to see with the victim what is that report.


	I think that all these evidences are enough to explicitly say that the bully is guilty.






Annex
	All the picture and screenshot were taken from the files in one go. Everything was taken from the disk at the same time, which is when I open the data with autopsy, because autopsy sort picture apart from other data. Because autopsy calculate the hash values of files, I knew the images were safe. I downloaded them directly on my computer and put them on the report. 
[image: Une image contenant texte, capture d’écran, logiciel, nombre

Description générée automatiquement]
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| am happy. | don't need a relationship to define
that. 11:47 pm
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I have used Al-generated explicit
content and posted on your
Instagram. Time's up, Emmy. Hope
you enjoy the surprise on your
Instagram. @3

Don't mess with me. You brought this
on yourself.

Maybe next time, think twice before
saying no.
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1 have hacked into your instagram
Changing your mind now, Emmy? |
have access to more than just your
Facebook.
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Let's make this interesting. Say yes to
that date, or I'l post some interesting
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EDR POLICE, UNITED KINGDOM info@edrpolice.uk
SN20 NAX, Liverpool, England, United Kingdom 016-514698, 016-452589
CASE NUMBEIR: C$-032049

Complainant
Lucy Alden

19/05/1996

20 Astra Street, Liverpool, Uk
0725854682
Alden.astra@gmail.com

Details of Case

20/04/2021 - 10:32pm UK Time

Cyberbullying: [Threats, Harassment, ]

Platform/Method Used: [Twitter, Instagram]

Engaging in ilcit activities on social media, ultimately leading to a campaign of harassment against Emily
and her family.

Suspects Details
Name: Justine Elias

AKA: [Egos_dark]

69 Lone Street, Wine street, Liverpool, UK
elias.|@gmail.com

0706064308

Screenshots of offensive messages and sacial posts.
URL below is a link to all evidence files about the crime,
https://shorturl.at/anF89

Witness Information:

Jessy Orio

Graceland avenue, Liverpool
Action Taken by Complainant;

Complainant tried to cut off communication with the suspect by blocking the suspects on all social media
platform, but suspects continued stalking her by opening new fake accounts.
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Law Enforcement Action:

The security apprehended the suspects, and an investigation was conducted on the suspects
online activities, after the investigation, the suspects plead to the case and was issued a
restraining order after paying a fine £2,000.

Investigating Officer.

ISP Danzel Alfred

Badge/ID Number: P5-09102012
Contact Information:

Phone: 0731235689

Email: denzel Awofficer MSpolice.uk
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Quick question before you go—do you
use the same username on other
platforms?

Why do you want to know that?
23:41 %

Just curious. We could connect on other
platforms too. Makes it easier, right?
23:41

| prefer keeping things separate. Maybe
another time. 23:42 W/

Fair enough! Have a great day, and talk
to you soon. 23:42

Why do you want to know that?
23142

Hey, just wanted to make sure you got
home safely. @ S

Zhen
Fair enough! Have a great day, and talk to you

soon.

You too, bye 23:48 W/

How do you know I'mhome ?  ,..,5

I have my ways. Just looking out for you.

+ C ® 9
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Hey there! @ | saw your profile and
noticed we're into the same hobbies.
Cool!
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Just found your Twitter profile
and couldn't help but notice we
share similar interests.
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Your interests and hobbies. We share
quite a few. Ever been to that new
coffee place downtown?




