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	Abbreviations

	Acronym
	Meaning

	SPIS
	Suitable packaging instruction sheet

	CAD
	Competent Authority Document

	RP
	Responsible Person

	SQEP
	Suitably qualified, experienced person

	AI
	Augmented Intelligence

	HAPTM
	Hazardous Area Personnel Testing Meter

	FH
	Fast Heating

	SH
	Slow Heating

	SR
	Sympathetic Reaction

	FI
	Fragment Impact

	BI
	Bullet Impact

	SCJ
	Shaped Charge Jet

	PPE
	Personal Protective Equipment

	SSOW
	Safe Systems of Work

	BOS
	Basis of Safety

	HVAC
	Heating, Ventilation and Air Conditioning

	DSEAR
	Dangerous Substances and Explosive atmosphere regulations

	LFE
	Learning from experience

	SME
	Subject Matter Expert

	HSE
	Health and Safety Executive
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1. [bookmark: _Toc203581531]Section one – Risk Assessment – Brimstone II
	PRODUCT DATA [2]
	PAYLOAD
	PROPULSION
	PHYSICAL

	NAME:
	Brimstone 2
	Tandem S/C Multi-effect
	Double base R/M [1]
	WEIGHT: 50KG [1]

	IM Characteristics (PACKAGED) [3]

	FH
	SH
	BI
	FI 2560
	FI 1830
	SR
	SCJ
	

	V(A)
	III(A)
	V(A)
	I(A)
	IV(A)
	V
	I(A)
	



	BRIMSTONE II – STORAGE RISK ASSESSMENT

	PURPOSE: This risk assessment describes the risks associated with the storage of the BRIMSTONE II missile system.
SYSTEM DESCRIPTION: The BRIMSTONE II is a tactical strike air, ground or maritime to land (ground) missile. The payload and IM characteristics are described in the chart above. The product is assumed to be packaged to it’s SPIS & CAD, without damage to product or packaging.
PROCESS DESCRIPTION: For product storage within magazines and movement into, within and out of these areas.

	Identified Hazard
	Persons at Risk
	Existing controls
	Severity
	Probability
	Existing Risk Level
	Additional Controls
	Severity
	Probability
	Final Risk Level

	STORAGE & MOVEMENT OF MUNITIONS

	1. STORAGE & MOVEMENT OF MUNITIONS – Natural Hazards

	Humidity
· Damage to product or packaging integrity, changing safety performance.
	Staff, Visitors, Contractors, End user.
	· Storage building temperature controlled.
· Humidity measurement & recording within area.
· Operating procedures forbid entry at hazardous humidities.
	2
	2
	4
	· Humidity control via HVAC & preventative maintenance of system.
	2
	1
	2

	Temperature
· Damage to product or packaging integrity, changing safety performance.
	Staff, Visitors, Contractors, End user.
	· Storage building temperature controlled.
· Temperature readings measured & recorded.
· Building designed to minimise temperature fluctuations.
	2
	2
	4
	· Temperature control via HVAC for cooling in addition to heating.
	2
	1
	4

	Solar Radiation
· Damage to product or packaging integrity, changing safety performance.
	Staff, Visitors, Contractors, End user.
	· Windowless building to prevent direct exposure to sunlight.
· Design of building mitigates solar heating.
· Insulated doors reduce the effect of solar heating.
	1
	1
	2
	· Use of underground structures to further minimize any solar effects.
	1
	1
	2

	Fungus and mould
· Damage to product or packaging integrity, changing safety performance.
	Staff, Visitors, Contractors, End user.
	· Housekeeping within magazine.
· Temperature regulated area.
· Maintenance of building includes measures to prevent mould buildup.
	1
	1
	2
	· Climate control within building (HVAC).
· Anti-fungal coatings on surfaces.
	1
	1
	2

	Salt and fog
· Damage to product or packaging integrity, changing safety performance.
	Staff, Visitors, Contractors, End user.
	· Building sealed from external environment.
· Regular housekeeping within area.
· Sufficient lighting within area.
	1
	1
	2
	· Storage areas kept away from sources of salt (such as the sea) where possible.
	1
	1
	2

	Sand and dust
· Damage to product or packaging integrity, changing safety performance.
	Staff, Visitors, Contractors, End user.
	· Regular housekeeping, including sweeping, within area.
	1
	1
	2
	· Screening of packaging integrity before storage.
	1
	1
	2

	2. STORAGE & MOVEMENT OF MUNITIONS – Electronic Hazards

	Electromagnetic compatibility & Electrostatic Discharge
· Ignition of energetics.
	Staff, Visitors, Contractors, End user.
	· All personnel who may access area trained in contraband regulations.
· All equipment within area is ATEX certified to a suitable level.
	2
	2
	4
	· Random searches of personnel to discourage the carrying of contraband.
· PED (Portable Electronic Device) screening barriers on entry to controlled areas.
	1
	2
	2

	3. STORAGE & MOVEMENT OF MUNITIONS – Physical Hazard

	Tripping
· Personnel causing injury to themselves via tripping.
	Staff, Visitors, Contractors.
	· Suitably trained & competent personnel.
· Designated walkways & storage zoning.
· Suitable PPE (EN ISO 20345:2011 Min S1, SRA)
	2
	2
	4
	· Regular inspections of storage areas to ensure compliance.
	2
	2
	4

	Blockage of egress routes
· Lack of available escape routes due to positioning of materials.
	Staff, Visitors, Contractors.
	· Designated storage and walkway zoning within area.
· Designated emergency egress pathways kept clear.
· Inspection audits to ensure above is abided by.
· WASC.
	2
	2
	4
	· Alternative egress routes in the event a route becomes blocked.
	2
	1
	2

	Entrapment
· Trapping of personnel.
	Staff, Visitors, Contractors.
	· Inspections to ensure areas meet work area safety conditions (WASC).
· Stacking of containers to specifications.
· Suitable packaging material to designer specifications.
	1
	2
	2
	· Suitable training for all personnel.
· Suitable procedures and responders in the event of an accident involving entrapment.
	1
	2
	2

	4. STORAGE & MOVEMENT OF MUNITIONS – Chemical 

	4.1 Toxicity

	Inhalation
· Inhalation of toxic substances.
	Staff, Visitors, Contractors.
	· All chemicals are always enclosed within product & product packaging during storage.
· No packaging is to be opened within area at any time.
	2
	1
	2
	· Suitable procedure in the result of any damage or spillage which may result in the presence of airborne chemicals.
	2
	1
	2

	Absorption (Skin)
· Absorption of toxic substances via skin.
	Staff, Visitors, Contractors.
	· All chemicals are always enclosed within product & product packaging during storage.
· No packaging is to be opened within area at any time.
	2
	2
	4
	· Suitable PPE to be worn during all operations.
· Procedures to include regular hand washing.
	2
	1
	2

	Ingestion
· Ingestion of toxic substances.
	Staff, Visitors, Contractors.
	· Area rules prohibit food within explosive areas.
· Standard procedure to wash hands after the handling or exposure to any materials.
· All chemicals are always enclosed within product & product packaging during storage.
· No packaging is to be opened within area at any time.
	2
	2
	4
	· Suitable procedure in the result of any damage or spillage which may result in the exposure of any chemicals which could be ingested via contamination etc.
	2
	1
	2

	4.2 Contact

	Burns
· Chemical burns resultant of contact.
	Staff, Visitors, Contractors, End users.
	· No packages are to be opened within storage area.
· In the result of a breakage and the spilling of material, the area is to be locked down and a specialist contacted for guidance.
	2
	2
	4
	
	2
	2
	4

	Skin Sensitisation
· Sensitisation of skin due to contact with chemicals.
	Staff, Visitors, Contractors, End users.
	· No packages are to be opened within storage area.
· In the result of a breakage and the spilling of material, the area is to be locked down and a specialist contacted for guidance.
	2
	2
	4
	
	2
	2
	4

	5. STORAGE & MOVEMENT OF MUNITIONS – Explosion

	Explosion (Detonation or Deflagration)
· Ignition of any material by any means described further below.
	Staff, Visitors, Contractors.
	· Screening of products to ensure compliance with SPIZ.
· Contraband regulations.
· Suitable role specific training alongside explosive specific training.
· Personnel limits within area to minimize collateral damage.
	5
	2
	10
	· Building designed to mitigate the consequences of an explosion.
· Packaging designed to reduce the likelihood of an explosion occurring.
	5
	2
	10

	Friction with external materials
· Driving forks through packaging.
	Staff, Visitors, Contractors.
	· All material movements within area by manual systems only.
· All personnel trained in suitable manual handling.
· Designated clearways for movement of materials.
	4
	2
	8
	· Packaging subjected to suitable testing procedures to ensure it mitigates damage to product.
	4
	2
	8

	Sympathetic Explosion within area
· Ignition within one item causes a chain reaction.
	Staff, Visitors, Contractors.
	· Explosive materials meet IM standards, reducing the risk of a sympathetic explosion.
· Clearances between pallets, to reduce event transmission
	5
	1
	5
	· Abidance of explosive limits in storage areas.
· Periodic review of explosive modelling to ensure events will be minimized.
	4
	1
	4

	Shock
· Dropping of materials.
· Crash during movement of materials.
	Staff, Visitors, Contractors.
	· All products packed to suitable SPIS standards under CAD.
· SQEP Forklift operators.
· Suitable training & awareness of hazards by all personnel.
	4
	1
	4
	· Regular explosive handling training for all personnel with access.
	4
	1
	4

	Electrostatic Discharge
· Static discharged from contraband.
· Static discharged from equipment within area.
	Staff, Visitors, Contractors.
	· First degree static precautions within storage area.
· All equipment suitably ATEX rated (CAT C).
· All equipment bonded to common earth.
· Contraband regulations
· Conductive PPE must be worn in area.
	4
	2
	8
	· Lightning defence system.
· HAPTM testing in explosive areas.
	4
	2
	8

	Electrical
· Discharge from electrical equipment leading to ignition.
	Staff, Visitors, Contractors.
	· All equipment suitably ATEX / UKEX rated for area (CAT C).
· All equipment bonded to common earth.
· Equipment regularly inspected and tested by qualified personnel.
	4
	2
	8
	· Periodic testing of equipment by external personnel (screening).
	4
	2
	8

	External Heating
· Flame or spark, likely from contraband.
	Staff, Visitors, Contractors.
	· Building temperature control, and preventative maintenance.
· Contraband regulations, training and routine searches to discourage carrying.
· Area induction & signing in procedures for traceability.
	4
	2
	8
	
	4
	2
	8

	Impact
· Pallets falling over
· Trolley or pallet truck leaves cleanway
· Materials dropped during loading
	Staff, Visitors, Contractors.
	· Products suitably packaged according to SPIS & CAD, packaging meets European drop test standards.
· Personnel SQEP.
· Preventative maintenance of overhead fixtures.
	4
	2
	8
	· Packaging tested to ensure that it performs suitably to mitigate the risk of impact leading to product ignition.
	4
	2
	8

	Fire
· Fire within area leading to ignition of energetics within product.
	Staff, Visitors, Contractors.
	· Fire alarm system.
· Fire mitigation system.
· Preventative maintenance & testing of systems.
· Thermal barriers between storage.
· Flight, not fight awareness.
	4
	1
	4
	
	4
	1
	4

	Compatibility
· Incompatible explosives stored together leading to degradation.
	Staff, Visitors, Contractors.
	· SQEP personnel and regular inspections.
· Display of compatibility matrix outside and within area.
· Stock monitoring system as a first line of defence.
· All explosives are contained within product.
	4
	1
	4
	
	4
	1
	4

	Storage to Storage transmission
· Ignition within one magazine causes ignitions within another leading to a chain reaction.
	Staff, Visitors, Contractors.
	· Blast mitigations (such as mounding) around storage areas.
· Building design.
· Explosive limits within storage areas.
	5
	1
	5
	· Inspection of stock within magazine to ensure it is in an acceptable condition.
	5
	1
	5

	6. STORAGE & MOVEMENT OF MUNITIONS – Human Factors (Physical)

	Incorrect Labelling
· Incorrect labelling leads to unknown materials within area.
	Staff, Visitors, Contractors, End user.
	· SQEP Personnel.
· Screening of incoming products.
· Regular inspections of containers within area.
	2
	1
	2
	· Suitable permanent labelling on all packaging.
	2
	1
	2

	Sabotage / Espionage
· Deliberate attempts to cause harm.
	Staff, Visitors, Contractors.
	· Access control system.
· Background screening & vetting process.
· Visitors by escorted access only.
	4
	2
	8
	· Security and active patrolling of areas.
	4
	2
	8

	Incorrect Handling
· Damage to products increasing their risk due to incorrect handling.
	Staff, Visitors, Contractors, End user.
	· Only SQEP or escorted personnel may access area.
· Regular training.
	3
	2
	6
	· Periodic audits of both training records & knowledge of personnel.
	3
	1
	3

	7. STORAGE & MOVEMENT OF MUNITIONS – Environment

	Waste Management
· Incorrect management of waste leading to environmental damage.
	Staff, Visitors, Contractors, Env.
	· Spill management in the result of material leakage.
· Floor sweepings & building waste treated as contaminated & disposed of by burning.
	1
	1
	1
	· Formalised waste management procedures.
	1
	1
	1

	Contamination of area
· Contamination caused by leakage from products.
	Staff, Visitors, Contractors, Env.
	· SQEP personnel.
· Spillage procedures in place, with routine training.
· Spillage kits available within area in case of spillage.
· All products are suitably packed according to SPIS and CAD.
	3
	1
	3
	· Emergency response teams for spillage management.
· Bunding of hazardous areas.
	3
	1
	3

	8. STORAGE & MOVEMENT OF MUNITIONS – Electricity

	Electrocution / Shock
· By damaged or faulty equipment
	Staff, Visitors, Contractors.
	· Building electrically earthed and regularly tested by SQEP personnel.
· Limited electrical services within building.
	3
	2
	6
	· Periodic external testing audits of electrical equipment.
	3
	2
	6

	Burns / Fire
· Caused by damaged or faulty equipment
	Staff, Visitors, Contractors.
	· Building electrically earthed and regularly tested by SQEP personnel.
· Limited electrical services within building.
	3
	2
	6
	· Periodic external testing audits of electrical equipment.
	3
	2
	6

	Ignition of flammable / explosive materials
· Cause by damaged or faulty equipment
	Staff, Visitors, Contractors.
	· Contraband regulations prohibit any equipment which may cause a spark.
· Building electrically earthed and regularly tested by SQEP personnel.
· Limited electrical services within building.
· Area induction carried out by all personnel.
	2
	2
	4
	· Periodic external testing audits of electrical equipment.
	2
	2
	4

	9. STORAGE & MOVEMENT OF MUNITIONS – Additional Factors / Conditions

	9.1 Organisational Factors

	Roles & Responsibilities
· Roles or responsibilities which could result in hazardous conditions.
	Staff, Visitors, Contractors, End user.
	· All personnel SQEP in handling & storage of products & materials.
· Clearly defined processes & responsibilities to ensure all mitigations are in place & updated.
	3
	2
	6
	· Periodic performance reviews of RPs to ensure that they are undertaking their tasks properly.
	3
	1
	3

	Work patterns
· Work patterns which may increase the likelihood of other hazards.
	Staff, Visitors, Contractors, End user.
	· Operations to take place in scheduled hours only, without special authorisation.
· Any shift work to be independently risk assessed as required.
	3
	2
	6
	· Periodic health screenings undertaken to ensure personnel are suitable for working patterns.
	2
	2
	6

	9.2 Human Factors (other)

	Human Error
· Errors in documentation increasing or missing potential risks.
	Staff, Visitors, Contractors, End user.
	· All documentation subject to formal review by SQEP board.
· All documentation held in central location for ease of access by all personnel.
· All personnel with access to area are suitably trained with a traceable record kept.
	3
	2
	6
	· Use of analytical AI to verify content within documentation alongside SQEP board.
· Periodic review of documentation.
	3
	1
	3




	Risk Assessment Matrix
	
	RISK

	SEVERITY
	Multiple Fatalities >5
	5
	5
	10
	15
	20
	25
	
	12 – 25
	Intolerable
	

	
	Fatalities <5
	4
	4
	8
	12
	16
	20
	
	4 – 10
	Tolerable if ALARP
	

	
	Severe life-threatening injury
	3
	3
	6
	9
	12
	15
	
	1 – 4
	Broadly Tolerable
	

	
	Serious non-life-threatening injury
	2
	2
	4
	6
	8
	10
	Frequency
	KEY
	Risk = Sev x Freq

	
	Minor Injuries
	1
	1
	2
	3
	4
	5
	
	5
	Frequent
	F > 10

	FREQUENCY
	1
	2
	3
	4
	5
	
	4
	Likely
	10 >  F >  10-1

	
	Remote
	Unlikely
	Occasional
	Likely
	Frequent
	
	3
	Occasional
	10-1  > F > 10-3

	
	
	
	
	
	
	
	2
	Unlikely
	10-3  > F > 10-5

	
	
	
	
	
	
	
	1
	Remote
	10-5 > F > 10-7



[bookmark: _Toc203581532]2. Section two – ALARP Justification
9.1 [bookmark: _Toc203581533] Summary
Electrostatic discharge is an ALARP hazard because due to the existing mitigations in use, the likelihood of a hazardous event occurring is managed to an acceptable level, with maximum reduction of risk without the use of grossly disproportionate means.
9.2 [bookmark: _Toc203581534] Hazard Identification & analysis
10.2.1 – ESD Overview
Electrostatic discharge is the discharge of static electricity from one surface to another, in its most common consideration, it is from human to material, however it may be from any part to another. Static electricity is defined as a “non-neutral electric charge [4]”, which is further described as an imbalance in electrical charge, meaning that one material may hold more than another. The potential effect of an electrostatic discharge across an energetic material is the ignition of the material, which may lead to detonation or deflagration. The severity of such an event is high, as there is a high likelihood of loss of life.
10.2.3 – ESD Hazard
Different energetics respond differently to electrostatic discharge, with propellants generally being especially sensitive. However, mitigations for the hazard can be implemented at a low cost, with a high benefit. The sensitivity of the energetics, and the potential mitigations will be considered in the next section. 
10.2.4 – Legislation
10.2.4.1 ATEX Directive
The ATEX directive is regulation set out to govern the standards for equipment and protective systems which are used in explosive atmospheres. To comply with these standards in terms of electrostatic discharge, EN1149-5 (ESD) must be met as a minimum. The ATEX standard requires the classification of hazard zones, storage locations will generally fall under a category C (3) classification, meaning that under normal operating conditions an explosive atmosphere is not present, but it could occur, albeit for a short period of time. In the UK, the UKEX (UK Conformity Assessment for Explosive Atmospheres) also applies, although this is equivalent to ATEX 2014/34/EU.
10.2.4.2 Dangerous Substances and Explosive Atmosphere Regulations 2002
In the United Kingdom, the DSEAR regulations apply where any dangerous substance or explosive is present, to control the safety risks from fire or explosion. These regulations require the use of risk assessments, implementation of controls or mitigations. It aligns with the ATEX directive, so hazardous zones must be classified, and equipment suitably specified for use in the zone. It requires the implementation of a SSOW (safe system of work) for any and all activities.
1.2.5 – Good Practice
· Design for mitigation of electrostatic buildup (Product).
· Suitable packaging for mitigation of electrostatic buildup (Product).
· Grounding and bonding of equipment & components (Product & Facility).
· The use of antistatic materials where possible (Product & Facility).
· Control of environmental conditions to mitigate the likelihood of electrostatic discharge (Facility).
· Use of equipment certified to a suitable standard for the area in which it is being used (Facility).
9.3 [bookmark: _Toc203581535] Mitigations & Logic
9.3.1 Sensitivity
No publicly available data could be obtained to determine the electrostatic sensitivity of either the warhead filling or rocket motor. To determine the sensitivity, an EMTAP Spark test should be undertaken to better understand the specific sensitivity of each material. Once known, the degree of precaution to take can be understood. Considering the nature of the munition, it is likely that 4.5J would cause ignitions, but 0.45J would not. However, once assembled and packaged, it is very likely that the amount of energy required would increase.
Both the warhead & rocket motor are likely to be surrounded by metal cases, which will act as a faraday cage, reducing the likelihood of an electrostatic discharge travelling directly through the energetic material- the metal provides a more conductive path, electricity will always follow the most conductive path. This effect is further reinforced by the packaging of the product.
In summary, the specific ESD sensitivity of this product is unknown, however it is likely to be relatively insensitive.
[bookmark: _Toc203581536]9.3.2 Practical Controls & Mitigations
9.3.2.1 Facility equipment standards (Control)
To reduce the risk of both electrical and electrostatic discharge-based hazard, all equipment should apply to IEC-61340-5-1 & the ATEX Category C standards within the explosive area. This means that all equipment is suitably sealed from the atmosphere, power is reduced where possible, power is minimized and electrical equipment is de-energized at any time where it may be exposed to the atmosphere, such as during maintenance.
All conductive materials should be bonded to each other, decreasing the surfaces on which an electrostatic charge may build up. If all surfaces are bonded, then they shall all be at the same potential.
Generally, the building should meet 1st degree electrostatic precautions, whereby considerations are taken to dissipate any potential static charges.
Environmental conditions within the building should be monitored, & where possible, managed to minimize the potential of electrostatic buildup. Lower humidities reduce the likelihood of electrostatic buildup, due to increased conductivity.
9.3.2.2 PPE Considerations (Control)
All personnel who enter explosive areas should wear conductive PPE to reduce the risk of them carrying an electrostatic charge. Probanised (meaning conductive) overcoats, caps and shoes should be worn. Overcoats are worn to ensure that clothing is kept covered and distributing any charge. This is used because modern polyester clothing is especially susceptible to electrostatic charge generation and buildup. A probanised cap is worn to prevent static charge from building up on hair. Shoes should conform with EN ISO-20345 to a minimum of S1, SRA, A. This means that they meet the S1 safety standard, are anti slip, and are conductive, meaning that any charge built up on a person will be safely dissipated to the ground, at an equal potential to the rest of the area. Non-conductive high visibility workwear should be avoided, as this is likely made of polyester, and will generate a static charge.
9.3.2.3 Mitigations
All facilities where the product are stored should meet the appropriate standards (Explosive Regulations 2014, DSEAR, ATEX), be designed based on good practice standards and have a full BOS and SSOW in place for the operations which will take place. BOS and SSOW will include investigations into past accidents and will use LFE to ensure best practice is used.
In terms of mitigate the results of an electrostatic discharge, explosive modelling must be undertaken, to reduce the risk of sympathetic events occurring both within the facility and within any nearby facilities.
[bookmark: _Toc203581537]9.3.3 Grossly Disproportionate
Second degree static precautions would reduce the probability of electrostatic discharge by a large proportion. However, the implementation of second-degree precautions is incredibly costly when compared to that of first degree. Measures include electrically conductive and bonded flooring, which is incredibly costly (around £500 per square meter) and require regular maintenance and routine replacement- all at a cost. These measures only realistically need to be implemented when dealing with highly sensitive materials.
9.4 [bookmark: _Toc203581538] Future management
10.4.1 – Ongoing Reviews
To ensure that the hazard posed by static buildup remains ALARP, an ongoing surveillance and improvements plan must be maintained. Periodic reviews of risk assessments (at a minimum 3 yearly) should be undertaken by a review board, to ensure that hazards are accurately captured and remain relevant. These reviews should include research into industry best practice, through the usage of databases such as SAFEX and the HSE. Guidance should be reviewed whenever issued and considered to its full extent.

10.4.2 - Inspections
Periodic inspection audits should be undertaken to ensure that both the area meets the standards required, and that all personnel are performing their duties to a satisfactory level in accordance with risk assessments and basis of safety.
10.4.2 – Learning from Experience
All safety incidents must be reported and recorded for internal review.
Boards should periodically review both internal incidents, and those from other sites to ensure that any lessons learned are implemented into risk assessments and BOS. The board members must be SQEP / SME in their area.
9.5 Conclusions
With the controls and mitigations in place, the risk posed by this hazard is reasonably ALARP.
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