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[bookmark: _Toc169278714][bookmark: _Toc171686163]Part 1 – Risk Assessment
1.1 [bookmark: _Toc169278715][bookmark: _Toc171686164]Introduction
1.1.1	This report aims to identify some of the risks posed by the Future Cruise/Anti-Ship Weapon system and isolate a single identified hazard, to the point where its risk can be considered As Low As Reasonably Practicable (ALARP). 
[bookmark: _Toc169278716][bookmark: _Toc171686165]1.2	System Description 
1.2.1	The Future Cruise/Anti-Ship Weapon (FC/ASW) is a next generation cruise missile which has the ability to be both air and surface launched. It is designed to engage high value targets deep within enemy territory with the ability to overcome current and future anti-air defensive systems. For the purposes of this risk assessment, it has been necessary to focus on a single FC/ASW variant, which forms the scope of this assessment:

· Turbo Propulsion (TP) 15: an air launched variant, which is a subsonic long-range cruise missile armed with a multi warhead system. It is designed to be launched from the RAF Typhoon multi-role aircraft platform and will penetrate enemy territory utilising low observable i.e. stealth technology. 
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Figure 1 - Future Cruise/Anti-Ship Weapon TP15  [1]
[bookmark: _Toc169278717][bookmark: _Toc171686166]1.3	Manufacture Target Disposal Sequence (MTDS)
1.3.1	The MTDS in Figure 2 is an operational MTDS which is only concerned with how it will be used once in-service. It does not consider aspects of manufacture etc. 

1.3.2	This risk assessment will focus on two disparate points within the weapon system’s manufacture to target or disposal sequence (MTDS):

· Storage: 

· Launch through to Gather: the point of launch being selected by the operator (pilot) up to, and including, safe separation whereby the weapon system has achieved a distance from the launch platform so as not influence each other. 

[image: ]
[bookmark: _Ref171592589]Figure 2 - Weapon system's MTDS
1.3.3	It is also worth considering where responsibilities lie for identifying risks and for placing risk reduction measures: the safety boundary. For FC/ASW, up to and including the point of safe separation would fall under the accountability of the design organisation. After this point, risk identification and control would fall under the responsibility of the operational duty holder, which are responsible for the operational risks. 
[bookmark: _Toc169278718][bookmark: _Toc171686167]1.4	Hazard Identification
1.4.1	To aid in the hazard identification process, the weapon system was broken down into its main constituent sub-systems:

I. Airframe;
II. Propulsion system, a turbo fan jet;
III. Fuel system;
IV. Flight Control system, including the control surfaces i.e. wings;
V. Warhead;
VI. Navigation system

1.4.2	A suitable hazard analysis tool was used to understand what the potential failure modes of the sub-system could be. The tool used was a Functional Safety Analysis, also known as a Functional Failure Analysis (FFA). Its findings have been detailed below:

	Capability/Function: Warhead Initiation system
Lifecycle: Storage

	Question
	Description
	Hazard/s

	Normal Performance
	No known failure conditions with the normal operation of the initiation system.
	Inadvertent initiation or unintended reaction of the missile warhead.
 

	Specific Degraded Performance
	Partial initiation system criteria met.
	

	Incorrect Functioning
	Initiation system fails to a condition which makes operation viable.
	

	Human Error
	Dropping of missile from height in the storage environment. 
	

	Mistiming of the Function
	Not applicable in this part of the MTDS.
	


Table 1 - Functional Safety Analysis in Storage

	Capability/Function: Warhead Initiation system
Lifecycle: Launch/Gather

	Question
	Description
	Hazard/s

	Normal Performance
	No known failure conditions with the normal operation of the initiation system.
	Inadvertent initiation or unintended reaction of the missile warhead.
 













Unexploded ordnance in the operational environment

	Specific Degraded Performance
	Partial initiation system criteria met.
	

	Incorrect Functioning
	Initiation system fails to a condition which makes operation viable.
	

	Human Error
	Weapon system operated outside of the launch envelope, possibly inducing excessive vibrations into the Initiation system. 
	

	Mistiming of the Function
	Operates too early and detonates the Warhead.

Operates too late and fails to initiate the Warhead.
	


Table 2 - Functional Safety Analysis in Launch/Gather

1.4.2	The identified failure mode had the following aspects to consider during risk estimation:

I. Configuration of the weapon system.
II. The period of exposure to the weapon system or hazard;
III. What the potential injuries to persons directly involved in the activity;
IV. What the potential injuries to persons indirectly involved in the activity could be, i.e. civilians;
V. Damage to facilities;
VI. Damage to the platform;
VII. Environmental impact;
VIII. Whether the system utilises novel energetics which have a limited amount of in-service surveillance;
IX. Whether the munition is Insensitive Munition (IM) compliant, or has been developed using the principles of IM.

[bookmark: _Toc171686168]1.5	ETA
1.5.1	To assist in determining the outcome and severity of the hazard, Event Tree Analysis can be utilised. This is an inductive process which aims to ascertain all of the plausible outcomes resulting from the hazard. It starts with the hazard (Inadvertent initiation or unintended reaction of the missile warhead) and goes through a logical sequence of events, such as missile fragments strike the launch platform and an associated probability. The next step would be whether the blast fragments cause the platform to become uncontrollable etc. It should be noted that the initial probability and the resulting probabilities of the outcomes should all be equal to unity.  For FC/ASW, the worst-case severity was found to be Catastrophic (as defined in the risk criteria in Table 3). An example of ETA has been taken from ASEMS:
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Figure 3 - ETA Example from ASEMS [2]


[bookmark: _Toc171686169]1.6	Risk Criteria

	Category
	Directly Involved/1st Party (Military Personnel)
	Indirectly Involved/3rd Party (Civilian/s)

	Catastrophic
	3+ Fatalities
	1+ Fatality

	Critical
	1-2 Fatalities
	Multiple Reportable Injuries

	Major
	Multiple Reportable Injuries
	A single Reportable Injury

	Minor
	A single Reportable Injury
	Multiple Non-Reportable Injuries

	Negligible
	Multiple Non-Reportable Injuries
	A single Non-Reportable Injury


[bookmark: _Ref171588018]Table 3 - Severity Categories
	Qualitative Probability
	Description
	Quantitative Equivalent (QE)

	Probable
	Likely to occur several times during the life of the system.
	P(CE) < 1e-02

	Occasional
	Likely to occur at some time during the life of the system.
	P(CE) < 1e-03

	Remote
	Unlikely, but possible to occur during the life of the system.
	P(CE) < 1e-04

	Improbable
	Unlikely, but may exceptionally occur during the life of the system.
	P(CE) < 1e-05

	Incredible
	Extremely unlikely to occur during the life of the system.
	P(CE) < 1e-06


Table 4 - Probability Thresholds
1.6.1	The probability basis over which the hazard occurrence is measured for the weapon system could be expressed in a number of ways and will give a rate; not just a probability numerical value which is meaningless on its own. It could be done on a per event basis (during weapon launch), per year basis etc. The probability basis for FC/ASW uses an occurrence over the life of the system. This will need to be clearly stated and articulated to the air platform user community, which typically expresses their probabilities on a per flying hour basis. This can be achieved by utilising a suitably determined probability conversion method. 

1.6.2	The Risk Matrix has been designed in conjunction with the air launch platform regulations, namely, Regulatory Article (RA) 1210 [2] and RA 1230 [3]. 







	Probability of occurrence over the life of the system
	Severity
	Application

	
	Catastrophic
	Critical
	Major
	Minor
	Negligible
	

	
	3+ Fatalities
	1-2 Fatalities
	Multiple Reportable Injuries
	Single Reportable Injury
	Multiple Non-Reportable Injuries
	Directly Involved

	
	1+ Fatalities
	Multiple Reportable Injuries
	Single Reportable Injury
	Multiple Non-Reportable Injuries
	Single Non-Reportable Injury
	Indirectly Involved

	P(CE) <1e-02
	A
	A
	A
	B
	C
	

	P(CE) < 1e-03
	A
	A
	B
	C
	D
	

	P(CE) < 1e-04
	A
	B
	C
	D
	D
	

	P(CE) < 1e-05
	B
	C
	D
	D
	D
	

	P(CE) < 1e-06
	C
	D
	D
	D
	D
	


Figure 4- Risk Classification Matrix


	Risk Category
	Acceptable Criteria

	A
	Unacceptable unless there are exceptional reasons for the activity and only to be accepted if ALARP. 

	B
	Undesirable and must be proven to be Tolerable and ALARP before being considered for acceptance. 

	C
	Undesirable and must be proven to be Tolerable and ALARP before being considered for acceptance.

	D
	Broadly Acceptable – this does not negate the requirement to demonstrate ALARP for these risks. 


[bookmark: _Ref171435037]Table 5 - Risk Criteria
[bookmark: _Toc171686170]1.7	Estimating Risk
1.7.1	The following aspects could be considered when determining what the risk is of the individual hazards posed by the munition:

I. The period of exposure to the weapon system or hazard;
II. What the potential injuries to persons directly involved in the activity;
III. What the potential injuries to persons indirectly involved in the activity could be, i.e. civilians;
IV. Damage to facilities;
V. Damage to the platform;
VI. Environmental impact;
VII. Whether the system utilises novel energetics which have a limited amount of in-service surveillance;
VIII. Whether the munition is Insensitive Munition (IM) compliant, or has been developed using the principles of IM.

1.7.2	Table 6 shows the level of risk of the hazard before suitable risk reduction methods have been applied: this will be the developed through the ALARP justification statement. 
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[bookmark: _Ref171682510]Table 6 - Pre-Risk Reduction Risk Classification
[bookmark: _Toc169278720][bookmark: _Toc171686171]Part 2 – ALARP Justification
2.1 [bookmark: _Toc171686172]Introduction and Scope
2.1.1	For clarity, the hazard which will be demonstrated to be ALARP will be:

· Inadvertent initiation or unintended reaction of the missile warhead.

2.1.2	Due to the severity of an inadvertent initiation or unintended reaction of the missile warhead, the focus of the ALARP justification must be to prevent it from occurring. This forms the basis of the ALARP justification report.

2.1.3	The FC/ASW is in the early stages of the CADMID lifecycle. This means measures can be taken as part of the design process to reduce the risk of the identified hazards by focussing on the functional aspects of the weapon system. When looking at the hierarchy of controls (Figure 5), for the purposes of this ALARP justification report, the focus will be on applying the principles of elimination, substitution, and engineering controls.

[image: A diagram of a flowchart
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[bookmark: _Ref171598917]Figure 5 - Hierarchy of controls

2.1.4	It can be seen from Figure 6, the focus of this ALARP justification will be on the left-hand side of the bow tie diagram. This is where controls are placed on identified initiating events to prevent the identified hazard from occurring. It is also worth noting that Event Tree Analysis (ETA) is part of the left-hand side of the bow tie diagram, again, identifying initiating events, or causes, and how it leads to the identified hazard. These can show through the use of Boolean logic, giving the probability of occurrence of the resulting hazard which can be used for identifying safety targets. 
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[bookmark: _Ref171600881]Figure 6 - Bow Tie generalised accident sequence
2.1.5	To determine whether a hazard has been reduced to a condition that can be considered ALARP, a structured process has been followed. Figure 7 outlines this process, which has been extracted from the Acquisition Safety and Environmental System (ASEMS) [4]. The following ALARP justification will follow the steps in Figure 7, culminating in a final decision and implementation. 

[image: A diagram of a risk management process
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[bookmark: _Ref171426936]Figure 7 - ALARP Justification Process [4]
[bookmark: _Toc171686173]2.2	Safety Targets and Criteria
2.2.1	The safety criteria for FC/ASW are set out in Table 5. The criteria are determined by individuals who hold a suitable level of seniority and relevant safety experience within a project team who would hold some form of formal safety delegation. Additionally, it would also require the approval of a Suitably Qualified Experienced Persons (SQEP) Safety committee. 
2.2.2	The tolerable hazard rate for FC/ASW can be found from the Risk Matrix. It has been identified through Event Tree Analysis that the worst, most credible outcome from the inadvertent initiation or unintended reaction of the missile warhead, to be multiple fatalities of 3rd parties. Therefore, a tolerable hazard rate for this occurrence would be equal to and no greater than 1e-06 over the lifetime of the system. This aligns to a risk classification of Risk C and will need to be demonstrated through this ALARP justification report.
[image: A diagram of a life system
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Figure 8 - Safety Target Derivation
2.2.3	It is worth noting that the tolerable hazard rate of 1e-06 over the life of the system has precedence, and is a recognised achievable value as shown in RA 1230 [3]. 
[bookmark: _Toc171686174]2.3	Proposal
2.3.1	The focus of this ALARP justification is on the left-hand side of the bow tie diagram, whereby suitable engineering controls/design choices are made to reduce the level of risk for the identified hazard to the defined tolerable hazard rate: 1e-06 over the life of the system.

2.3.2	Central to the ALARP assessment is the demonstration of compliance against relevant legislation, regulation, standards, and industry guidelines e.g. ARP4754A. To achieve this FC/ASW will need to go through a certification process. Certification for OME is a process overseen by the Regulator (Defence Ordnance Safety Regulator), by which a competent, independent certifying body determines the level of compliance of Defence OME against defined safety and environmental standards. 

2.3.3	Table 7 details the DSA 02.OME regulations which FC/ASW will need to comply with.

	Regulation Number 
	Title

	02 OME (1)
	OME Design Requirements

	02 OME (2)
	Appointment of an OME Safety Advisor 

	02 OME (3)
	Safety and Environmental Case

	02 OME (4)
	Manufacture to Target or Disposal sequence (MTDS)

	02 OME (5)
	Safety Risk Management

	02 OME (6)
	Classification for Transportation and Storage

	02 OME (7)
	Explosive Material (EM) Safety Qualification

	02 OME (8)
	Initiation Systems Safety Qualification

	02 OME (9)
	Other Components Safety Qualification

	02 OME (10)
	Environmental Testing (Climatic and Mechanical)

	02 OME (11)
	Electromagnetic Environmental Effects (E3)

	02 OME (12) 
	Insensitive Munition (IM) Assessment

	02 OME (13)
	Through Life Capability Management 

	02 OME (15)
	Military Laser Safety Information

	02 OME (16)
	Management of Safety Information

	02 OME (17)
	Safety Performance Reporting

	02 OME (18)
	OME Safety Review Panel and Assurance Statement 

	02 OME (19)
	OME Certification 


[bookmark: _Ref171588023]Table 7 - DSA 02 Defence Ordnance, Munitions and Explosives (OME) Regulations [2]
2.3.4	Other relevant legislation and regulations which are specific to explosives and need to be demonstrated to be compliant against are detailed in Table 8. 

	Legislation/Regulation

	The Carriage of Dangerous Goods and Use of Transportable Pressure Equipment Regulations 2009

	Dangerous Substances and Explosive Atmospheres Regulations IS 2002/2776 (DSEAR)

	L150 Explosives Regulations 2014

	Firearms Act 1968 – Section 5


[bookmark: _Ref171590586]Table 8 - Explosives Legislation & Regulation

2.3.5	Figure 9 demonstrates the process for achieving compliance against DSA 02.OME Regulation (8) Initiation Systems Safety Qualification. Similar processes will need to be demonstrated against the other OME regulations which require certification. Certain OME regulation do not require certification e.g. DSA OME.02 (5) Safety Risk Management. This would require the duty holder to demonstrate to the regulator that a suitable safety risk management system was in place. 
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[bookmark: _Ref171595316]Figure 9 - Certification to Achieve Regulatory Compliance
[bookmark: _Toc171686175]2.4	Identification of Risk Control Measures
2.4.1	The hierarchy of controls will be applied to identify suitable risk control measures. 

2.4.2	Elimination of the hazard, which would necessitate the removal of the warhead is not deemed feasible. It could be removed and rely upon the kinetic energy of the system to defeat its target criteria. However, central to the weapon system design is its ability to penetrate high value targets which will include concrete reinforced targets. These require the use of secondary high explosives to defeat, therefore, the warhead is essential to the weapon system and cannot be eliminated.

2.4.3	Substitution of the hazard, which would again rely upon the removal of the warhead for the same reasons as elimination has been shown not to be feasible. 

2.4.4	Engineering controls can be applied on multiple levels taking in disparate aspects such as testing of energetic materials through to the sub-system functional design. The key identified engineering controls are:

· Compliance against legislation and regulation as part of the certification process will require suitable engineering solutions. 
· Trials and testing or validation of the methods proposed to achieve certification can also be thought of as engineering controls.
· Functional sub-system design using appropriate functional safety engineering practices – SIL allocation to sub systems, two independent inputs.

2.4.5	A Safety Integrity Level (SIL) or often referred to as a Design Assurance Level (DAL) can be defined as ‘…. the relative level of risk reduction provided by a safety instrumented function, i.e. the measurement of the performance required of the SIF’.  

2.4.6	The assignment of an appropriate SIL to a weapon system function can be achieved by aligning the severity to the failure of the function. The focus for this will be the Safe Arming Unit as depicted in Figure 10. Note: This is a generic fuzing architecture and generated by the Author.
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[bookmark: _Ref171664078]Figure 10 – Generic Safe Arming Unit Architecture

2.4.7	The SIL allocation process (Table 9) has been adopted and modified from standards such as DO-176C and DO-254. The identified hazard has an associated severity of Catastrophic, this would require the Safe Arming Unit (SAU) to have a SIL 4, the greatest level of risk reduction apportioned to it: if the SAU operated when not intended, it would be a direct cause of an inadvertent initiation or unintended reaction of the missile warhead.


	Accident Severity
	SIL Assignment

	Catastrophic
	The sub system requires 2 independent functions with each function designed to SIL 3; or 1 function designed to SIL 4. Additional measures may be required to permit safety acceptance criteria to be met.

	Critical
	The sub system requires 2 independent functions with each function designed to SIL 3; or 1 function designed to SIL 4. Additional measures may be required to permit safety acceptance criteria to be met.

	Major
	The sub system requires 2 independent functions with each function designed to SIL 3; or 1 function designed to SIL 4.

	Minor
	The sub system requires 2 independent functions with each function designed to SIL 2; or 1 function designed to SIL 3.

	Negligible
	The sub system requires 2 independent functions with each function designed to SIL 1; or 1 function designed to SIL 2. 


[bookmark: _Ref171665465]Table 9 - Project SIL Allocation Rules
2.4.8	In relation to standards and meeting an acceptable level of compliance, STANAG 4187 [5] requires a fuzing system to: ‘….be designed so that no Single Point failure, single credible circumstance or common-cause failure can result in arming or functioning before launch or deployment’. From Figure 10, it can be seen that the SAU fuzing criteria has been met through Independent Signal 1 and Independent Signal 2. Further, appropriate SILs have been allocated to give the function an appropriate level of integrity, as per the SIL allocation rules in Table 9. 

2.4.9	However, STANAG 4187 [5] also requires the fuzing system to: ‘After launch, the probability and quantity of single point or common cause failures of the arming cycle shall be reduced to a minimum. The time window associated with associated with these failures shall be reduced to a minimum and shall exist only at or near expiration of the intended arming delay/distance’. 

2.4.10	From Figure 10 it can be seen that no SIL has been applied to the Arming Delay function. This function achieves the requirement of STANAG 4187 [5]; but should it have a level of integrity placed upon it? Can it be considered ALARP without a known level of integrity i.e. SIL allocation? This function prevents the inadvertent initiation of the weapon system in the operational domain where it is not known if civilians would be present under the flight path of the weapon system. Applying the following principles of an ALARP argument, will aid in the decision-making process:

· Spending £1m to prevent a few personnel from suffering cuts and bruises is obviously disproportionate; but
· Spending £1m to prevent a major explosion sinking a ship and killing many on board would be proportionate.

2.4.11	Due to the potential severity (Catastrophic i.a.w. the Risk Matrix) of an inadvertent initiation of the warhead within the operational domain, where it cannot be determined whether civilians will be under the flight path of the weapon system, proportionate measures should be taken. Using the ALARP principles of proportionality (bullet points above), although a SIL allocated to a function incurs significant cost, it would be proportionate due to the severity of the accident it is preventing. Therefore, the Arming Delay function should be allocated a SIL function i.a.w. the SIL allocation process in Table 9. 
[bookmark: _Toc171686176]2.5	ALARP Solution and Conclusion
2.5.1	To achieve ALARP a safety target of 1e-06 over the life of the system was identified, which aligns to a Risk Cat. C as per the FC/ASW Risk Matrix. The safety target and risk classification category have both been achieved by applying the following to the system:

· Certifying FC/ASW with trials and testing forming the validation for the certification process;
· Applying appropriate engineering controls through functional design solutions i.e. application of appropriate SILs to sub systems.



2.5.2	To reduce the risk down to potentially a Risk Cat. D, further measures could be taken. This could be done by the application of administrative controls taken from the hierarchy of controls. This could be achieved by limiting the storage height of the weapon system (drop requirement) to prevent inadvertent operation from external stimuli. This would normally be contained within a procedure for safe handling and storage. 

2.5.3	Potential future technology could be implemented to reduce the risk further. This could be in the form of an energetics monitoring system, to give continuous monitoring on the chemical degradation of the energetic material. It can be considered as a more sophisticated form of HUMS; measuring directly the energetic material as opposed to the environmental conditions, heat etc. to infer the level of energetic decomposition. 
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Table 10 - Post Risk Reduction Risk Category
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