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Introduction
Operating Systems (OS): These are the base system software that controls the computer hardware, software resources, and serve as a platform for efficient interaction with users and applications. They are responsible for things like process management, memory management, file system organisation, device management, security and user account administration. Today's operating systems, such as Microsoft Windows and Linux, also offer robust command-line interfaces (CLI) that allow users and system administrators to run scripts and automate processes, solve issues, and perform system management tasks that are more efficient than using a GUI. This report provides an overview of the basic tasks that are performed by general purpose operating systems and illustrates the ability to monitor and manage these tasks in both the Windows and Linux environment. It discusses Windows Batch and PowerShell commands, and the Linux equivalent, Bash, as well as their practical application for process management, file and directory manipulation, monitoring network resources, managing users, and scheduling tasks. The report also includes some simple automation scripts written in both Windows Batch and Linux Bash, and demonstrates the use of variables, input from users, arithmetic operations, looping, and conditional statements to automate repetitive administrative tasks in a programming fashion. Screenshots have been captured throughout the report to support evidence of the use of commands and activities in the system. Lastly, a summary of key findings is provided, followed by an IEEE-formatted reference list and appendices of tutorial activities, lecture evidence and evidence of interaction with an online certification course or operating system or command-line certification course.













Task 1 - Key functions of general Operating Systems

Operating systems (OS) are the core software that manage hardware resources and provide basic services to application software in today's computers. There would be no way for users to communicate with computer hardware in any way or efficiently without an operating system. Common operating systems that are used by most people include macOS from Apple, CentOS and Ubuntu Linux distributions, and the Microsoft Windows operating system. Typically, each platform has its own UI and design philosophy, but they all have certain core duties. These range from process management, memory management, file system organization, to device control, security enforcement, and the production of user interfaces that enable people to use it efficiently.
Process Management
A critical role of operating system is process management. Process is a unit of execution that is a running program or task. The OS creates processes, schedules them on the CPU and terminates them when they are no longer needed. When the applications are scheduled efficiently, many can be executed at the same time without conflicts or loss of performance.
For Windows, applications like Task Manager offer a graphical user interface that allows users to view running processes, their CPU usage, memory usage, disk activity and network usage. This visibility is so crucial that it is needed to troubleshoot performance problems and determine if an application is malfunctioning. The Linux edition provides similar features with command-line tools like top, htop and ps, which provide real time process information, and enable administrators to control processes directly from the terminal.
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Memory Management
Another fundamental function of an OS is memory management, which allocates RAM to applications as needed and avoids conflicts and optimises performance. When memory is scarce, the operating system swaps memory between physical memory and virtual memory and allocates memory to processes.
Memory usage per process detail is available in the Windows Task Manager so that the users can find memory intensive applications. Some of the commands that Linux administrators use to keep an eye on RAM and swap usage, and to check the memory health are free, vmstat, and cat /proc/meminfo. Memory management plays a crucial role in the stability of the system, particularly when multiple applications are running concurrently on the system.
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File System Management
Data is organised in a hierarchical structure using file systems in operating systems such that users and applications can store, retrieve and manage information efficiently. Windows offers a graphical user interface (GUI) that is accessed via the File Explorer, allowing users to easily browse through folders and files. Apart from the graphical file managers supported by Linux, it is also a popular operating system for using command line tools, which provide precise control on the file system operations, for example lis, cd, mkdir, cp, and rm.
 File systems are also managed, including permissions, metadata, storage devices, and ensuring data integrity and accessibility.
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Device Management
Pcs nowadays make use of a variety of hardware components like printers, storage gadgets, network adapters, and USB peripherals. These devices are controlled by operating system software via drivers (specialised software that allows the OS to communicate with the hardware).
 Windows provides Device Manager utility to show the information about the computer's hardware, update drivers, and troubleshoot hardware problems. Administrators can use tools like lspci, lsusb and dmesg to see the hardware configuration and check the behaviour of hardware devices at a very low level in Linux.
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 User control and security
Security is a core responsibility of the OS and involves access control, permissions, and user authentication. Operating systems provide security to make sure only legitimate users can access certain files, applications, or system options.
 Where Windows has user management via User Accounts and administrative tools, Linux has the powerful user management programs like passwd and usermod.
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Task 2 - Use of Windows OS CLI Commands
Attempt to use Windows CLI Commands.Try to run Windows CLI Commands.
Windows has several command line utilities that are vital for process control, file management, network control, user management and scheduled task management. These commands are useful for the system administrator and advanced users to troubleshoot any issues, automate tasks, and efficiently control the system operations.

Process management
The tasklist command returns a list of all currently open processes on the system including the process names, process ID (PID) and memory usage. This assists users to follow the usage of the system and identify applications that use excessive resources. When you run this command: tasklist in Command Prompt, it will display a list of processes. The taskkill /PID [pid] /F command is used to end a process with the process ID [pid]. If the process does not close normally, use the /F switch to force it. Such commands are essential for troubleshooting and managing the resources of a system. Below is the commands being tested.
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File and Folder Management
It is important to organize files and directories efficiently. The dir command is used to display all the files and folders that are located within the current directory, along with information including size and modification time. The command that creates a new folder is called mkdir [foldername] and for deleting files, the command is del [filename]. These commands enable the user to operate on files from the command line, useful for scripting and automation. Below is the commands being tested.
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Network Testing and Monitoring
Tools such as ping can be used to help diagnose network connectivity problems. ping google.com will send packets to Google's servers and report whether or not Google returns a response, showing network status. Use the ipconfig /all command to get more detailed information about the network interfaces, including their IP addresses and MAC addresses. Also, netstat -ano lists active network connections as well as listening ports, allowing for better tracking of network activity and detecting unauthorized connections. 
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User Management
The user account management includes whoami to show the current user who was logged in and net user to display all user accounts on the system. The net user [username] [password] /add command is used to add a users. Account management is important for maintaining account security and access rights.
[image: ]
[image: ]
[image: ]
Task Scheduling
Automation of manual tasks enhances productivity. The schtasks command is used to create scheduled tasks. For instance, schtasks /create /sc daily /tn "Backup" /tr "C:\backup.bat" /st 02:00 will run the backup.bat file every day at 2 AM. This automation guarantees that maintenance is carried out on a regular basis without manual involvement.
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Task 3 - Use of Linux CLI Commands
Process Management
The ps aux command is used to list all processes in the Linux system with detailed information. It displays the owner of each process, their process ID (PID), CPU and memory utilization and command that was used to launch the process. This can be useful to keep track of system activity and to detect heavy resource consuming applications. The kill command is used to kill a process by sending a signal to it. The -9 will cause the program to terminate immediately. You need to specify the process ID (PID) you want to kill, which can be found using ps aux. This can be helpful to terminate unresponsive or unwanted processes.
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File & Directory Management
The ls -l command lists files and directories in the current directory with detailed information, such as permissions, owner, size, and last modified date. This enables users to view the contents and properties of files and folders. The mkdir command will make a new directory with the named directory. This is crucial for creating new folders, particularly when it comes to scripting or automation. rm is used to remove a file. Be careful to use it, since deleted files will be removed, not placed in the Trash. Useful for removing unwanted files in a rapid manner from the command line.
[image: ]
[image: ]
[image: ]
Network Testing & Monitoring
The ping command is used to check if there is a network connection to a particular server (Google) It sends out ICMP echo request and provides a response if it receives any echo reply; which means it is active and responsive to the network connection. These commands will show you information about network interfaces, such as the IP addresses, MAC addresses and link status of them. ifconfig is the traditional command, but may not exist in all distros, while ip a is more modern and widely used. The Netstat command will list the current running network connections, listening ports and related processes. The various options -t (TCP), -u (UDP), -n (numeric addresses), -a (all connections), and -p (process info) give detailed information about the status of the network.
[image: ]
[image: ][image: ]
[image: ]
User Management
Prints the current user's name. Good for verifying user identity for permission control and/or running scripts. Displays information about user accounts on the system, such as home directories and default shells. This file contains information about the users. Creates new User Account that has Administrative privileges. You need root privileges (sudo) to run this command. It is used in the creation of new user profiles in accessing the system.
[image: ]
[image: ]
[image: ]
Task Scheduling
Open the cron jobs editor for the logged-in user. Scheduling jobs (scripts or commands) to be run at regular intervals or at specific times. As an example, the line 0 2 * /path/to/script.sh sets up to run /path/to/script.sh every day at 2 am.
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Task 4 - Use of Windows OS scripts
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& Windows PowerShell X + v

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\saira> whoami
sairaslaptop\saira
PS C:\Users\saira>
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PS C:\Users\saira> net user

User accounts for \\SAIRASLAPTOP

Administrator DefaultAccount Guest
saira WDAGUtilityAccount WsiAccount
The command completed successfully.

PS C:\Users\saira>
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Lahsiwms]jsna@webminal ~|$% ping google.com
ping: socket: Permission denied
[ahsiwmsjsna@webminal ~]$
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[ahsiwmsjsna@webminal ~]$ kill -9 [PID]
-bash: kill: [PID]: arguments must be process or job IDs
[ahsiwmsjsna@webminal ~]$ []
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[ahsiwmsjsna@webminal ~]$% netstat -tunap
-bash: /bin/netstat: Permission denied
[ahsiwmsjsna@webminal ~1$ []
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[ahsiwmsjsna@webminal ~]$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback ©0:00:00:00:00:00 brd ©0:00:00:00:00:00
inet 127.6.0.1/8 scope host lo
valid_lft forever preferred_lft forever
inet6 ::1/128 scope host
valid_lft forever preferred_lft forever
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PS C:\Users\saira> del [foldername]

PS Users\saira> del foldername

del : Cannot find path 'C:\Users\saira\foldername' because it does not
At line:1 char:1

+ del foldername

+ CategoryInfo : ObjectNotFound: (C:\Users\saira\foldernam
+ FullyQualifiedErrorId : PathNotFound,Microsoft.PowerShell.Command
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\saira> schtasks /create /sc daily /tn "Backup" /tr "C:\backup.bat" /st 02:00
SUCCESS: The scheduled task "Backup" has successfully been created.
PS C:\Users\saira>
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[ahsiwmsjsna@webminal ~]$ mkdir [foldername]
[ahsiwmsjsna@webminal ~]$ ||
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PS C:\Users\saira> ping google.com

Pinging google.com [2a00:1
Reply from 2a00:1450:46009:
Reply from 2a00:1450:46009:
Reply from 2a00:1450:46009:
Reply from 2a00:1450:46009:

Ping statistics for 2a00:1
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:4009:c13::64] with 32 bytes of data:
::64: time=Tms

si64: ti
16U
16U
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Approximate round trip times in milli-seconds:
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PS C:\Users\saira>

9ms, Average = Tms
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[ahsiwmsjsna@webminal ~]$ crontab -e**
crontab: invalid option -- '*'

crontab: usage error: unrecognized option
UEET-CH

crontab [options] file

crontab [options]

crontab -n [hostname]

Options:
-u <user> define user
-e edit user's crontab
=1 list user's crontab
-r delete user's crontab
-i prompt before deleting

-n <host> set host in cluster to run users' crontabs
=@ get host in cluster to run users' crontabs
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[ahsiwmsjsna@webminal ~]$ rm [filename]
rm: cannot remove ‘[filename]’: No such file or directory
[ahsiwmsjsna@webminal ~]$ ||




image3.png
New

A Home
& Gallery

v @ Saira - Personal

v

W Desktop

v

B Dpocuments

> I Email attachm

v

= pictures

> I Public

W Desktop
' Downloads
B Dpocuments
= pictures
® Music

[ videos

EE T S Y

i autocad

v W This PC
> 8 Windows ()

> % Network

() > Home >

Sort 8= View v

V' Quick access

Desktop
Saira - Personal

Downloads
Stored locally

Documents
Saira - Personal

Pictures
Saira - Personal

Music
Stored locally

Videos
Stored locally

autocad
Saira - Personal\Desktop

ACCA4022_CW_May26 (2)
Downloads

AACCA4022_CW_May26 (1)
Downloads

AACCA4022_CW_May26
Downloads

AACCA4022-Cl-Exam_Specification
Downloads

BMHPEO20 HWRSED C1 Mav 26

<’ Filter ~

22/06/2026 20:38
23/07/2026 22:21
23/07/2026 22:22
05/07/2026 19:48
03/10/202517:18

07/02/2026 20:08

Date accessed

23/07/2026 22:21
23/07/2026 21:10
20/07/2026 01:33

20/07/2026 00:48

Account

Activity




image5.png
Accounts

SAIRA KHAN g Rewards & Onebrive
sairakhan99@hotmail.co.uk 6,223 points Backed up
Administrator
Cloud storage
o This includes files, photos, attachments, and more across your Microsoft account 2ETEIE 7
“ Microsoft 365 Basic o

Premium productivity apps, OneDrive cloud storage, and more

Recurring billing on Share Storage included
Purchased from Apple Up to five people 100 GB
Manage Start sharing Manage storage

PC Game Pass Learn more v
Your all-inclusive pass to play

Account settings

o= Yourinfo S
"~ Profile photo

Sign-in options

o)





image1e.png
webminal login: ahsiwmsjsna

Password:

Last login: Thu Jul 23 23:21:33 from localhost, 86.138.114.76
FHHHHHHEHEHHHHHHRRHRRRHHHHHHHHHHRRRHHHEEEHHHRR
# webminal.org => your linux ~ on the cloud #
FHHHHHHEHEHHHHHHRRHRRRHHHHEHHHHHRRRHHHEEEHHHRR

[ahsiwmsjsna@webminal ~]$ sudo adduser [username]

sudo: unable to change to root gid: Operation not permitted

sudo: unable to initialize policy plugin

[ahsiwmsjsna@webminal ~]$
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[ahsiwmsjsna@webminal ~]$ 1ifconfig
Warning: cannot open /proc/net/dev (Permission denied). Limited output.

Warning: cannot open /proc/net/dev (Permission denied). Limited output.

ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 156@
dinet 139.162.5.218 netmask 255.255 255 0 broadcast 139 162 .5. 255
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PS C:\Users\saira> taskkill /PID 23218 /F
ERROR: The process "23218" not found.
PS C:\Users\saira>
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[ XX ] * ahsiwmsjsna@uebminal

@ When you type your password, nothing appears - no dots, no asterisks (#), no characters at all. Its a standar

webminal login: ahsiwmsjsna
Password:
FHHHRHHEHEHHHHHHRRHRRREHHHEHHHHHRRRHHHEEEHHHRR
# webminal.org => your linux ~ on the cloud #
FHHHHHEHEHHHHHHRRHRRRHHHHEHHHHHRRRHHHEEEHHHRR
[ahsiwmsjsna@webminal ~]$ ps aux
USER PID %CPU %MEM VSZ RSS TTY STAT START  TIME COMMAND
ahsiwms+ 22486 ©.2 0.0 115688 3692 pts/16 Ss 23:21 @:0@ -bash
ahsiwms+ 22578 ©.0 0.8 155468 3920 pts/16 R+ 23:21 ©:00 ps aux
[ahsiwmsjsna@webminal ~1$ []
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webminal login: ahsiwmsjsna
Password:

Last login: Thu Jul 23 23:21:33 from localhost, 86.138.114.76

FHHHHHHEHEHHHHHHRRHRRRHHHHHHHHHHRRRHHHEEEHHHRR

# webminal.org => your linux ~ on the cloud #

FHHHRHHEHEHHHHHHRRHRRRHHHHHHEHHHRRRHHHHEEHHHER

[ahsiwmsjsna@webminal ~]$ cat /etc/passwdD
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PS C:\Users\saira> ipconfig /all
Windows IP Configuration

Host Name

Primary Dns SuFle
Node Type . .

IP Routing Enabled
WINS Proxy Enabled.

Wireless LAN adapter WiFi 2:
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PS C:\windows\System32> tasklist

Image Name PID Session Name Session# Mem Usage
System Idle Process 0@ Services ] 8 K
System 4 Services 0 5,452 K
Secure System 236 Services ] 65,528 K
Registry 280 Services ] 53,440 K
smss.exe 88U Services ] 1,776 K
csrss.exe 1252 Services ] 8,636 K
wininit.exe 1396 Services 0 10,668 K
services.exe 1520 Services 0 22,396 K
Lsalso.exe 1564 Services ] 1,148 K
lsass.exe 1572 Services 0 40,452 K
svchost.exe 1716 Services 0 36,236 K
fontdrvhost.exe 1748 Services 0 160 K
WUDFHost.exe 1764 Services ] 1,748 K
svchost.exe 1904 Services 0 19,864 K
svchost.exe 1952 Services 0 4,956 K
svchost.exe 1588 Services 0 4,016 K
svchost.exe 1628 Services 0 oue K
svchost.exe 1896 Services 0 9,152 K
svchost.exe 2160 Services 0 6,872 K
svchost.exe 2168 Services 0 3,684 K
svchost.exe 2176 Services 0 5,616 K
svchost.exe 2272 Services 0 10,576 K
svchost.exe 2280 Services 0 6,396 K
svchost.exe 2348 Services 0 5,648 K
svchost.exe 2368 Services 0 5 828 K
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Lahsiwmsjsna@webminal ~ |3 whoaml
ahsiwmsjsna
[ahsiwmsjsna@webminal ~1$ []
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[ahsiwmsjsna@webminal ~]$ 1s -1
total @
[ahsiwmsjsna@webminal ~1$ []
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PS C:\Users\saira> mkdir [foldername]

Directory: C:\Users\saira

Mode LastWriteTime Length Name

d

== 23/07/2026 23:55 [foldername]

PS C:\Users\saira>
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PS C:\Users\saira> dir

Directory: C:\Users\saira

LastWriteTime Length Name
29/03/2026 22:28 .android
11/02/2026 14:00 .cache
21/04/2026 19:53 .insomniac
13/02/2026 19:05 .MUMUVMM
29/03/2026 23:40 .vscode
03/10/2025 17:16 Contacts
03/10/2025 17:24 Documents
23/07/2026 22:21 Downloads
03/10/2025 17:16 Favorites
03/10/2025 17:16 Links
03/10/2025 17:16 Music
27/06/2026 01:03 OneDrive
05/06/2026 19:00 Saved Games
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PS C:\Users\saira> net user [username] [password] /add
The syntax of this command is:

NET USER
[username [password | *] [options]] [/DOMAIN]
username {password | *} /ADD [options] [/DOMAIN]
username [/DELETE] [/DOMAIN]
username [/TIMES:{times | ALL}]
username [/ACTIVE: {YES | NO}]

PS C:\Users\saira>




