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Server 1 has 2 network connections, PrivateNet1 which will be connected to by Client 1 and is the internal network. PublicNet is where the server is connected to the wider internet usually via a separate machine. This is how Client 1 can access the internet.

PublicNet IP: 192.168.1.100
PrivateNet1 IP: 192.168.100.1


[bookmark: _Toc96443334]Server 2 Network Adapters
[image: Graphical user interface, application

Description automatically generated]

Server 2 also has 2 network connections, PrivateNet2 which will be connected to by Client 2 and is the internal network. Sever 2 is also connected to PublicNet is where the server is connected to the wider internet. This is how Client 2 is able to access the internet.

PublicNet IP: 192.168.1.101
PrivateNet2 IP: 192.168.101.1
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Client 1 is connected to Server 1 via PrivateNet1.
PrivateNet1 IP: 192.168.100.2
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Client 2 is connected to Server 2 via PrivateNet2.
PrivateNet2 IP: 192.168.101.2
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This ping request verifies that Client 1 is connected to Server 1 and is able to communicate with the client.
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This ping request verifies that Client 2 is connected to Server 2 and is able to communicate with the client.
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This shows that the IP has been statically defined and that the firewall has been disabled. There is also no DNS service setup.
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The computer name has been changed to DC1-NWT.
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Verifies that the PC DC1-NWT is in the nosstask.msft domain controller group.
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New user account ‘John Jones’ has been created in the domain users group.
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This user can logon between Monday 10am and Thursday 3pm. They have been denied logon rights between 11am and 12 noon Wednesday to Friday.
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This shows that the client workstation can be logged into by the admin account created on the server.
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Type 1

‘A Type 1 hypervisor runs directly on the underlying computer's physical hardware, interacting directly with its CPU’ [1] Type 1 hypervisors are the most commonly deployed type of hypervisor.

Pros of using a type 1 hypervisor – This type of hypervisor is more efficient as it is directly connected to the computer’s physical hardware, this also makes it more secure as it means there is nothing in between for an attacker to compromise.

Cons of using a type 1 hypervisor – This type of hypervisor may need a separate machine to manage the VMs.

Type 1 hypervisor examples – ESXi Hypervisor, VSphere Hypervisor

Type 2 

A Type 2 hypervisor will run as an application on the operating system. These types of hypervisors are more suited towards an individual that needs to run multiple operating systems.

Pros of using a type 2 hypervisor – These are quick and easy to access another operating system alongside their primary operating system.

Cons of using a type 2 hypervisor – The hypervisor must access the physical hardware through the operating system, causing latency between the hypervisor and the hardware. This also means a security compromise from the operating system could put any VM running at risk of any potential attackers.

Type 2 hypervisor examples – VMware Fusion (MAC), VirtualBox

Both types of hypervisor are capable of running multiple VMs on the one machine.
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Cloud computing allows users to access computing services such as servers, software, and databases via the internet.

The benefits of this are that it saves on costs for an organisation. It removes the need for the company to buy hardware and software and allows them to have their servers managed off site for them which saves costs on installing servers and maintenance.

Cloud computing is very quick, so it allows the business to have computing services integrated in very little time.

Cloud computing is backed up in secure data centres that makes the solution more reliable than a business having to backup data themselves. It also makes disaster recovery easier as the data is guaranteed to have a recent back up.

Security is guaranteed through vendors offering policies that help protect data and computing infrastructure.

The drawback to cloud computing is that an internet connection is required to access the services. This could be quite expensive as the connection would have to have a large enough bandwidth depending on the size of the business to ensure everything runs smoothly. They must ensure the internet connection is reliable as down time can lead to the business losing out on revenue whilst they cannot access services.

Example Vendors – Microsoft Azure, IBM, Intel Cloud Computing
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The Domain Name System translates the human readable domain names into IP addresses that the machine can read. For example, www.amazon.com is converted to 192.0.2.44. [2]

[bookmark: _Toc96443350]How DNS works

[image: how-route-53-routes-traffic] [2]

The request the user sends to the browser is sent to a DNS resolver. This is usually managed by the users Internet Service Provider. This is then routed towards a DNS name sever, which then sends the request to the name servers that are associated with the example.com domain, in this diagram it is the Amazon Route 52 name server. The name sever will then retrieve the IP address of the web server and route the user to the web page.

Without DNS the Active Directory is unable to function. Active Directory Domain Services uses DNS to perform operations such as authentication, updating, or searching.
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As well as active directory, there are other critical roles on an enterprise network.

One critical role is the DHCP server. This allows the network manager or admin to dynamically assign IP addresses to devices and objects on the network. This is critical as it saves the manager from statically assigning any new device or object an IP address and it also means that there will be no duplicate IP addresses which avoids any problems caused by there being 2 objects with the same IP address.

Another role is file and storage services. This allows the network manager to allocate set storage locations for users on the network and limit how much storage they can use. It also allows them to restrict what data different users can access depending on access levels by setting separate drive letters. This is essential for keeping data secure by only allowing users to access what is relevant to them.
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A ping request allows the user to check connectivity between IP addresses. It is useful to use a ping command to check whether the client and server can communicate with each other. To test whether my network was functioning correctly, I used a ping command to check whether I could communicate with the client or not, without a ping request then you wouldn’t know whether the server and client are connected or not.

[bookmark: _Toc96443354]Server Management
Windows server management tools has allowed me to create user accounts on the network and set limitations on what they can or can’t do, for example log in hours were set to ensure that they can only be logged in during working hours.

It can also set group policies as to what applications or files that a user can access depending on their access level.

Another use of windows server manager is DNS servers, these will allow the users to search web browsers using readable URLs rather than IP addresses.

[bookmark: _Toc96443355]Firewall	
Windows defender is useful for protecting a PC or network from malware that can be picked up from day-to-day use. Windows defender is useful as it allows the network to block specific URLs and IP addresses, it will give you details about any malware that has been blocked to give you an idea on any threats to the network or PC and that it is designed to work with the Windows operating system so is reliable. Another plus is that it comes free with windows.

Some alternatives to windows firewall are Little Snitch and Radio Silence. These firewalls are designed to be used on the Mac OS.

Little Snitch gives the user more control over the firewall however comes at a higher cost. Radio Silence is much cheaper but offers the user much more limited control.

Linux based firewalls such as Iptables are also available to use. Iptables is the most popular command line based firewall for the Linux OS, however there are alternatives such as Shorewall And IPFire. These firewalls are also all open source programs so are free to use,

[bookmark: _Toc96443356]PAE/NX
Enabling PAE/NX when creating the virtual machines will allow the CPU to be more readily accessible and it can access more than 4GB of RAM. This is useful as servers can be quite resource intensive and the additional RAM will allow the server to run more smoothly.



[bookmark: _Toc96443357]OOBE
The Windows Out of Box Experience requires customers to accept license agreements, connects to the internet, and logs in with a windows account. By default, the OOBE will have windows defender activated, this will block the ping command and will not allow me to check whether the network is connected or not. Turning Windows defender off is essential to check whether the network actually works.


[bookmark: _Toc96443358]Reflection
To conclude this report, the tasks completed to create a network and deploy network directory services all worked successfully. The servers were able to ping their respective clients and got a response. Both servers were also able to ping each other using the PublicNet network adapters.

I have also managed to successfully install active directory onto the server, created user accounts into the domain users group and limited their login hours aswell as installing the DNS server to the Active Directory and I had created the nosstask.msft domain for users to log in to with their own accounts.
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