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1. Introduction
Cyber security is an important issue for organisations today, especially in the financial sector, where sensitive data is often targeted by attackers. Vigilant Trust & Asset Management (VTAM), a medium-sized financial services company, recently experienced a phishing attack and an attempted ransomware incident. These events showed that the company’s current security measures are not strong enough.
Because of this, the company’s board requested the development of a new security framework based on Zero Trust principles. The aim is to better protect customer data, financial systems, and reduce cyber security risks.
This report presents a simple and practical approach to improving VTAM’s security using recognised frameworks such as the NIST Cybersecurity Framework and ISO/IEC 27001. It identifies key threats, suggests basic security controls, and highlights the importance of monitoring systems and staff training to help prevent future cyber attacks.

2. Identification of Modern Threats
Financial institutions like VTAM are prime targets because of the money involved, the sensitive personal data they store, and the potential damage a successful attack could cause. To design an effective security framework, it is essential to understand the types of threats the company currently faces.
2.1 External Threats
Ransomware-as-a-Service (RaaS)
RaaS allows cybercriminals with low technical skills to rent ready-made ransomware tools. This means more attackers, more frequent attacks, and increasingly sophisticated variants. For a financial[1] institution, ransomware could lead to major operational disruption, data loss, and regulatory consequences.
AI-Powered Phishing and Vishing
Phishing emails generated by AI are increasingly convincing. Attackers can mimic writing styles, imitate suppliers, and[2, pp. 234–239] even craft spear-phishing emails targeted at specific employees. Vishing (voice phishing) is also evolving, using AI-generated voices to trick employees into sharing information or approving payments.
Supply Chain Attacks
VTAM relies on several third-party vendors for cloud services, payroll, data processing, and software updates. A compromise in any of these external partners could indirectly impact VTAM. Well-known cases like SolarWinds show how damaging this type of attack can be.
Cloud Misconfigurations
As more services move to cloud platforms, misconfigured permissions, unsecured APIs, and exposed storage (like S3 buckets) become serious risks. Attackers often scan the internet looking for exactly this type of mistake.
Hybrid Work Vulnerabilities
Hybrid work increases reliance on home networks, personal devices, Wi-Fi routers, and SaaS applications. These environments are much harder to monitor and secure compared to on-site networks.

2.2 Internal Threats
Human Error
Most incidents begin with a simple mistake: downloading a malicious file, clicking a link, or entering credentials into a fake page. Even well-trained employees can fall for highly targeted phishing.
Insider Threats
Employees with high privileges or access to customer financial data pose a risk if they become disgruntled or financially motivated.
Shadow IT
Because cloud tools are easy to subscribe to, employees often create accounts or upload company data to unauthorised platforms without realising how risky this is.
Over-Privileged Access
If access is not reviewed regularly, employees keep permissions they no longer need. This increases the impact of an internal compromise.

3. Modern Security Policies Aligned with Zero Trust
assuming that internal users or devices are safe, the system requires continuous verification The Zero Trust[3] model is based on a simple idea: never trust, always verify. Instead of and least-privilege access.
The policies below are written using guidance from ISO 27001 controls and NIST CSF.
Figure 1 – Zero Trust Architecture for VTAM
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This diagram illustrates a Zero Trust architecture where every access request is continuously verified. Users and devices are authenticated using identity and device compliance checks before accessing applications or data. Continuous monitoring ensures threats are detected and mitigated early.

3.1 Identity and Access Management (IAM) Policy
All users must authenticate using Multi-Factor Authentication (MFA).
Access must follow the least privilege principle.
Permissions must[4, pp. 335–350] be reviewed every 90 days.
Any elevation of privilege requires manager approval and is time-limited.
Remote access must use a secure VPN with device compliance checks.

3.2 Device and Endpoint Security Policy
All company devices must use EDR/XDR solutions (e.g., Microsoft Defender).
Personal devices are not allowed to access sensitive systems unless enrolled in MDM.
All devices must have disk encryption, automatic patching, and a screen-lock timeout.

3.3 Cloud Security Policy
All cloud assets must follow the CIS Benchmarks.
The organisation[5, pp. 1–12] will use a Cloud Security Posture Management (CSPM) tool to detect misconfigurations.
API access must use secure tokens and minimal privileges.
Storage buckets must never be publicly exposed.



3.4 Email and Phishing Protection Policy
Use AI-powered filtering for phishing and BEC.
Block email forwarding to personal accounts.
Reported phishing emails are analysed and added to blocklists.

3.5 Logging and Monitoring Policy
All systems must send logs to the central SIEM.
Logs must be retained for at least one year.
Alerts must be triaged 24/7 using SOAR automation where possible.

4. Technical Mitigation Measures
Here I describe the main[6, p. 40] controls and how they help reduce the threats identified earlier.

4.1 Multi-Factor Authentication (MFA)
MFA reduces the risk of stolen passwords being used in phishing or credential stuffing attacks. Implementation includes integrating MFA with email, cloud platforms, and VPN access.

4.2 Security Information and Event Management (SIEM)
A SIEM system collects logs from servers, endpoints, firewalls, cloud apps, and user activity. It correlates events and detects suspicious behaviour such as:
multiple failed login attempts
unusual file access
privilege escalation
ransomware-like encryption patterns

4.3 Security Orchestration, Automation, and Response (SOAR)
isolating compromised endpoints
blocking malicious IPs
disabling accounts showing suspicious activity
This reduces response time and helps contain incidents quickly. SOAR automates common responses, such as:


4.4 Endpoint Detection and Response (EDR/XDR)
These tools monitor devices in real time and can stop ransomware execution, detect suspicious processes, and provide forensic details.

4.5 Immutable Backups
Backups stored in immutable format cannot be altered or encrypted by ransomware. VTAM should keep:
daily encrypted cloud backups
weekly offline backups

4.6 Patch Management (following CISA KEV)
Using the CISA Known Exploited[7, pp. 1–79] Vulnerabilities (KEV) list helps prioritise patches that are being actively exploited in the wild.

4.7 Network Micro-Segmentation
By splitting the network into smaller segments, attackers cannot easily move laterally if they compromise one device.

5. Monitoring and Incident Response Plan
This section outlines how [8]the company will detect and respond to threats in real time.
SIEM and Incident Response Process
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This diagram shows how security events are detected and handled using SIEM and SOAR technologies. Alerts are analysed by the SOC, automated responses are triggered, and incidents are contained, eradicated, and reviewed to improve future resilience.

5.1 24/7 Monitoring
VTAM’s SOC (Security Operations Centre) or managed provider monitors:
SIEM alerts
Firewall logs
Cloud misconfigurations
Endpoint security notifications
Identity events from Azure AD or similar

5.2 Incident Response Steps
1. Detection
SIEM raises an alert for unusual activity.
2. Analysis
SOC analysts validate the alert to confirm if it is an incident.
3. Containment
SOAR automatically isolates affected devices, disables accounts, or blocks networks.
4. Eradication
Remove malware, revoke tokens, apply patches.
5. Recovery
Restore from backups and re-enable services.
6. Lessons Learned
Document improvements and update playbooks.

Incident Response Diagram (for Word)

The following diagram provides a simplified operational view of the incident response workflow described above.
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6. Continuous Training and Awareness
A security framework only works if employees understand their role. VTAM must create a training programme that is ongoing and engaging, not just a yearly video.

6.1 Monthly Phishing Simulations
Different difficulty levels, imitating real attacks:
fake invoices
password reset emails
urgent CEO requests (BEC-style)
Employees who fall for simulations receive short follow-up training.

6.2 Vishing Simulations
Calls pretending to be from IT support or suppliers. Staff learn how to:
verify identities
detect suspicious behaviour
report incidents quickly



6.3 Role-Specific Training
Finance team: BEC and invoice fraud
HR: handling personal data
IT: secure admin behaviour, patching, remote access

6.4 Weekly Security Tips
Short messages via email or intranet about new threats identified by CISA or NIST.


6.5 Promoting a Security-First Culture
Encourage employees to report suspicious behaviour without fear. Reward good security practice.

7. Conclusion
This report presented a modern cyber security framework for VTAM based on Zero Trust principles and recognised standards such as NIST CSF and ISO/IEC 27001. The company faces both external threats, such as phishing and ransomware, and internal risks, including human error and poor access control.
The proposed solution uses basic but effective security measures, including multi-factor authentication, system monitoring, automated incident response, and regular staff training. These controls help create stronger protection for sensitive data and critical systems.
Although cyber risks cannot be completely removed, the framework described in this report helps VTAM become more secure and better prepared to deal with future cyber threats.
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SLIDE 5 - Strategic
Security Investments

To reduce cyber risks, VTAM should
focus on a small number of effective
security measures. These include
Multi-Factor Authentication, endpoint
protection tools, centralised logging,
automated incident response, secure
backups, and stronger cloud security
controls. These controls are not just
technical solutions but long-term
investments that help protect business
operations.
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SLIDE 7 —People and
Training

+ Technology alone is not enough to prevent cyber
incidents. Employees play a key role in keeping the
organisation secure. Regular training helps staff
recognise phishing emails, suspicious phone calls,
and unsafe behaviour. Role-specific training
ensures that different teams understand the risks
related to their responsibilities and helps build a
stronger security culture.
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SLIDE 8 — Business
Benefits

* This security strategy provides clear benefits for
VTAM. It improves the protection of customer data,
reduces the likelihood of serious incidents,
supports regulatory compliance, and increases
customer confidence. Over time, these measures
help the organisation become more resilient to
cyber threats.
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SLIDE 9 -
Recommendation to
the Board

* Cyber security should be
considered a strategic priority rather
thanjustan ITissue. Itis
recommended that the board
supports a phased investment in
Zero Trust principles, continuous
monitoring, and staff training. These
actions will help VTAM reduce risk
and better prepare for future
threats. I n
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Thank you for your time.
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SLIDE 2 - Why
This Matters

Cyber security has become a real business
concern for organisations, especially in the
financial sector. VTAM has already experienced
a phishing attack and an attempted
ransomware incident, which shows that the
current security controls are not strong
enough. Attacks like these can lead to financial
loss, disruption to daily operations, and long-
term damage to customer trust.
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SLIDE 3 -Key
Business Risks

VTAM faces several cyber risks that can
directly impact the organisation.
Phishing and email fraud can result in
unauthorised payments or stolen
credentials. Ransomware attacks can
stop systems from working and prevent
staff from accessing critical data. Cloud
misconfigurations increase the risk of
data exposure and regulatory issues. In
many cases, simple human mistakes are
still the main cause of security incidents.
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SLIDE 4 —Why Zero
Trust

Zero Trust is a security approach based
on the idea that no user or device should
be trusted automatically. Every access
request must be verified, even if it
comes from inside the organisation. This
approach assumes that security
incidents will happen and focuses on
limiting their impact. For VTAM, Zero
Trust helps reduce unauthorised access
and improves overall control of systems
and data.





