Security
· Concerns
· Data Breaches/Loss
· A study conducted by the Ponemon Institute reports that over 50% of the IT and security professionals surveyed believed their organisation’s security procedures to protect data on cloud services are disappointing. “This study used nine scenarios, where a data breach had occurred, to determine if that belief was founded in fact.”
· The report resolved that overall data penetrating was three times more likely to occur for businesses that utilise the cloud who stick with a more physical approach.
· Malware Injection
· Malicious code can be injected into cloud services and viewed as part of the software or service that is running within the cloud servers themselves.
· Once an injection is implemented, attackers can snoop, and change the reliability of sensitive information, and potentially steal any data.
· A report by the East Carolina University, studied the threats of malware injections on cloud computing and states that “malware injection attack has become a major security concern in cloud computing systems.”
· Insecure API’s
· API’s give users the opportunity to tailor their cloud experience. Nevertheless, APIs can be a threat to cloud security because not only do they give companies the ability to change features of their cloud facilities to fit what is required for the business, but they also validate, allow access, and effect encryption.
· As the set-up of APIs produces to provide improved service, so do its security risks. “A popular and simple example of an API is YouTube, where developers have the ability to integrate YouTube videos into their sites or applications.”
· The weakness of an API comes within the communication that takes place between the 2 different applications.
· Spectre and Meltdown
· Very recently, researchers revealed a design feature common in most modern processors that could potentially allow content, including encrypted data, to be read from memory using malicious JavaScript code.
· While patches are becoming available, they only make it harder to execute an attack. The problem with these patches is that they might affect the performance of the cloud, so some companies might go with the option to leave their systems unpatched, making them extremely vulnerable to an attack.




· There are 14 different Cloud Security Principles from National Cyber Security Centre, these are the top 5 that I found had the most importance:
· Principle 1 – Data in Transit Protection
· User data transiting networks should be appropriately protected against interfering and snooping.
· Principle 2 – Asset Protection and Resilience
· “User data, and the assets storing or processing it, should be protected against physical tampering, loss, or damage.”
· Principle 5 – Operational Security
· The service needs to be operated and managed firmly, and the purpose for this is to obstruct, identify or prevent future attacks. A reasonable operational security that would be in place should not require complicated, time consuming or costly processes.
· Principle 10 – Identity and Authentication
· “All access to service interfaces should be constrained to authenticated and authorised individuals.” – should be high levels of accessibility, ensuring that only the correct personnel can access the data.
· Principle 13 – Audit Information for Users
· “You should be provided with the audit records needed to monitor access to your service and the data held within it.” The type of audit data available to the users will have a direct influence on a user’s ability to identify and counter to incorrect/malicious activity.
· Cloud Deployment Methods - Issues
· Public
· The third party company will host the cloud for multiple customers from their many multiple data centres, and they will also manage all the security so that the user does not have to worry about it. The benefit from this is that the customer has no control on how the cloud is managed, thus decreasing the vulnerability of having an attack.
· Private
· The major issue with this deployment model is that the customers will have large expenditures as they have to buy the infrastructure to run the cloud, and this can be seen as a disadvantage because they may try to save on money, and could potentially leave out some security procedures. Therefore putting themselves at great risk. 
· Hybrid
· [bookmark: _GoBack]“This allows the companies to benefit from both Public and Private Deployment methods. For example, a company could hold sensitive information on their private cloud and use the public cloud for handling large traffic and demanding situations.”


Findings and Statistics
· Projected to increase from £48B in 2015 to £116B in 2020
· Accomplishing a growth rate of 15-20%.
· Recent studies have found that disciplined companies achieved on average an 18% reduction in their IT budget from cloud computing and a 16% reduction in data centre power costs.
· Hybrid cloud adoption grew 3X in the last year, increasing from 19% to 57% of organizations surveyed.
· 73% of companies are planning to move to a fully software-defined data centre within 2 years.
· The research firm also predicts that by 2022, Amazon Web Services (AWS) will reach £30B in revenue, and be 8.2% of all cloud spending. At this moment in time, AWS are currently hosting Netflix on their servers, which accounts for an estimated 32% of the download traffic in the US. This shows the capabilities and the size of the cloud structure, that amazon currently have.
· How do cloud applications compare to desktop applications? Conducted by Zetta [21]​
· 66% of respondents claimed that cloud applications are easier to deploy than desktop applications.​
· 51% claim cloud-based apps are more reliable than desktop apps​
· 37% claim cloud-based apps are more secure than desktop apps​
​


