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[bookmark: _Toc219296964]1.Introduction
This assignment is split into two sections on research and one practical side to begin I will be doing research into a healthcare organisation which was victim to a cyber attack in recent years for the purpose of this task I have chosen the “change healthcare attack”.
The cyber attack on change healthcare happened in February of 2024 and disrupted healthcare operations on an unprecedented scale, endangering patients access to care, it also disrupted critical clinical and eligibility operations and threatened the solvency of the nation’s provider network. This attack demonstrated that the national consequences of cyber attacks that target mission critical third-party providers can be more devastating that when hospitals or health systems are attacked directly.
[bookmark: _Toc219296965]2. Incident overview of Change HealthCare cyber attack 
[bookmark: _Toc219296966]2.1 Attack Target
Change healthcare, a subsidiary of UnitedHealth Group, Is the predominant source of more than 100 critical functions that keep the U.S health care system operating. Annually it processes 15 billion health care transactions touching 1 in every 3 patients records which include insurance eligibility verification and authorization, drug prescriptions, claims transmittals and payments. [7,8]
[bookmark: _Toc219296967]2.2 What Happened
On February 21, 2024, an attack by the Russian ransomware group ALPHV BlackCat encrypted and incapacitated significant portions of Change Healthcare Functionally.

[bookmark: _Toc219296968]2.3 Impact
The attack on change healthcare had significant impact on its delivery of care and huge financial consequences for patients, providers and communities endangering patients and threatening the solvency of U.S care providers. Every hospital in the country felt the effect of the attack either directly or indirectly. The impacts varied depending on several factors such as the amount of cash reserves, vendor redundancy and reliance on Change Healthcare technology.
A march 2024 AHA survey of nearly 1000 hospitals found:
· 74% reported direct patient care impacts, including delays in authorizations of medically necessary care.
· 94% Reported the attack impacted them financially.
· 33% Reported the attack disrupted more than half of their revenue.
· 60% Reported requiring two weeks to three months to resume normal operations once Change Healthcare’s full functionally was re-established. [7,5]
Many providers were forced to seek alternate ways which included pulling from reserves or taking out private loans to pay clinician and care team salaries, and to acquire necessary medicines and supplies and to pay for physical security, dietary and environmental services contract work. As they also needed to rely on less efficient manual processes in place of electronic ones also added substantial administrative costs.[7]
[bookmark: _Toc219296969]2.4 AHA Response
The AHA swiftly mobilized and served as the leading voice in the entire health care sector during the crisis. To facilitate collaboration, provide input and secure further support, The AHA immediately engaged with the top contacts at the white house, Congress, FBI and the department of health and human services (HHS) and cybersecurity and infrastructure security agency (CISA).
As UnitedHealth Group downplayed the severity of the event over the ensuing weeks, The AHA among other actions consistently set the record straight and informed the media and testified before congress, these efforts ensured that Change Healthcare, not hospitals, bore the responsibility for notifying patients of any data breach.[7]
[bookmark: _Toc219296970]3. What happened next and what lessons were learned?
[bookmark: _Toc219296971]3.1 Third party Cyber risk
Third part cyber risk is the most significant and disruptive cyberthreat towards healthcare. The change healthcare cyber-attack is living proof of this statement as it was the most consequential and debilitating cyberattack on healthcare in the history of the U.S also paired with the sharp uptick in third party breaches in the past two years, the cyber-attack made it clear that bad actors are seeking to maximize disruption to care delivery by targeting mission critical service providers and suppliers. These disruptions often cause delays to the delivery of care resulting in a risk to patient safety especially in emergency situations.
Future health care cyberattacks are inevitable as more modern attack methods and malware are introduced into the digital world. Providers need an effective third-party risk management program to defend against these threats and include:
· Software that identifies and prioritizes risks posed by every third-party provider.
· Incorporates third party risk-based controls and cyber insurance requirements.
· Consistently communicates this risk management polices internally.
When an attack is discovered, it is imperative there is an immediate, coordinated response to the threat. However governmental healthcare organisations lacked the familiarity with the massive scope of change healthcare services and impact across every aspect of health care in America. Hospitals lacked the clarity on the responsibility of the federal government to assist, and the agencies such as Centre for Medicare & Medicaid services had limited authority to help providers promptly. [7,6]
[bookmark: _Toc219296972]3.2 Need to mitigate risk.
The attack on change healthcare was far reaching and long lasting this highlights the ongoing challenges cybercrimes pose for the healthcare sector. It also reinforces the urgency of bolstering cyber defences at the provider, regional and systematic levels all the while optimizing the response time in case of an attack.
There were multiple key findings and risk considerations for healthcare leaders:
· UnitedHealth Group merged with change healthcare and Optum which created a concentrated systematic mission critical business for clinical services that became an operational utility for the healthcare sector. This then further lead to a concentration of risk for the entire system as organisations became over dependant on that specific groups services.
· The large majority of healthcare organisations advanced enterprise risk management (ERM) programs failed to identify the dependency on UGH/Change as a risk as a single point of failure for mission critical operations.
· Having seen the dependency on change healthcare and its technologies it is clear that healthcare organisations need more diversification and redundancies in their services and providers.
· Restrictive exclusivity clauses by change health care further increased the risk to the sector and its individual patients.
· When change healthcare went down there was a lack of understanding of the effects and overall impact on business and clinical operation.
· The lack of understanding highlights the need to map the impacts and prepare sufficient downtime procedures for loss of mission critical services technology and supply chain operations for 30 days or longer. [1,7,4]
[bookmark: _Toc219296973]3.3 Review & Considerations
Hospitals and clinical organisations should develop dynamic, ongoing third party risk management programs including muti-disciplinary governance committees made up of all the departments needed to run the business this would include personnel from clinical, legal, IT etc to form the board of the committee as they would be held accountable if something were togo wrong/ TRPM is a critical piece of infrastructure for health organisations. Hospitals that lack the necessary in house expertise or resources should seek the assistance of outside parties to help them build and maintain their TRPM programs.
This committee should then evaluate new vendors and business associates based upon technical and strategic risk according to the number of factors in relation to this business such as:
· Life mission and business objectives
· Storage or access to sensitive data
· Network access – Privileged access.
· Foreign operations and subcontractor risk
· Technical cybersecurity posture
· Aggregate risk from the third party
Additionally, to this the committee should prioritise vendors and businesses associates and develop a scalable and evolving:
· Risk-Based Cybersecurity requirements.
· Risk-Based cyber insurance requirements.
· Breach notification requirements
All risk-related requirements should be included in the business associate agreements. Third party Business associate contracts should also avoid exclusivity clauses for life-critical services technologies and supplies in the intertest of patient and community safety.
[bookmark: _Toc219296974]4. Threat actor behaviour and MITRE ATT&CK Mapping
To analyse the Change healthcare attack, this section will focus on the attacker’s behaviour to the MITRE ATT&CK Enterprise framework. MITRE ATT&CK provides a structure diagrams for describing how attackers achieve their objectives across the cyber chain, which enables consistent analysis of adversary work beyond isolated indicators or tools.[8]
[bookmark: _Toc219296975]4.1 Credential access and persistence
In the attack on change healthcare, the attackers associated with the ALPHV/BlackCat ransomware which reportedly gained access primarily through a set of compromised credentials. This aligns with MITRE ATT&CK attack chain, where the attackers used legitimately obtained credentials instead of the exploitation of malware. Indications suggest MFA gaps and third party or remote access credentials contributed to the compromise. Once the attackers got inside the environment, they maintained persistence by continuing to leverage the stolen credentials via account manipulation changing the account privileges to ensure that they could return to the environment even if the accounts were revoked. The credential centric foothold allowed the attackers stable access across the environment without triggering automatic security alerts.
[bookmark: _Toc219296976]4.2 Defence Evasion
Defence evasion was a prominent feature included in the attack chain, enabling the attacker to remain undetected during an extended dwell period. The attackers operated within the victim environment for extended period prior to deploying the ransomware which suggests the use of obfuscation and living off the land techniques and suppression or modification of security logs in order to avoid detection. Contemporary ransomware studies indicate that the attackers frequently use these methods to circumvent traditional signature-based defences and delay the detection until they have mapped the networks and exfiltrate the data.
The protracted dwell time that was observed in change healthcare attack period reflects such evasion strategies, which are characteristics of advanced ransomware incidents where the long-term access yields a greater opportunity to understand network topologies, escalate account privileges and identify high value data repositories.[9]
[bookmark: _Toc219296977]4.3 Execution
Execution in this incident was culminated in the deliberate deployment of the ALPHV/BlackCat ransomware payload. Prior to this, the adversary native system administration tools and scripting environments to move laterally, prepare the attack environment, and initiate sustained analysis of the network. Research into ransomware incident response and attacks taxonomies underscores that execution more than often involved command line scripting and trusted alternative utilities, as the methods reduces the likelihood of immediate detection compared to foreign binaries.[10]
The moment ransomware is executed which the encryption routines were released marked the transition from covert intrusion to overt operational disruption. This algins which a broader range of research which demonstrates that the most recent ransomware campaigns culminate in the deliberate encryption events after internal reconnaissance and preparatory activates have been completed.
[bookmark: _Toc219296978]4.4 Collection
In the attacks prepatory stages, the attackers conducted a systematic collection of sensitive data within the environment. This involved locating, aggregating, and staging volumes of personally identifiable data and confidential health information spanning millions of patients record, billing histories and claims history and other financial records. In a double extortion model, this collected data served not only as an operational artefact bet leveraged to compel the victim to pay the ransom and also to be held as additional monetizable asset if leaked or sold. This is an approach that academic literature identifies as a defining characteristic of modern ransomware extortion strategies that combine data theft with encryption.[11]
The scale of the collection of data had potential of being in the terabytes of sensitive information reflects the increasing sophistication of ransomware operations, where data theft is not placed as a secondary by product but a monetisation mechanism.
[bookmark: _Toc219296979]4.5 Exfiltration
Exfiltration is a critical part of any cyber attack and in this case the attackers extorsion strategy. After the data was collected and staged, it was withdrawn from the target’s environment to their own controlled infrastructure. This step doesn’t conform to traditional encryption only ransomware models and also aligns with what researchers and industry practitioners describe as double extortion. The combination of both encryption and external exfiltration of sensitive data increase the coercive pressure on the victim.[11]
Analysing the note of change healthcare’s attackers attempted to leverage stolen data for secondary extortion by threatening to publicly disclose the information that was stolen. This double extortion method drastically increases both the reputational and regulatory risk for the victims, in particular sectors which handle protected health information which is also subject to stringent privacy regulations.
[bookmark: _Toc219296980]4.6 Conclusion
In conclusion the change healthcare cyber attack is a prime example the contemporary ransomware threat landscapes, demonstrating how credentials are compromised, evasion tactics and systematic data theft and the exfiltration can culminate in profound operational disruption. This incident illustrates the need for integrated defences that combine a strong management identity, real time detection and robust data projections.[12]
Insights into ransomware also further impacts attacks that can ripple beyond financial risk and costs to affect systematic functions and patient safety.

[bookmark: _Toc219296981]5. Task 2: Red Team engagement (Operation IP Shield)
[bookmark: _Toc219296982]5.1 Red team introduction
This secondary task presents a simulated red team engagement which has been labelled ‘operation IP Shield’ conducted against a fictional pharmaceutical organisation “Cureton pharmaceutical company”. This engagement has been designed to apply the findings from task 1 within a testing environment to evaluate the effectiveness of CPC’s defensive capacity against a realistic threat.
CPC has been described to operate a hybrid infrastructure which reflects a common industry practise. This includes services such as active directory environments supporting their research development operations, an AWS-hosted clinical data portal, and modernised CI/CD pipelines used to develop both internal and external applications. These components combined reflect the types of systems that would be highly attractive to attackers seeking to steal proprietary research data or gain long term access to and environment.
The primary objective of the red team is to emulate the behaviours of an attacker rather than identify vulnerabilities. This engagement particularly focus on techniques associates with compromises of identity, trusted workflows and data access, as identified in task 1. The goal of this task is to successfully access and exfiltrate a sample of research data without triggering detection systems.
[bookmark: _Toc219296983]5.2 Rules of Engagement
The red team engagement was conducted under the defined set of rules of engagement that ensures all of the activities ethically, controlled and aligned with the objectives of the assessment. The use of RoE establishes the scope, boundaries and the constraints of the operations, and also reflect the standards used in real world applications.
[bookmark: _Toc219296984]5.2.1 Scope of Red Team engagement
The scope of this particular engagement includes the following assets which belong to Cureton:
· On site premises Active directory environment supporting research and development
· AWS virtual private cloud hosting clinical portal and support services.
· GitHub CI/CD pipelines used for application builds and deployments which include source code repositories and automated workflow functions.
This engagement exclusively focuses on these systems and related components. No external service or third-party services are included within the scope.
[bookmark: _Toc219296985]5.2.2 Objectives
The primary objective of this engagement is to emulate an attacker seeking to gain access to CPC’s proprietary research data. Success in this scenario is defined as the ability to access and exfiltrate the research data without triggering system security controls.
Secondary Objective:
· Evaluate the ability of CPC’s automatic intrusion detection.
· Assess the visibility of CI/CD and software supply-chain activity.
· Identify missing data in monitoring, logging and coverage.

[bookmark: _Toc219296986]5.2.3 Authorised techniques and constraints
The red team has been authorised to deploy techniques that are consistent with realistic attacker behaviours this includes an identity compromise and the manipulation of the environment’s workflow functions. Any techniques that affect the availability of services is out of the scope. Primarily using living off the land techniques and system utility can be used to minimise exposure.
The following activities are beyond the range of the scope:
· Denial of service attacks
· Destructive actions or data modification
· Exploitation of zero-day vulnerabilities
· Access to real patient or clinical data
The purpose of these constraints is to ensure that the red team engagement is non disruptive to the real time environment and is focusing on detection capability rather than the capabilities of the system.
[bookmark: _Toc219296987]5.2.4 Communications and safety controls
A communication protocol is defined between the red team and CPC. A point of contact is established and used for escalation in the event of system instability or an unintended result. They have also defined a kill switch function, in which all activity should stop if any critical operations were impacted.
All of the findings and weaknesses during the engagement are documented for a post operating report and can only be used for improvement of detection systems.
[bookmark: _Toc219296988]5.2.5 Assumptions and limitations
The engagement profile assumes that the CPC system security is a typical industry standard for a pharmaceutical company of their sizes this includes centralised logging, endpoint protections and authentication methods. As the red team engages the system finding are to be based on the behaviours observed within the target environment and they are not able to capture all real-world operational complexities.



[bookmark: _Toc219296989]6. Threat emulation Plan and Attacker profile
[bookmark: _Toc219296990]6.1 Attacker profile
The threat in this case that is describes a financially motivated attacker that is highly capable and who’s techniques and form of operation resembles and advanced persistent threat. They do not rely on technical exploit but rather prefer to deploy disruptive malware, and priorities identify compromises and convert access to sensitive data. This attacker profile is consistent with the attack behaviour of the change healthcare attack described in task 1 as they used the same methods to hold the entire healthcare system in the U.S hostage.
This attackers’ campaign objectives are modelled to be long term and strategically placed. The primary goal of the attack is to gain access to sensitive data on proprietary research data held within CPC’s environment; the secondary goals of the attack are to establish access to an AWS environment for future exploitations. The attack must remain covert for an extended period of time and not trigger and security protocols.
[bookmark: _Toc219296991]6.2 Threat emulation Objectives
The threat emulation plan of red team is designed to solely test the ability of CPC’s systems to identify attacks that operate from within the trusted operations. The emulation of attack should only follow these objectives:
· Compromise of a developer identify associated with CI/CD workflow.
· Abuse trusted automation to access AWS cloud research data.
· Lateral movement across multiple environments using stolen valid credentials.
· Access and exfiltrate the environment acquiring research data without being detected.
The objectives above are designed to align directly with attack patterns identified int task 1 case study to reflect a real attackers decision making.
[bookmark: _Toc219296992]6.3 Planned attack stages and MITRE ATTACK Alignment
The emulated campaign adopts a phased methodology that reflects an empirically observed attacker behaviour. Each of the stages are aligned with the relevant MITRE ATT&CK tactics and techniques that support analytical rigor and methodological consistency.
Reconnaissance and targeting
During the initial phase, the attacker will identify publicly available developer information and the repository metadata to select their target identities that are associated with CI/CD workflow.
Initial access
Access is obtained through phishing activities which are aimed at gathering developer information. This approach reflects the identity centric based access methods rather than the exploitation of technical vulnerabilities.
Persistence & privilege escalation
Following a successful authentication, persistence is maintained through the continued use of the legitimate credentials and the trusted mechanisms, which include repository permissions and automated workflows.
Lateral movement & Access expansion
The attackers leverage the gained permission and trust relationships to expand their access to the cloud resources related to the CI/CD environment.
Collection & Exfiltration
The sensitive research data is accessed through legitimate application interfaces and exfiltrated through encrypted web protocols further decreasing the chance of detection.
In conclusion this framework makes sure that the emulation evaluates the detection and visibility of identity’s, CI/CD and cloud environments rather than the risk of a single point of failure.
[bookmark: _Toc219296993]6.4 Success criteria
This threat emulation would be considered successful if the red team can access and exfiltrate the data without triggering security alerts or incident response. Partial success is identified as detection only occurring after the data has been gathered.
This criterion is aligned with a real-world threat, and their objectives ensure that the emulation is as close to a real-world evaluation as possible rather than technical performance.
[bookmark: _Toc219296994]7. Simulated environment architecture & Design
[bookmark: _Toc219296995]7.1 On premises environment
The on-premises environment represents CPC’s R&D network. It is made up of windows active directory domain which is used for identity management and access controllers for the developers and research staff. This environment is models with the standard for a typical enterprise. This reflects a common practise withing the health sector and creates a realistic value of conditions which can be used to identify lateral movement and privilege escalations across multiple environments.
[bookmark: _Toc219296996]7.2 Cloud Environment
The cloud environment is hosted in an AWS virtual private cloud. This environment represents CPC’s clinical data portal and their support services which are used to store and process research data. The application workload is run on managed services and access data stores using the identity-based permission over static credentials.
The connectivity of the network and the cloud is assumed to be through secure mechanisms, which allow authenticated uses to access the cloud resources. This is a hybrid trust relationship that reflects a common problem within modern organisations ad it provides a pattern of vulnerability for an attacker to take advantage of.
[bookmark: _Toc219296997]7.3 CI/CD Pipeline architecture
Using a centralised environment is the CI/CD pipeline which is used for application development and deployment. Source code repositories are assumed to be hosted on a third-party platform, with included automated workflows which are responsible for building and deploying the application to the cloud environment.
These pipelines are configured to used third party dependencies which automatically execute the building steps using credentials and different environment variables. 
[bookmark: _Toc219296998]7.4 Trust relationships
The simulated architecture includes the use of trust relationships between different identities and its resources. The developers are authenticated to access the source code repositories and are assumed to have the necessary permissions to access workflow and cloud services.
These included trust relationships form the primary attack surface which was evaluated by the red team. Rather than exposing unnecessary services or vulnerabilities, again this scenario reflects a real time scenario where security controllers are present but misaligned.
[bookmark: _Toc219296999]7.5 Design rationale
The simulated architecture of CPC’s was designed to support the objective of threat emulation rather than replicate an entire enterprise environment. Each of the sections was used to enable the evaluation of a specific condition of the security system in place.
By using this focused design, the environment allows for a clear attach path and gaps in the system defence this approach is aligned with a typical red team rationale that a common penetration tester would follow.

[bookmark: _Toc219297000]8. Conclusion
In conclusion, operation IP shield provides a structured and ethically governed red team emulation designed to assess the defensive capacity of the Cureton pharmaceutical company within a realistic and controlled context. With an emphasis on identity compromise, trusted workflow abuse and convert data exfiltration, this engagement also prioritises behaviours consistent with a contemporary financially motived attacker. This approach is also carefully defined within a set rule of engagement and scope of boundaries and authorised techniques to ensure that the assessment remains no destructive to the overall architecture while reflecting real world decision making. Additionally, the hybrid infrastructure composed of active directory, AWS cloud services and CI/CD pipeline offers a representative testbed for examining the detection systems present in CPC’s architecture.
The phased threat emulation plan is aligned with the MITRE ATT&CK chain, provides the analytical clarity while enabling the identification of threats within the legitimate pathways. The success criteria are centred around the undetected access and exfiltration of data over technical manipulation. Overall, this framework ensures a comprehensive and robust assessment of CPC’s digital resilience, highlighting its strengths and exposing gaps in the architecture that could pose a threat to CI/CD governance, and visibility across the infrastructure.
[bookmark: _Toc219297001]9. References
[1] E. A. Al-Qarni, "Cybersecurity in healthcare: A review of recent attacks and mitigation strategies," International Journal of Advanced Computer Science and Applications, vol. 14, (5), 2023..
[2] R. Salama, C. Altrjman and F. Al-Turjman, "Healthcare cybersecurity challenges: a look at current and future trends," Computational Intelligence and Blockchain in Complex Systems, pp. 97–111, 2024..
[3] R. Gafni and T. Pavel, "Cyberattacks against the health-care sectors during the COVID-19 pandemic," Information & Computer Security, vol. 30, (1), pp. 137–150, 2022..
[4] S. B. Weber et al, "Attack detection for medical cyber-physical systems–a systematic literature review," IEEE Access, vol. 11, pp. 41796–41815, 2023..
[5] S. Alder, "Healthcare Data Breach Statistics," 2026. Available: https://www.hipaajournal.com/healthcare-data-breach-statistics/.
[6] S. Webb, "Patient and staff data stolen in Barts Health cyber-attack," 2025. Available: https://www.digitalhealth.net/2025/12/nhs-trust-launches-legal-action-after-hackers-steal-patient-and-staff-data/.
[7] Anonymous . Change Healthcare Cyberattack Underscores Urgent Need to Strengthen Cyber Preparedness for Individual Health Care Organizations and as a Field | AHA. Available: https://www.aha.org/change-healthcare-cyberattack-underscores-urgent-need-strengthen-cyber-preparedness-individual-health-care-organizations-and.
[8] P. Rajesh et al, "Analysis of cyber threat detection and emulation using MITRE attack framework," in 2022-09, Available: https://ieeexplore.ieee.org/abstract/document/9923170. DOI: 10.1109/IDSTA55301.2022.9923170.
[9] L. Nemec Zlatolas, T. Welzer and L. Lhotska, "Data breaches in healthcare: security mechanisms for attack mitigation," Cluster Comput, vol. 27, (7), pp. 8639–8654, 2024. Available: https://doi.org/10.1007/s10586-024-04507-2. DOI: 10.1007/s10586-024-04507-2.
[10] F. Saccone et al, "The ransomware blueprint: Attack patterns and strategic variations across gangs," Journal of Information Security and Applications, vol. 95, pp. 104264, 2025. Available: https://www.sciencedirect.com/science/article/pii/S2214212625003011. DOI: 10.1016/j.jisa.2025.104264.
[11] L. Nemec Zlatolas, T. Welzer and L. Lhotska, "Data breaches in healthcare: security mechanisms for attack mitigation," Cluster Comput, vol. 27, (7), pp. 8639–8654, 2024. Available: https://doi.org/10.1007/s10586-024-04507-2. DOI: 10.1007/s10586-024-04507-2.
[12] A. H. Seh et al, "Healthcare Data Breaches: Insights and Implications," Healthcare (Basel), vol. 8, (2), pp. 133, 2020. Available: https://pmc.ncbi.nlm.nih.gov/articles/PMC7349636/. DOI: 10.3390/healthcare8020133.

