Why are terrorist organisations often involved in other forms of criminality (e.g. acquisitive crime), and how can this inform counter-terrorism policing? Your answer must be based on academic research, although you may make reference relevant case studies. 
Explain the organisational structures and inter-relationships that exist in counter-terrorism policing 
• Analyse the potential links between terrorism and other forms of criminality 
• Assess the potential for an insider threat within the police service, and strategies to prevent this




Beyond only committing acts of terrorism, terrorist groups frequently commit other crimes. These include offences such as fraud, extortion, and robbery. These illicit operations offer a substantial source of revenue that is essential for criminal groups' operational needs. The main components of operational terrorism are attack planning, training, and execution all of which cause significant disruptions to regular policing capabilities. The causes of terrorism in different forms of criminality will be examined in this essay, along with how knowledge of terrorism in acquisitive crimes might lead to life-saving actions and intelligence for counterterrorism police units. It will examine the interrelationships and organisational structures seen in counterterrorism policing, evaluate the possibility of insider threats, and offer mitigation techniques.

The desire for funds is one of the main causes of terrorist organisations' illegal activity that would not normally be classified as terrorism. Terrorism demands a lot of preparation and resources, especially when it comes to large-scale, coordinated attacks. Due to tighter laws and increased monitoring, traditional funding sources including sizable donations from outside supporters have grown more challenging to secure (InterPol, n.d.). Terrorist organisations have therefore resorted to criminal activity to fill this gap. Robberies, drug trafficking, and smuggling are examples of acquisitive crimes that provide significant and speedy financial rewards (NCA, 2024) To fund their operations, the Irish Republican Army (IRA) has, for instance, previously resorted to armed robbery, extortion, and smuggling (The Irish Times, 2023)

Involvement in criminal activities also provides terrorist groups with a degree of operational flexibility and autonomy. By using different ways to generate and sustain their income streams they find themselves under less observations from international counter terrorism efforts (HM Government, 2023). Criminal enterprises often operate in parallel to their terrorist activities. Often dedicating some resources to funding and others to planning an attack allows them to remain undetected should those committing any such offence before the carrying out of an attack jeopardise their plots. It also allows them to be more flexible in changing circumstances which allows  their operational capabilities even when their traditional sources of income are disrupted or affected.

Terrorist outfits frequently establish cooperative, professional ties with organised crime gangs (OCG). The terrorist group has access to criminal networks, knowledge, and logistical support through this cooperation (Makarenko, 2004). All sides may profit from these links; criminal organisations may get access to resources and smuggling routes, while terrorist groups may shield or assist criminal enterprises logistically. The phrase "Crime-Terror Nexus" refers to this blurring of the boundaries between terrorism and more serious criminal activities. It highlights the intricacy of modern-day terrorism and the difficulties faced by police and other organisations in dealing with these issues (Hutchinson & O'Malley, 2007).

The involvement of terrorist organisations in criminal activities warrants  the need for a variety of different  approaches to counter-terrorism policing (CTP). Traditional CTP strategies have a heavy focus on identifying and disrupting terrorist plots, and are insufficient in preventing and identifying the offences that are being committed in order for  those terrorist plots. Police and partner agencies need to adopt a more integrated approach which targets both the terrorist cells and their criminal enterprises (Silke, 2018).

Creating specialised policing groups that concentrate on financial crime, significant organised crime, and counterterrorism is an effective tactic. To locate, interfere with, and shut down the financial networks that support terrorist organisations, these units collaborate closely with counterterrorism teams. The tracing and freezing of assets belonging to suspected terrorists or terrorist organisations depends on this as well as cooperation between police and partner agencies, financial institutions, and banks (HM Treasury, 2016).

The UK's counterterrorism police force is composed of numerous agencies and departments that collaborate closely under a complicated organisational framework. The Counter Terrorism Policing (CTP) network, which is made up of regional units called CTUs and Counter Terrorism Intelligence Units (CTIUs), is the main organisation in charge of counterterrorism. The primary duties of the CTIU include gathering and sharing intelligence, carrying out investigations, and reacting to terrorist threats (CTP, 2021). 

The CTP network operated under the strategic direction of the National Counter Terrorism Policing Headquarters (NCTPHQ), which ensures a coordinated approach to terrorism. The NCTPHQ works extremely closely with MI5, the National Crime Agency (NCA)  and other partners to coordinate operations. This collaboration and working partnerships is vital for addressing the complex nature of modern terrorism, which involves both criminal and terrorist activities.

In addition to the CTP network, local police forces play a crucial role in counter terrorism efforts. More often than not, regular police officers  are the first on scene and are required to work closely with CTUs to gather intelligence and prevent further attacks. The Prevent Strategy, one of the four pillars of the UK’s counter terrorism strategy, is very reliant on local policing. Prevent aims to stop individuals from becoming terrorists or supporting terrorism by identifying and supporting those at risk of radicalisation (CTP, N.D.) 

The potential for an insider threat within policing is a significant concern in CTP. An insider threat refers to the risk that a member of a police force, whether due to radicalisation, coercion or other factors could help to, or carry out a terrorist act. This threat is particularly concerning given the ease of access to sensitive information and resources that police officers and staff possess (Cilluffo et al., 2021)

Several factors can contribute to the emergence of insider threats within the police force. These include any personal grievances, ideological motivations and being vulnerable to coercion or blackmail. Radicalisation can occur in a number of different ways including exposure to extremist propaganda, peer pressure or personal experiences that lead to  resentment or a sense of alienation. (Innes, 2006)

The UK has seen several cases first hand where individuals with access to sensitive information or resources have been involved in some capacity in terrorist plots or activities. For example, a police officer was charged with terrorism offences after it was discovered that he had posted online supporting prescribed terrorist organisation Hamas (BBC, 2024). Cases like this highlight the importance of robust screening and monitoring processes within policing to identify and mitigate insider threats

Preventing insider threats within policing requires a comprehensive approach that should include rigorous vetting, continuous monitoring and effective response mechanisms. The vetting process for police officers has been highlighted as a cause for concern in recent years, primarily highlighted in the Sarah Everard case. It identified a number of occasions whereby Wayne Couzens should have had any vetting clearance withdrawn and his dismissal soon after. With regards to radicalisation, checks are required to be extremely fine with background checks completed and assessments designed to identify any risk. This includes evaluating an individual's financial situation which would mitigate their susceptibility to bribery or corruption, personal associations and any history of extremist views or behaviours (Innes, 2006)

Monitoring should be continued because it is essential for detecting signs of radicalisation or other behaviours that could indicate insider threats. This can include regular reviews of officers’ social media activity, financial transactions and personal associates. It is important however to balance the need for security with respect for an individual's right to a private life (Cilluffo et al., 2021).

In addition to vetting and monitoring, police forces should have clear protocols in place for responding to suspected insider threats. This includes the ability to quickly remove individuals from positions where they will have access to sensitive information and conduct prompt and effective investigations into any allegations of misconduct. Collaboration with partner agencies such as MI5 and the NCA is imperative to ensuring that these issues are addressed effectively.

Effective counter-terrorism policing relies heavily on intel sharing and collaborations between agencies such as MI5, The NCA and local police forces. The complexities of the crime-terror nexus means that no single agency could tackle terrorism individually. The UK’s Joint Terrorism Analysis Centre (JTAC) plays a significant role in this regard by bringing these agencies together to assess and respond to terrorist threats (MI5, N.D.)

The integration of financial intelligence into counter terrorism policing is of particular importance. By working with financial institutions and banks, CTP can trace the flow of money linked to terrorist groups disrupting their networks. The creation of the UK’s National Economic Crime Centre (NECC) within the NCA is a step towards enhancing the coordination of efforts linked to combat financial crime and its links to terrorism.

Community engagement is the crux of policing and public confidence. As is the case in counter terrorism policing. The UK’s prevent strategy emphasises the importance of building strong bonds with members of the community to identify the risk individuals pose from becoming radicalised. This can range from work in schools to religious institutions and community organisations all with the aim of raising awareness of how to spot the signs of radicalisation and providing support to those that need it. (Home Office, 2023)

However, the Prevent strategy has faced criticism, particularly from the muslim communities who feel as though it has unfairly targeted them and fosters distrust between the police and the community (Qurashi, 2018). To address these concerns it is important that counter terrorism policing is conducted in a manner that respects human rights and fosters trust and cohesion between police and the communities in which they serve.

Counter terrorism policing must also navigate a range of legal and ethical considerations. The use of surveillance, undercover operations and other covert investigative techniques must be balanced against the requirement to protect an individual's human rights. The Regulation of Investigatory Powers Act 2000 (RIPA) provides a legal framework for the use of such techniques in the UK, but it is essential that these powers are not abused and used proportionately (Liberty, N.D.)

The potential for insider threats raises additional ethical concerns, particularly around the monitoring and vetting of police officers. While it is necessary to protect national security, it is also paramount to ensure that measures to prevent insider threats do not undermine the public's confidence in policing or infringe on the rights of officers.

The involvement of terrorist organisations in other forms of criminality, particularly acquisitive crimes poses a significant challenge for counter terrorism policing. Understanding the crime-terror nexus is vital to the development of effective strategies and the link to the disruption of terrorist plots. This requires a coordinated approach that includes the financial monitoring of the networks supporting terrorism, enhancing intelligence sharing and collaboration between agencies, and engaging with local communities to reduce the risk of radicalisation in members of the community.

Addressing the potential for insider threats within police forces is also a critical component of counter terrorism efforts. Rigorous vetting, continuous monitoring and effective response mechanisms are essential for mitigating these risks. However it is important that these measures are implemented in a manner that respects the officers rights and fosters trust in the force and wider community.

By adopting a comprehensive approach that addresses the full spectrum of activities that support terrorism, Policing can enhance its ability to prevent and respond to terrorist threats. This will require ongoing and extensive collaboration between police, intelligence services, financial institutions and banks and local communities as well as a commitment to upholding the principles of justice and human rights.
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What lessons have been learned from recent high-profile critical and major incidents, and how have these translated into best practice for policing? Your answer must be based on academic research rather than personal experience, but you may refer to recent examples of high-profile critical and major incidents.

Recent high-profile critical incidents and major incidents in the UK such as terrorist attacks, natural disasters and major public order events have provided valuable lessons for police forces as a whole and on an individual basis. These incidents have tested the resilience, preparedness and response capabilities of the police and other emergency services. The lessons learned from these events have led to significant changes in policies, procedures and practices aimed at improving the effectiveness of policing such incidents. This essay will explore the key lessons learned from recent high-profile incidents and how these have been translated into best practices for police forces nationally. The discussion is based on academic research and analysis of specific incidents to highlight the evolution of policing strategies in response to these challenges.

The Manchester Arena bombing on 22nd May 2017, which resulted in 22 fatalities and over 100 injuries, exposed several critical issues in emergency services coordination and readiness. One significant lesson was the need for effective sharing of information between emergency services. The Kerslake Report, commissioned after the attack, highlighted poor communication and lack of clarity regarding command structures contributed to delays in the deployment of emergency services (Kerslake, 2018). This incident demonstratred the importance of having clear command and control protocols which is the hierarchical structure that dictates how decisions are made and actions are coordinated during a major incident. A well defined command structure ensures that there is clear leadership and communication.

Additionally, the Manchester Arena bombing highlighted the need for a more effective approach to managing the flow of information to the public. The report noted that misinformation on social media and confusion regarding the number of casualties compounded the distress of victims and the wider public (Kerslake, 2018). This has led to the development of more robust public communications systems being used during major incidents, emphasising the need for accurate and timely information dissemination.

The Grenfell Tower fire on 14th June 2017, which claimed the lives of 72 people, was one of the most devastating incidents in recent UK history. The tragedy exposed significant failings in emergency planning, building safety regulations and the capacity of the fire service to respond to high rise fires. For police, one of the key lessons learned from Grenfell was the importance of cohesion between emergency services. It is the role of police in such incidents to coordinate large scale evacuations and providing support to affected communities (Cowan, 2018)

The public enquiry into Grenfell highlighted the need for better preparation and training for police officers in managing critical incidents involving complex and prolonged evacuation processes. The police were also criticised for their initial handling of the public's anger and the challenges posed by the need for a sensitive and empathetic approach in the face of overwhelming public grief and frustration (Moore-Bick, 2019). In response, police have placed a greater emphasis on community engagement and the development of skills in crisis communication and trauma-informed policing.

The Salisbury poisoning in March 2018, involving the use of the nerve agent Novichok, marked a significant challenge for policing and its handling of chemical, biological, radiological and nuclear (CBRN) threats. This incident demonstrated the need for more  specialised training and equipment for officers responding to CBRN incidents and the importance of multi agency approaches, particularly with public health agencies and the military (Home Office, 2018).

The significance of protecting and overseeing several crime scenes for a prolonged amount of time while lowering the risk to the general public was one of the most important lessons to be learnt from the Salisbury incident. To clean up the impacted areas and reassure the public, the police, health services, and environmental agencies had to work closely together in order to coordinate the response (Home Office, 2018). Because of the incident, there is now a greater emphasis on CBRN readiness in law enforcement, including the creation of specialised units with the knowledge and tools needed to deal with such threats.

The improvement of command and control systems is one of the biggest adjustments to British policing after recent high-profile occurrences. In the wake of the Grenfell Tower fire and the Manchester Arena bombing, the significance of an efficient command system was highlighted. Since then, the NPCC has attempted to have a more consistent and cohesive approach to the  command procedures among all police forces, guaranteeing that there is a distinct chain of command in the event of a catastrophic crisis and that all agencies involved are aware of their responsibilities. (NPCC, 2020).

The adoption of the Joint Emergency Services Interoperability Principles (JESIP) has also been an imoortant development in improving multi-agency responses. JESIP provides a framework for police, fire and ambulance services to work together more effectively during major incidents, with a focus on shared situation awareness, joint decision-making and coordinated action (Eyre et al., 2020). Training exercises based on JESIP principles are now regularly conducted to ensure that all emergency services are familiar with the protocols and can work together in real life scenarios when they are required to do so with a more consistent approach.

Effective communication, both internally within the police and externally with the public, has been identified as a crucial factor in the successful management of major incidents. Following the lessons learned from incidents like the Manchester Arena bombing, police forces have invested in improving their communication capabilities. This includes the establishment of dedicated communication teams that are responsible for managing the flow of information during critical incidents, ensuring that accurate and timely updates are provided to both the public and other emergency services (College of Policing, 2020).

The use of social media as a communication tool has also been refined. While social media can be a valuable asset in disseminating information quickly, it can also be a source of misinformation. Policing has adopted best practices for monitoring and managing social media during incidents, ensuring that official channels provide clear and reliable information to counteract rumours and false reports (NPCC, 2020).

The importance of community engagement has been reinforced by incidents such as the Grenfell Tower fire, where the police’s role extended beyond law enforcement to providing support and reassurance to affected communities. This has led to a greater emphasis on building and maintaining public trust, particularly in diverse and vulnerable communities that may be more likely to be  affected by major incidents (Lamb et al., 2018).

The College of Policing has developed guidelines for community engagement that stresses transparency and inclusivity. One of the main roles of a police officer is to be able to effectively communicate with those who have called us, often whilst having what they perceive to be the worst day of their lives. With this in mind it is important that officers are trained to be able to tailor their language based on a situation, this will allow for clear instructions to be given out during a major incident and to actively engage with communities following a major incident, particularly those most vulnerable to the impact of major incidents (College of Policing, 2020). This proactive approach not only helps manage public perceptions during crises but also builds long-term trust between the police and the communities we serve.

The Salisbury poisoning emphasised the importance of and need for specialised training and equipment for handling CBRN threats. The home office has increased its investment in CBRN training to establish dedicated response units equipped with the necessary kit and detection tools (Home Office, 2018).

Training programmes have been developed to ensure all officers have a basic understanding of CBRN and its risks and also to give an understanding of the procedures on how to deal with them. Joint exercises with both fire and ambulance services are frequent to enhance multi agency coordination in the event of such incidents (Bowman & Pease, 2019).

More recent high profile incidents have demonstrated how important effective multi agency collaboration is. The response to the Salisbury job required police working closely with the ambulance service and in this instance the military. This collaboration of police and other services have strengthened partnerships with other key agencies in emergency response (JESIP, 2018).

The establishment of multi agency coordination centres during major incidents is as a direct result of emergency responses to these types of incidents and as such has become best practice. These ad-hoc centres bring together ranking officials from relevant agencies to ensure the response is as unified as possible and also allows real time information sharing (Smith et al., 2020).

A key aspect of improving policing is the continuous process of reflection from major incidents and high profile cases. This can be on a personal level, one officer reflecting on what they could have done better or even on a national level when an inquiry is launched for us all to learn from. Post incident reviews are conducted externally after most major incidents to identify successes and areas for improvement. Often, recommendations for changes in policies, procedures and training programmes are the outcome (HMICFRS, 2020).

The findings of these reviews are shared nationally to those agencies that have been involved to ensure that any lessons required to be learned are then disseminated to be incorporated into day to day responding to emergencies. The College of Policing plays a vital role in this process whether through the requirement of E-learning or through new training being rolled out to implement the new best practice (College of Policing, 2020).

One of the ongoing challenges in implementing best practice is balancing the need for security with the protection of human rights. More often than not following a review of a critical incident and as seen more prevalently than ever in the fall out of the 9/11 attacks in the US and the introduction of more technologically advanced and secure airport checks is the requirement for better security. In light of this is highlighted the risks posed between the need for water tight security and the breach of a person's human rights (Liberty, 2019). British policing has sought to address this challenge by adopting a human rights based approach to security, ensuring that all measures taken are justified, proportionate, legal, accountable, necessary and ethical.

Resourcing constraints and funding cuts present a significant challenge to policing in the UK. Implementing best practices requires huge investments in training, equipment and multi agency collaboration which given the economic climate of policing at present is difficult to achieve. (HMICFRS, 2020). To address this challenge, police forces have increasingly had to rely on collaboration with other agencies and the private sector to share resources and expertise.

The analysis of recent high profile critical incidents in the UK has provided valuable lessons that have slowly become best practice for police officers. Key lessons include the importance of clear command and control structures, effective communication, community engagement, specialised training for bespoke and unusual incidents such as CBRN and strong multi agency approaches to major incidents and their subsequent fall out. Whilst challenges arise  particularly in the morality of balancing public safety with the rights of an individual and managing lack of resources, the continuous improvement and learning identified from past incidents ensures that police forces nationally remain resilient and capable of responding to future challenges.
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