Software Ethics Questions
A student programmer decided to write a virus program that caused the microcomputer to ignore every fifth command entered by a user. The student took his program to the university computing laboratory and installed it on one of the computers. Before long, the virus had spread to hundreds of users.

1 Was the student’s action infecting hundreds of users’ disks:

	Acceptable
	Questionable 
	Unacceptable 


2. If the virus program outputs the message “Have a nice day”, would the student’s action infecting hundreds of users’ disks have been:

	Acceptable
	Questionable 
	Unacceptable 


3. If the virus erased files, would the student’s action infecting hundreds of users’ disks have been:

	Acceptable
	Questionable 
	Unacceptable 


A student suspected and found a loophole in the university computer’s security system that allowed him to access other students’ records. He told the system administrator about the loophole, but continued to access others’ records until the problem was corrected two weeks later.

4. Was the student’s action in searching for the loophole:

	Acceptable
	Questionable 
	Unacceptable 


5. Was the student’s action in continuing to access others’ records for two weeks:

	Acceptable
	Questionable 
	Unacceptable 


6. Was the system administrator’s failure to correct the problem sooner:
	Acceptable
	Questionable 
	Unacceptable 


A university student obtained a part-time job as a data entry clerk. His job was to enter personal student data into the university’s database. Some of this data was available in the student’s directory, but some of it was not. He was attracted to a student in his Business class and wanted to ask her out. Before asking her, though, he decided to access her records in the database to find out about her background.

7. Was the student’s action in accessing a fellow student’s personal information:
	Acceptable
	Questionable 
	Unacceptable 


A manager of a company that sells computer processing services bought similar services from a competitor. She used her access to the competitor’s computer to try to break the security system, identify other customers, and cause the system to ‘crash’ (cause loss of service to others). She used the service for over a year and always paid her bills promptly.

8. Was the manager’s action:

	Acceptable
	Questionable 
	Unacceptable 


A telephone system employee saw an advertisement in a newspaper about a car for sale. The car sounded like a good buy to the employee. The advertisement listed the seller’s telephone number, but not the seller’s address. The telephone system employee knew he could determine the seller’s address by accessing the seller’s telephone records. He did this and went to the seller’s house to discuss buying his car.

9. Was the telephone system employee’s action:

	Acceptable
	Questionable 
	Unacceptable 


10. If the person had monitored potential buyers with the help of equipment of the telephone company the action would have been:
	Acceptable
	Questionable 
	Unacceptable 


A programmer at a bank realized that he had accidentally overdrawn his own account. He made a small adjustment in the bank’s accounting system so that his account would not have an additional service charge assessed. As soon as he made a deposit that made his balance positive again, he corrected the bank’s accounting system.

11. Was the programmer’s modification of the accounting system: 

	Acceptable
	Questionable 
	Unacceptable 


An MIS employee at the county court had access to all the county records in the database. Over the past few weeks, she had become suspicious about her neighbour’s buying habits. The neighbour had repainted the house and purchased new lawn furniture and an expensive new car. She decided to access her neighbour’s records to determine how these purchases could be afforded.

12. Was the MIS employee’s action:
	Acceptable
	Questionable 
	Unacceptable 


13. If the MIS employee suspected that the neighbour might be involved in criminal activity, would this make her actions: 

	Acceptable
	Questionable 
	Unacceptable 


MI5 wants to build a database to maintain information about all persons convicted of a crime. Any person convicted of a crime would be required by law to provide information requested by MI5. The data would be maintained for the life of the person.

14. Would this MI5 action be:

	Acceptable
	Questionable 
	Unacceptable 


MI5 want to maintain information on all persons charged with a crime. Any person charged with a crime would be required by law to provide the information requested by MI5. The data would be maintained for the life of the person.

15. Would this MI5 action be:

	Acceptable
	Questionable 
	Unacceptable 


MI5 wants to maintain data on all persons with a Ph.D. Their reason is that these persons present a significant national resource that may be desperately needed in times of crises. Any person who earned a Ph.D. would be required by law to provide the information requested by the MI5. 

 16. Would this MI5 action be:

	Acceptable
	Questionable 
	Unacceptable 


The owner of a small business needed a computer-based accounting system. He identified the various inputs and outputs he felt were required to satisfy his needs. He showed his design to a computer programmer and asked the programmer if she could implement such a system. The programmer knew she could implement the system because she had developed much more sophisticated accounting systems in the past. In fact, she felt this design was rather crude and would soon need major revisions. But, she did not say anything about this because the business owner did not ask her, and she thought maybe she could be the one hired to implement the needed revisions later.

17. Was the programmer’s decision not to point out design flaws:

	Acceptable
	Questionable 
	Unacceptable 


An engineer needed a program to perform a series of complicated calculations. She found a computer programmer capable of writing the program, but would only hire the programmer if he agreed’ to share the liability that might result from an error in her calculations. The programmer said he would be willing to assume any liability due to a malfunction of the program, but was unwilling to share any liability due to an error in the engineer’s calculations.

18. Was the programmer’s position in this situation: 
	Acceptable
	Questionable 
	Unacceptable 


19. Was the engineer’s position in this situation:

	Acceptable
	Questionable 
	Unacceptable 


A bank was interviewing a customer with respect to a loan application. The banker was tired and was not paying close attention when the customer told him her highest education level. He did not want to appear inattentive, so he guessed that she probably said that she had earned a Bachelor of Science degree. That was the most common response in his experience, so that is what he recorded on his evaluation.

20. Was the banker’s action:

	Acceptable
	Questionable 
	Unacceptable 


A scientist developed a theory that required construction of a computer model to prove. He hired a computer programmer to build the model, and the theory was shown to be correct. The scientist won several awards for the development of the theory, but he never acknowledged the contribution of the computer programmer.

21. Was the scientist’s failure to acknowledge he computer programmer’s contribution:

	Acceptable
	Questionable 
	Unacceptable 


A university student was hired to conduct a survey at a local shopping centre. The amount of money he was paid was based on the number of surveys that were completed. The company conducting the survey wanted to obtain input from shoppers regarding ‘family-oriented issues’. The student’s instructions were to obtain responses from persons with children, although he noticed that none of the questions specifically asked about a person’s child. He saw a group of friends in the centre, and since he had not been too successful obtaining responses from shoppers, he convinced each of his friends to complete a survey.

22. Was the student’s action:

	Acceptable
	Questionable 
	Unacceptable 


A computer user called a mail-order computer program store to order a particular accounting system. When he received the order, he found out that the store had accidentally sent him a very expensive graphincs program as well as the accounting package that he had ordered. He looked at the invoice, and it indicated only that the accounting package had been sent. The user decided to keep the graphics package.

23. Was the user’s decision to keep the graphics package: 

	Acceptable
	Questionable 
	Unacceptable 


A telephone operator received a call requesting the telephone number of Dennis Barak. As he was entering the request into his information system, he could not remember whether the request was for Dennis Barak or Dennis Barat. He decided to have the system return the number for Dennis Bara*; The system would match any number of letters where the asterisk appeared. The system would automatically give the number of the first name that matched. If it was wrong, the caller could just call the operator again.

24. Was the telephone operator’s action:

	Acceptable
	Questionable 
	Unacceptable 


A computer programmer enjoyed building small computer systems to give to his friends. He would frequently go to his office on Saturday when no one was working and use his employer’s computer to develop systems. He did not hide the fact that he was going into the building; he had to sign a register at the security desk each time he entered.

25. Was the programmer’s use of the company computer:

	Acceptable
	Questionable 
	Unacceptable 


A computer store was having a sale on a limited number of computer systems. A person who bought one of the systems was so pleased with the purchase that he convinced a friend to buy one too. The friend called the store, described the system in detail to a salesman, and asked whether she could obtain a system identical to her friend’s system. The salesman said yes, so the woman agreed to come to the store. When the woman arrived at the store, she found that the salesman had configured a system with a different monitor. When she asked about the difference, the salesman told her it was ‘functionally equivalent’ to her friend’s monitor. The only difference was that her friend’s monitor had some switches that allowed the monitor’s characteristics to be changed, whereas the monitor in her system relied on software signals to switch characteristics. Otherwise the monitors were equivalent and had the same cost.

 26. Was the salesman’s response during the telephone conversation:
	Acceptable
	Questionable 
	Unacceptable 


A computer programmer built small systems to sell. This was not his main source of income; he worked for a moderately sized computer vendor. He would frequently go to his office on Saturday when no one was working and use his employer’s computer to develop systems. He did not hide the fact that he was going into the building; he had to sign a register at the security desk each time he entered.

27. Was the programmer’s use of the company computer:

	Acceptable
	Questionable 
	Unacceptable 


A student at a university learned to use an expensive spreadsheet program in her accounting class. The student would go to the university microcomputer lab, check out the spreadsheet, complete her assignment and return the software. Signs were posted in the lab indicating that copying software was forbidden. One day, she decided to copy the software anyway so she could work on her assignments at her apartment.

28. If the student destroyed her copy of the software at the end of the semester, was her action in copying the software:

	Acceptable
	Questionable 
	Unacceptable 


29. If the student forgot to destroy her copy of the software at the end of the semester, was her action in copying the software:
30. If the student never intended to destroy her copy of the software, was her action in copying the software:

	Acceptable
	Questionable 
	Unacceptable 


A programmer observed an error in the code and requirement specifications. He repaired the error in the code and reported the repair to his boss. The boss ordered the programmer to return the procedure to its original state. The requirement specifications had been agreed with the customer and ‘we deliver to customer what he wants’, the boss explained. The programmer obeyed her boss.

31. If the software was furnisher database, the boss’ action was:
	Acceptable
	Questionable 
	Unacceptable 


32. If the software was furniture database, programmer’s action was:
	Acceptable
	Questionable 
	Unacceptable 


33. If the software belonged to traffic lights system the boss’ action was:

	Acceptable
	Questionable 
	Unacceptable 


34. If the software belonged to traffic lights system the programmer’s action was:

	Acceptable
	Questionable 
	Unacceptable 


X software house was developing and maintaining certain software. One of the systems analysts had been employed by X for over 5 years. During her last days she was not satisfied with the atmosphere and administration of the software house. She decided to change her employer, and she moved to Y software house, which had been a direct competitor to X. Thanks to the experience and know-how of this systems analyst, Y started to manage better than X.

35. In Y systems analyst took into use those new and efficient work methods developed in X but did not tell Y anything about the customers of X. The systems analyst’s action was:

	Acceptable
	Questionable 
	Unacceptable 


36. In Y systems analyst took into use those new and efficient work methods developed in X and she also told Y the information about customers of X. The systems analyst’s action was:

	Acceptable
	Questionable 
	Unacceptable 


37. In Y systems analyst did not take into use those new and efficient work methods developed in X but she told Y about the customers of X. Systems analyst’s action was:
In the computing department of a large organisation there was a programmer who maintained software, which was used by tens of secretaries in that organisation. There was a software problem, which needed a solution, and the programmer had developed a technically easy solution to the problem. It would, however, make the work of users so complicated that they would need manuals. The programmer knew she could develop more user-friendly solution but implementation of that would take lots of time. She had much more important tasks like the maintenance of the accounting system.

38. The programmer decided to develop a technically easy but hard-to-use solution. She did not discuss with secretaries the changes to come but when the solution was implemented she gave them manuals. The action of the programmer was:
	Acceptable
	Questionable 
	Unacceptable 


39. The programmer decided to develop a technically easy but hard-to-use solution. She explained to the secretaries that she did not have time to develop a user friendly solution. After implementation she gave them manuals. The action of the programmer was:

	Acceptable
	Questionable 
	Unacceptable 


40. The programmer decided to develop a user friendly implementation, which took plenty of her work time. Users were given a user-friendly solution and no manuals were needed. All the other projects in which the programmer was part of were delayed. The action of the programmer was:
	Acceptable
	Questionable 
	Unacceptable 


