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System Specifications – Hypervisor software
For this assignment I have used VMware Workstation 16 Pro as the host Hypervisor. 
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Task 1 - Server1 Set Up
Server1 was set up and created using a Windows Server 2019 ISO and allocated 25GB unpartitioned hard drive space as per the specification. 
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Client Set Up
N.B. The set-up process for creating Client1 is identical to Client2. Only the basics for Client1 set up will be shown.
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Once both clients and servers are set up, they appear as below.
Server1							Server2
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Client1							Client2

VMWare Network Cards
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The Server requires two network cards to be set up both configured to run on the LAN. This is identifiable by the “LAN Segment” drop down in the above images. Network Card 1(left image) is set as the public network (Public1) and Network Card 2 is set as the Private Network (Private1). Both these use physical connections within the virtual network.  A brief explanation for each follows.


Private Network (private1)
The private network is the most secure of the two networks. It assigns IP addresses to the PCs on the internal network and it’s IP address cannot be accessed or “captured” externally. It is only shared between devices on the private network.

Public Network (public1)
The public network can access the internet directly. This can be used to browse externally from the network although it is still encrypted to prevent unauthorised access to the server. 

Network Adapter Settings on Windows Server 2019
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Both the Network adapters have been renamed from their default name to PrivateNet1 and PublicNet1 for easy identification. Once this is complete, I move onto the next stage which is to add custom IP Addresses and DNS settings.








PrivateNet1 Settings
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PublicNet1 Settings
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Sever2 IP Address Settings
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Sever2 Network Adapters Name Change
Server2 PublicNet2 IP Settings
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Server2 PublicNet2 IP Settings

















Client1 Network Card Settings (VMware)
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Client1/NOSSTASK/NWT-RT
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The IP address is set within the same IP range as the server as per below.
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Client2 IP Settings
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Firewall Settings
To demonstrate connectivity between the clients and their servers the firewall on each individual VM has been disabled as demonstrated below.
Server1							Server2
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Client1							Client2



The firewall has been disabled due to OOBE. OOBE stands for “Out Of Box Experience”. This is Window in its default configuration complete with Firewall [1]. In it’s OOBE state it is automatically unable to allow PINGS or ICMP (Internet Control Message Protocol) [2] from been used. 









ICMP (PING) Testing
Server1 ICMP to Client1
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The test from Server1 PrivateNet1 to Client1 (192.168.100.2) is successful with no packet loss.

Client1 to Server1
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The test from Client1 to Server1 PrivateNet1 (192.168.100.1) is successful with no packet loss.





Server2 ICMP to Client2
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The test from Server2 PrivateNet2 to Client2(192.168.101.2) is successful with no packet loss.
Client2 to Server2
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The test from Client2 to Server2 PrivateNet1 (192.168.101.1) is successful with no packet loss.





Task 2 - Active Directory Network Directory Service Deployment
As part of setting up Active Directory I have ensured that the firewall is off for both Server1 and Client1.
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For the explanation for disabling the firewall please refer to the subsection “Firewall Settings”.

Server1 IP address is a static IP of 192.168.100.1. I have verified this using the ipconfig/all command in command prompt.
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The line DHCP Enabled is shown as “no” which means that the IP address is static.
Rename Server
The server has been renamed as DC1-NWT.
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Domain Controller
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The server has now been set as the Domain Controller
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I have set up nosstask.msft as the DNS Name which will be used to link the Client1 PC.
User Types
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Users have been set up with Richard J Stephens as an Administrator in addition to the Main Administrator.
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This user is a member of the Domain Admins Group.
I have created a normal user under the name of Rick Stevens.
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Rick is listed as a domain user.[image: Graphical user interface
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Rick Stevens is not allowed to log on between 11am and 12 Noon Wednesday to Friday.
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In addition to this Rick must not be authorised to change his password and his profile has been set accordingly via the “user cannot change password” option.
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Adding a Computer to the Network
The following Workstation has been added to the domain under the name of WS1-NWT.
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For the server to recognise the workstation the name has been changed on Client1.
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To ensure the workstation can connect to Server1 the IP configuration must be updated and Server1’s IP address will be added as the DNS (192.168.100.1).
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To ensure that this workstation will connect I have changed the name of DNS server to nosstaks.msft. Before making any changes, the Domain Administrator must enter their username and password which verifies that the Administrator account on Server1 is working correctly.
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Once verified the DNS has been changed to nosstaks.msft as shown in the PC Properties window.
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Finally, to verify that the administrator account is working and that normal domain users are unable to log into the server I will attempt to use Rick Steven’s account to access Server1. Rick Stevens log in details are as below.
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As per the next screenshot Rick is not allowed to access Server1with his access level.
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Task 3 Observation Tasks

i) Type 1 Hypervisors
Type 1 Hypervisors run on server hardware and are referred to as bare metal hypervisors. They are often more secure then VM’s as they prevent the security flaws inherent with individual operating systems. They manage the virtual machines on the network and are linked to their own or computer or web interface that is used to manage the server and the VM’s [3]. 

Advantages 
· They have a faster performance and latency due to the lack of operating system overhead.
· If one virtual machine has an issue it does not affect other VMs on the network or the server and can be isolated.
· More secure due to lack of OS on the host server [4].

Disadvantage
· Cost. They are often expensive and are used mainly in larger enterprise organisations [5].

Type 2 Hypervisors
Type 2 Hypervisors runs an operating system on the host server and are referred to as hosted hypervisors. The hypervisor is run on the operating system itself and uses software such VMware Workstation pro to enable virtualisation. They are used in environments where there is a smaller number of machines to manage and do not require a separate management console and management operations are performed on the server itself [6]. 

Advantage [7]
· Cost. They are often lower cost than a Type 1 hypervisor and are suitable for smaller scale enterprise organisations.
· Ideal for testing software prior to release.
· Useful in environments where security is less of a concern.

Disadvantages
· Increased latency due to the hosts machine operating system.
· If the host machine has a problem, it affects all guest machines.
· Less secure. An attack affects all the VM’s on the network [8].



ii) Cloud Computing
Cloud computing refers to the use of internet based remote storage for accessing data. Everything is store on the “Cloud”. 
[bookmark: _Hlk96362003]

These services are provided by companies such as Microsoft with their Azure platform, Amazon Webservices, Google Cloud and IBM Cloud [10].

Advantages [11]
· Low Cost. No need to purchase on site hardware as this is done by the provider. No need for trained personnel as everything is done off site
· Usually involves downloading an application that will create the shared folder on individual computers.
· All data is synced to the cloud server and is easily recoverable if the machines is lost or damaged.
· Allows the required software to be up to date and can save cost of purchasing individual licenses for each machine/user.
· Providing the user has a device capable of accessing the cloud it is portable and can be taken away from the office.
· Storage capacity caps are provided by the cloud provider and can be increased as the amount of data to be stored requirement increases.
· Allows users in different locations to work together due to cloud sync . 


Disadvantages [13]
· Depends on factors such as internet speed, bandwidth and the provider. Cloud computing is entirely dependent on the provided. 
· If the provider is suffering from a Distributed Denial of Service attack the clients are also affected by slow speeds or inaccessible service usage.
· Cloud Service providers can suffer technical issues or down time which affects the client. 
· All the client’s data is stored remotely by a 3rd party. If the provider is attacked or hacked the client’s data is at risk.
· The lack of onsite support means that clients are often required to contact the support site usually via a FAQ as a first line of enquiry. Issues need to be solved remotely by the provider rather than a technical department within the client organisation.


iii) Domain Name Service (DNS)
DNS is often referred to as the “address book of the internet”. DNS translates the IP address of a domain or website into a name that is used to identify a website or a device. For example, the IP address of the Domain Name www.amazon.co.uk is 104.96.174.98 if you ping it using command prompt on my local computer.

[image: Text

Description automatically generated]
[bookmark: _Hlk96363853]When you enter this into the Chrome Browser this will not take you to the website directly as it is the IP address of the company that maintains Amazon UK servers – in this case it belongs to Akamai Technologies [13] . Akamai Technologies is provider that is labelled as Akamai Intelligent Edge [14]. Within a TCP/IP network the DNS namespace is used to assign and identify an IP address and identify a device on the network.

Within an Active Directory system, the DNS maintains a record of all the devices and services running on a network via an SRV or service record. The service record is maintained on a database allowing for a directory of the devices on a network using their IP address. Usually, an IP address within a Enterprise Environment is fixed or static so they remain the same. However, if the organisation has a public server the IP address is assigned dynamically via DHCP. Within Active Directory it is advised to keep the IP addresses static.
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The above example shows a simple network where the DNS has been assigned to each PC within the IP range of the server. Each PC would have a user assigned via the Active Directory with specific roles and access levels within the organisation that can be assigned using the IP address of the client machine. For example, users within a human Resources department would only be able to view files and folders within their HR folder and would not be to access the drive of the Finance department. Vice versa users within Finance can only view files within the Finance drive. These roles and access levels are specified via Active Directory.

iv) AD Role and Features
There are multiple roles and features available on Windows Server 2019. Two critical functions for Enterprise use include the File Server and the Print Server,

File Server
File Servers, or File Storage Services, provide the organisation set up and maintain various files or storage location to store and maintain data. It is common for an organisation to set up various files or shared drives for their internal department to store data which are accessible via the network. These shared drives can be restricted as needed such as only allowing read authorisation to a user or department. For example, an organisation can have different shared storage drives on the network/server which only certain groups can see or write to [15].


Print Server
The Print Server allows centralised printer or printers on a network that allow the users to scan and print documents from their client machine onto a specified printer within their network. Print Servers allow control and management of print queues and can be set up with the same restrictions for user as a shared drive. It is usual for a printer to be set for a different department with restricted access especially in sensitive areas such as HR. Documents can be scanned to user’s email accounts or directly to that departments shared storage drive [16].

v) Terminologies 
In this next Section I will be looking at different terminologies that are used during virtualisation of Operating Systems within a Server environment. Various terms such as PAE/NX, OOBE and Ping will be looked at including some more commonly used terms.

PAE
[bookmark: _Hlk96364204]PAE allows a 32-bit operating system to access more than the 4GB RAM limitation that exists within Windows OS’. Usually, only 3GB of the RAM is shown as available however PAE will allow the system to exceed this limitation providing the host PC has a compatible CPU. PAE can be enabled on virtual machines providing the VM software allows this. This allows the virtual OS to exceed limitations and allow full access to the Hosts available RAM [17]. Within Linux PAE is also available if the host machine has a compatible CPU and will increase the available RAM availability from 4GB to 64GB [19]. 


OOBE
OOBE stands for Out of Box Experience and refers to the set-up process when an operating system or Windows Server is first installed. In Windows 10 it consists of several steps to allow the user to choose their settings and pair their device with a Microsoft Account [19]. Within Windows 10 once the set up is complete a welcome screen is displayed using the Edge browser. Other settings within the PC such as Firewall are set to default and, if the OS is part of a server-based network, can be disabled to prevent any potential conflicts with network traffic. Since many users will install their own browsing security the OS will allow the software to take over and supplant the OS Firewall. For Mac OS [20] and Linux [21], the OOBE is similar and will ask for the user to agree to certain terms and conditions during the set-up process and Mac will encourage the user to sign up to an Apple ID where their information and security data is then stored.

Ping
Ping is a process that allows to test connectivity on a network. It will send data or ‘packets’ that will be sent to the destination machine in packets of 4 and then await the response of the destination. In Windows this done via the Command Prompt Utility. In a successful ping the results will be displayed along with the time taken for the response to be received. If there is no connectivity the ping will time out due to excessive latency or the packets will be listed as lost. At this point the user can then trouble shoot the issue by looking at issues such as the Firewall, incorrect IP addresses or set up etc [22]. The ping process works much the same on Mac OS and is done via the Network Utility option [23]. 

vi) Reflection
Through this task it has been demonstrated that a Virtual Machine environment is essential to modern enterprise environments. They allow for less expensive and highly customisable virtual networks to be created and managed effectively by a small or medium Enterprise. However, for a larger scale enterprise or a business that stores and manages secure data it is recommended that a physical or bare metal server is used due to issues with potential vulnerabilities within a dedicated Operating System. Virtual Machines will allow for multiple client machines to be set up and managed by a single computer with a server however if the managing PC is disabled then the entire system is affected.  Virtual Machines are ideal for testing software within a sandbox environment and can be recommended for this purpose.
	
After gaining work experience during my career, I can now see how the departments and their shared drives were set up and specific access rights granted for certain users. The process is simplified via the GUI interface within MS Server 2019 and Active Directory. It is certainly a career path that I would consider moving forward.
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:\Users\joker>ping ww.amazon.co.uk

Pinging e15314.a.akamaiedge.net [164.96.174.98] with 32 bytes of data:
Reply from 164.96.174.98: bytes=32 time=11ms TTL=57
Reply from 164.96.174.98: bytes=32 time=11ms TTL=57
Reply from 164.96.174.98: bytes=32 time-14ms TTL=57
Reply from 164.96.174.98: bytes=32 time-11ms TTL=57

Ping statistics for 164.96.174.98:
Packets: Sent = 4, Received - 4, Lost = @ (8% loss),

Approximate round trip times in milli-seconds:

Minimum = 11ms, Maximum = 14ms, Average = 1ims
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