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This assignment explored the configuration and management of a Virtualised Enterprise Network (VEN) using Windows Server 2019 on Oracle VirtualBox. The aim was to deploy core network services such as Active Directory, DNS, DHCP, routing, and client integration. This allowed to test connectivity and functionality within the Swansea domain environment between a Swansea Domain Controller (S-DC) and Client server (ClientS1).


[bookmark: _Toc216736895][bookmark: _Toc216736987][bookmark: _Toc216738642][bookmark: _Toc216741856]Task: Download and Set up
[image: ]
[image: ]
[image: ]
[image: ]
The required ISO file was downloaded and two virtual machines were created using Oracle VirtualBox, consisting of a domain controller (S-DC) and a client (ClientS1). The systems were installed using Windows Server 2019 and configured to operate in the same network.
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Routing and Remote access services were installed and configured on the S-DC to enable the network to enable network routing to function. The firewall rules were configured to allow ICMP traffic. This assures that the server is capable of handling network traffic and furthermore, ensuring VPN connectivity.
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Active Directory Domain Services (ADDS) was installed on the server and a new forest was created with the domain name “SWANSEA.ACCA”. The server was successfully promoted to a domain controller. Additionally, A reverse lookup zone was created within the DNS. (A) records were configured correctly for the domain controller, enabling name resolution across the network, as both S-DC and ClientS1 function on the same “SWANSEA” internal network.
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A VPN configuration was implemented using Routing and Remote Access to support encrypted connections. Firewall rules were configured in the Routing task to allow ICMP traffic, enabling testing of network connectivity between server and client.
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Domain user accounts were created using Active Directory Users and Computers. Multiple users were configured to authenticate against the domain and were used for testing client access and network services.
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Client server successfully joined the SWANSEA.ACCA domain after configuring correct DNS settings. Domain login was verified by signing in with a domain user account on the client system.
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The DHCP server role was installed on the S-DC and a scope was created to dynamically assign IP addresses to client devices. This ensured that the network configuration details were automatically provided to the client. 
(Screenshot displays final result of all installation and configuration for task, where DHCP is enabled and a preferred IPv4 address has been provided.)
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Network connectivity was tested using command-line tools like ipconfig, ipconfig /flushdns, and ping. These texts confirmed that there is a successful connection (once firewalls have been disabled) between the client and server, ensuring network functionality.
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A shared folder was successfully created and configured for network access. The home folder path was correctly assigned to a domain user through Active Directory. However, the mapping of the home directory on the client machine was unsuccessful due to permission conflicts. Despite multiple configuration attempts, including adjusting NTFS and share permissions, the folder could not be accessed from the client. The correct configuration steps were completed and knowledge was gained.
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The IIS role was installed on the S-DC to host a web service. A default website was successfully configured and accessed from the client machine, confirming the server was hosting properly.
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Remote Desktop Services were enabled on the S-DC to allow remote administrative access. Domain users were granted permission to connect, and a successful remote access was made.
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In conclusion, this assignment effectively illustrated how to use Windows Server 2019 to deploy and manage a virtualised enterprise network (VEN). A domain environment was created by configuring and testing core services such Active Directory, DNS, DHCP, routing, IIS, and client integration. Although there were challenges with the file sharing task, the assignment's goals were achieved and the network functioned as planned, resulting in a successful VEN.
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Ethernet adapter Ethernet

Connection-specific DNS Suffix . : SWANSEA.ACCA

Description . . . . . . ... .. : Intel(R) PRO/1068 MT Desktop Adapter
Physical Address. . . . . . . . . : 68-80-27-6E-32-65

DHCP Enabled. . . . . . . ....: Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : fe80::de96:87d3:d6d6:d916%6(Preferred)
TPva Address. . . . . . ... ..: 192.168.1.59(Preferred)

Subnet Mask . . . . . .. ....: 255.255.255.6

Lease Obtained. . . . . . . ... : Monday, December 15, 2025 3:13:56 PH
Lease Expires . . . . . .. ... : Tuesday, December 23, 2625 3:13:55 PM
Default Gateway . . . . . . . .

DHCP Server . . . . . .. ... .:192.168.1.

DHCPV6 TAID . . . . . . . .. ..: 101187623

DHCPV6 Client DUID. . . . . . . . : ©0-1-80-61-39-D1-6B-54-08-06-27-0E-32-65
DNS Servers . . . . . . . ....: 192.168.1.2

NetBIOS over Tcpip. . . . . . . . : Enabled

c: \Users\Administratorsping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data
Reply from 192.168.1.1: bytes-32 time-98ims TTL-128
Reply from 192.168.1.1: bytes-32 time-179ms TTL-128
Reply from 192.168.1.1: bytes-32 time-169ms TTL-128
Reply from 192.168.1.1: bytes-32 time-313ms TTL-128

ping statistics for 192.168.1.1
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
approximate round trip times in milli-seconds
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Microsoft Windows [Version 10.0.17763.3650] ~ I
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\systen32>ipconfig /Flushdns

windows IP Configuration

Successfully flushed the DNS Resolver Cache.
C:\Windows\system32>ping S-DC

Pinging S-DC.SWANSEA.ACCA [192.168.1.1] with 32 bytes of data:
Reply from 192.168.1.1 TTL-128

Reply from 192.168.1.1

Reply from 192.168.1.1:
Reply from 192.168.1.1:

TTL-128
TTL-128

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = ims, Maximum = 2ms, Average = ims

C:\Windows\systen32>,
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